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Image Copyright Dual-Protection Based on Extractable and
Imperceptible Adversarial Watermark

Yuming Liu, Shan Ai*, Zhili Zhou*, Wei Pang, Changyu Dong,
Huilin Ge, Daizhi Liao, and Yongfeng Huang

Abstract: Generally, there are two popular ways to protect image copyright, i.e., proactive protection
(preventing illegal use via adversarial perturbation) and passive protection (verifying ownership by digital
watermarking). However, since the perturbation and watermark embedded into an image will interfere with each
other, directly embedding them into the image cannot achieve the proactive protection and passive protection,
simultaneously. To address this issue, we propose an image copyright dual-protection approach, which
embeds an extractable and imperceptible adversarial watermark (EIAW) in the image frequency-domain.
Specifically, the adversarial watermark is automatically embedded and optimized in the manner of allowing for
effectively attacking the deep neural networks (DNNs) and accurately extracting the embedded watermark,
simultaneously. Moreover, instead of using the pixel-domain constraints, i.e., L, norms, we introduce a
frequency-domain constraint to optimize the watermark embedding locations. Experiments on ImageNet and
CIFAR-10 demonstrate that the proposed EIAW achieves high attack effectiveness (up to 100%) and extraction

accuracy (up to 93%), while maintaining good watermark imperceptibility.
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1 Introduction and analyzed by deep neural networks (DNNs) to
obtain sensitive semantic information, such as age and
gender!'l; Second, images distributed on networks
could be illegally copied for unauthorized use.

With the widespread use of portable devices and online
platforms, social media platforms, such as Facebook,

Twitter, and Instagram, have become the main  Therefore, in the era of artificial intelligence, it is
channels for sharing images. However, sharing urgently required to protect the image copyright both
extensive images comes with two main risks. First, before and after the illegal use of images. The image

user-uploaded images may be automatically recognized copyright dual-protection including the proactive
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protection (preventing the illegal use) and the passive
protection (verifying image ownership after the illegal
use) has become more and more important.

Generally, there are two popular ways to protect
image copyright, i.e., adversarial attack and digital
watermarking. The adversarial attack(2-5] usually adds
an adversarial perturbation into a copyrighted image to
mislead the model inference process, thereby
preventing the illegal use of the image. However, such
adversarial perturbations are added into images in an
irreversible way and thus cannot be extracted
accurately for verifying the image ownership. The
digital watermarkingl®°! can embed a watermark into
an image to verify ownership after unauthorized use.
However, digital watermarking cannot prevent illegal
use or copyright infringement in advance. To achieve
copyright dual-protection, the most intuitive manner is
to embed both a digital watermark and an adversarial
perturbation into an image, sequentially. However, the
embedded digital watermark and adversarial
perturbation may affect each other, which makes the
watermark difficult to be extracted and the adversarial
perturbation ineffective. In addition, some adversarial
watermarking approaches! %111 have been proposed,
which embed a watermark as the adversarial
perturbation into images. However, they often fail to
enable accurate watermark extraction. Therefore,
existing methods struggle to achieve effective dual-
protection of image copyright.

To solve the above issues, in this paper, we propose a
dual-protection approach for image copyright based on
an extractable and imperceptible adversarial watermark
(EIAW). Specifically, we design a strategy for
embedding and optimizing the adversarial watermark
using modulo operations in the frequency domain. It
first generates and embeds a base adversarial
watermark in the frequency embedding space, and then
automatically optimizes it to attack DNNs within an
embedding  subspace  without affecting the
extractability of the watermark. As a result, this
approach can effectively attack DNNs while allowing
the embedded watermark to be accurately extracted.
Additionally, Unlike traditional methods that rely on
L, norms for optimizing the adversarial watermark in
the pixel domain3-31, which has been proven to poorly
align with human perception!2). we introduce a
frequency domain constraint to optimize watermark
which ensures the final

embedding locations,
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watermarked images maintain high quality. We
illustrate the differences among the adversarial attack,
digital watermark, and the proposed EIAW in Fig. 1.

In summary, Our main contributions are summarized
as follows:

e The EIAW is proposed for image copyright
dual-protection: Unlike existing adversarial attack or
digital watermark methods, EIAW allows for
effectively attacking DNNs and accurately extracting
the watermark, enabling image copyright dual-
protection.

e The frequency domain constraint is designed to
optimize the imperceptibility of the adversarial
watermark: Instead of using L, norms to limit the
perturbation in the pixel domain, we introduce a
frequency domain constraint to optimize the watermark
embedding locations, achieving more imperceptible
adversarial watermarked images.

o The superiority of the proposed approach is
proven by extensive experiments: Extensive
experiments show that the proposed EIAW method not
only achieves comparable attack effectiveness and
efficiency to state-of-the-art methods, i.e., PGD, but
also maintains high watermark imperceptibility,
accurate watermark extraction, and robustness against
various noise attacks.

The structure of this paper is organized as follows.
Section 2 discusses the related work. Section 3
describes the proposed EIAW method in detail. Section
4 presents and analyzes the experimental results.
Section 5 concludes the paper.

2 Related Work

In this section, we review relevant works in three areas:
attack, digital watermarking, and
adversarial watermark attacks.

adversarial

2.1 Adversarial attack

Adversarial attack deceives DNNs by adding small
perturbations to images. These perturbations can alter
the model’s predictions, preventing DNNs from
accurately analyzing the image and thus protecting the
image’s semantic information. Early research by
Szegedy et al.[2! introduced adversarial perturbations
using back-propagation and gradient-based algorithms.
Since then, various methods have been proposed to
generate adversarial examples3-3-13.141 A well-known
gradient-based method is the fast gradient sign method
(FGSM)PI, which crafts perturbations by taking a step
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Fig. 1 Comparison of different approaches: (a) proactive protection via adversarial attack is able to prevent illegal use; (b)
passive protection via digital watermark is able to verify ownership; and (c) our dual-protection approach based on EIAW can

prevent illegal use and verify ownership, simultaneously.

in the direction of the gradient. Similarly, the projected
gradient descent (PGD) attackl3l, often considered
state-of-the-art, updates perturbations iteratively
starting from random initialization.

The above methods are usually carried out in the
pixel domain, recent research has also explored
adversarial attacks in the frequency domain. For
example, Wang et al.l'>] demonstrated the sensitivity of
DNNs to high-frequency components, leading to the
development of frequency domain adversarial attacks.
Luo et al.l® proposed a method that enhances
imperceptibility by minimizing differences between the
low-frequency components of clean and adversarial
images. S2I-FGSM!7! enhances transferability through
spectrum transformations in the frequency domain.
AdvDrop!!8] takes a unique approach by crafting
adversarial examples through information removal
rather than addition, demonstrating that minimal
frequency component manipulation can significantly
impact model performance. Guo et al.l'%! constrained
perturbations to specific frequency bands to reduce the
number of black-box queries required for attacks.
While our work focuses on optimizing perturbations in
specific frequency bands for both attack effectiveness

and watermark imperceptibility.

Despite
commonly used to constrain perturbations for
generating more imperceptible adversarial examples.
However, recent studies show that L, norms do not
align well with human perception!!2l, Therefore, other
perceptual distances, such as structural similarity index
measure(20] (SSIM) and learned perceptual image patch
similarity[2l (LPIPS), have been used to improve
imperceptibility. Inspired by this, our work introduces
a frequency domain constraint to  generate
perturbations that are less perceptible to human vision,
achieving highly imperceptible adversarial watermarks.

these advancements, L, norms are

2.2 Digital watermarking

Digital watermarking embeds meaningful information,
such as copyright ownership, content description into
digital content. It provides an effective solution for
copyright protection, and is widely used to track and
prevent copyright infringementl6- 22-241,

In general, digital watermarks can be classified into
visible and invisible watermarks based on their visual
effects. Visible watermarks!?! are more perceptible to
human eyes, making them more susceptible to targeted
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attacks and modifications. In contrast, invisible
watermarks!® 9- 23] use data redundancy techniques that
typically bypass the human visual system. Recent
advances in invisible watermarking have focused on
enhancing robustness against complex distortions. For
instance, Li et al.[29] proposed a grayscale deviation
simulation method to resist screen-shooting distortions,
while Fu et al.l?7] developed a wavelet-based recovery
network to maintain watermark integrity under various
image processing operations. These works demonstrate
the importance of domain-specific transformations for
robust watermarking, which aligns with our frequency
domain approach. Furthermore, Liao et al.[281 showed
that robust feature extraction in compressed media can
effectively preserve critical information, further
supporting our choice of frequency domain embedding
for adversarial watermarking. Additionally, depending
on whether the original image is required for
extraction, watermarking methods are classified as
blind or non-blind. Non-blind methods merge the
original and watermark images, requiring the original
image during extraction. Blind watermarking embeds
watermarks directly using specific rules, allowing
extraction without the original image. In this work, we
employ an invisible, blind-extractable watermark in the
frequency domain to craft adversarial watermarks.

2.3 Adversarial watermark attacks

Recent studies have explored using watermarks as
adversarial perturbations to attack DNNs. Jia et al.l10]
proposed the basin hopping evolution (BHE) algorithm
to embed visible watermarks into images, causing
inference errors in DNNS. Jiang et al.[?! improved this
with a fast differential evolution method. Zuo et al.[30!
enhanced the multi-swarm particle swarm optimization
(MPSO) algorithm to conduct extensive attack
experiments. However, all above methods add
watermarks in the pixel domain and use visible
watermarks to attack. It is clear that visible watermarks
degrade the quality of the protected images and are
easy to notice. To generate more imperceptible images,
Zhang et al.llll introduced a frequency domain
adversarial watermarking framework, which embeds
adversarial watermarks in the frequency coefficients.
Although this watermark is invisible, they still need the
original image for extraction, limiting its practical use.

Some studies have used adversarial watermarks to
protect image copyright. For example, Zhu et al.31]

proposed adversarial examples with embedded
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watermarks to stop generative models from copying
unauthorized images. Wang et al.[32! designed an end-
to-end adversarial watermark fusion model (AWFM)
that combines watermark embedding and adversarial
perturbations into a single task to generate invisible
adversarial watermarked images. However, training
these models is challenging because they require
optimizing multiple objectives simultaneously.

In this paper, we propose a dual-protection
adversarial watermarking framework. It embeds
extractable watermarks into the frequency coefficients
under the constraints, ensuring imperceptibility while
enabling watermarks can be extracted accurately.

3 Methodology

3.1 Overview

Given an original watermark image Wi, e RVV a
cover image [ € RMN its ground-truth label y, and a
DNN classifier f: I — R* that maps the image to an
output vector representing a probability distribution
over the discrete label set {1, 2, ..., k}, where k is the
number of classes. We use the cross-entropy as the loss
function, denoted by L. The formula for the cross-
entropy loss is

k
L=="ylog(f(I))
i=1

where y; is the ground-truth label for class i, and f([);
is the predicted probability for class i.

Let I ,, denote the adversarial example, I, denote the
watermarked image after embedding the base
watermark, W_ . denote the extracted watermark, F
represents the frequency domain coefficient matrix of
the cover image, F, denotes the frequency-domain
matrix after watermark embedding, and F,,, denotes the
adversarial frequency domain matrix generated during
the attack process. We use the discrete cosine
transform (DCT) to convert the cover image from the
pixel domain to the frequency domain, and employ the
inverse DCT (IDCT) to revert it back.

The goal of adversarial attacks is to craft I,4, such
that f(l.av) #y, while the aim of blind watermarking is
to embed a watermark Wj, into the cover image to
obtain the watermarked image Iy, from which the
watermark information W, can be extracted
accurately. Different from the above two methods, our
goal is to embed and optimize a watermark into the
image / while allowing for effectively attacking DNN's
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and accurately extracting the watermark,
simultaneously. In this paper, we propose a novel
frequency domain adversarial watermark algorithm
EIAW, which can generate extractable and
imperceptible adversarial watermark. The pipeline of
the EIAW approach is shown in Fig. 2.

Next, we will first introduce the frequency domain
constraint, followed by a detailed presentation of our
proposed EIAW, approach by three parts: watermark
embedding, watermark optimization, and watermark
extraction.

3.2 Frequency domain constraint

In digital watermarking, watermarks are often
embedded in the frequency domain. This approach
inspires us to craft watermark perturbations directly in
the frequency domain. To evaluate the effectiveness of
perturbations in different frequency regions, we
calculate the gradients of the loss function L with
respect to both the frequency domain image F and the
pixel domain image I,

AL, IDCT(F), y) I

o1 OF
AL, 1, y)
a1 2
where 0 represents the model parameters, VrL and VL
are the gradients of the loss function L with respect to
the input F (in the frequency domain) and / (in the
pixel domain), respectively, and y is the true label of
the cover image.

The magnitude of these gradients indicates how
changes at each location affect the loss. In other words,
regions with larger gradients have a greater influence
on the model’s inference.

VrL =

(1

VL=

To make it more intuitive, we visualize the gradient
heatmaps in Fig. 3. From the heatmaps, we observe
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that the gradient distribution in the pixel domain lacks
distinct patterns. In contrast, the frequency domain
gradient distribution shows a clear trend. Specifically,
mid-to-low frequency regions (top-left) exhibit larger
gradients, while high-frequency regions (bottom-right)
have smaller gradients. This means that perturbations
in mid-to-low frequency regions achieve better attack
performance. Even small perturbations in these regions
can significantly affect the model’s predictions.
Although these perturbations may cause
degradation in image quality, the improved attack
effectiveness outweighs the visual loss. Overall,
disturbances in low and medium frequencies are more
cost-effective.

Based on this observation, we design a frequency
domain constraint to limit watermark perturbations to
mid-to-low frequency regions. Specifically, we assign
the value “1” to locations within the mid-to-low
frequency areas, allowing perturbations to be added.
All other regions are assigned the value “0”, creating a
binary mask M,

v~ {1’
0,
where m, n € [0, N], and N represents the dimension of
the  frequency-domain  coefficient matrix F,
equivalently, the dimension of the pixel domain image
I. And u and v denote the horizontal and vertical
coordinates in the frequency domain. The size of the
mask is denoted as a=(m—m)/N €[0, 1], while the
starting position of the mask is defined as 8 =m/N. For
images with multiple color channels, the same masking
strategy is applied independently to each channel.
During the watermark embedding and optimization
stages, we only modify the DCT coefficients in regions
where the mask value is 1. This ensures that the
watermark perturbations are confined to the mid-to-low
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Fig.2 Pipeline of the proposed EIAW approach.
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Fig. 3 Gradient heatmaps of the RGB channel in the frequency domain (a-c) and pixel domain (d-f), respectively. In the pixel
domain, the axes X and Y denote the spatial coordinates of the image. In the frequency domain, the axes U and V denote the
horizontal and vertical frequency coordinates obtained after applying the DCT.

frequency areas.
3.3 Watermark embedding

To enable accurate watermark extraction without
requiring the cover image, we introduce the watermark
embedding and extracting strategy based on modulo
operation in the frequency domain. First, the image is
transformed from the pixel domain to the frequency
domain, where watermark bits are embedded by
adjusting frequency based on the
remainder of the modulo operation. More details are
given as follows.

Within the masked region, where the watermark bit

win=1, the DCT coefficients are modified according to

coefficients

the following strategy:
if F(u, v) mod p > 12—7,

then F(u, v) «— F(u, V)+§7

else F(u, v) «— F(u, v) 3)

Conversely, when the watermark bit wi,=0, we
perform the following strategy:

if F(u, v) mod p < 12—’

then F(u, v) «— F(u, v)+ g
else F(u, v) «— F(u, v) 4

where F = DCT(I) represents the frequency-domain
coefficient matrix obtained by applying the DCT to
image /. The entry at position (u, v) is written as
F(u, v). The parameter p is the embedding key, which
must be an even integer.

By modifying the DCT coefficients according to the
above embedding strategy, we successfully embed the
watermark and obtain the base watermarked image I, .
The embedding process is described in Algorithm 1.

Algorithm 1 EIAW embedding process

Input: Cover image /, watermark wj,, modulus p, and mask M

Output: Watermarked image Iy

1: F < DCT();

2: for (u, v) in the mask region, where M=1 do
3. if win(u, v) =1 then

4: if F(u, v) mod p > p/2 then
5: F(u, v) < F(u, v)+p/2;
6: end if

7:  else

8: if F(u, v) mod p < p/2 then
9: F(u,v) < F(u, v)+p/2;
10: end if

11:  endif

12: end for

13: I,, < IDCT(F);
14: return 1,
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Notably, since explicit for-loops are computationally
inefficient, we leverage PyTorch’s array slicing
operations to achieve implicit parallel computation,
accelerating the watermark embedding.

3.4 Watermark optimization

To obtain the adversarial watermark without affecting
the watermark extraction, we optimize the watermark
by changing the modification magnitudes of frequency
coefficients to attack DNNs within the embedding
subspace. In such manner, the remainders of DCT
coefficients when divided by p can be kept unchanged,
and thus the extractability will not be affected.
Specifically, to optimize
frequency domain embedding subspace, we propagate
the gradient of the loss using the following chain rule
in Eq. (1). Then, we update the DCT coefficients by
stepping in the direction of the gradient. To avoid
affecting the extractability of the watermark, the
remainders of the DCT coefficients should remain
unchanged. Therefore, the step size must be an integer
multiple of p. The specific formula is as follows:

the watermark in the

Fil = Fl, +pxsgn(VpL)x M Q)
where sgn(-) is the sign function, M represents the
frequency-domain mask. F!, and FZ! denote the
adversarial frequency-domain coefficient matrices at
the #-th and (#+1)-th iteration, respectively.

Assuming the attack succeeds after 1+1 iterations,
Faw = Fit! denotes the frequency domain adversarial
watermarked image. Then, we convert it back to the
pixel domain to obtain the final image I,

L = Clip(IDCT(Fyy), 0, 1) (6)
where Clip(-) is the operation that restricts the resulting
values to the range [0, 1]. Algorithm 2 describes the
pseudo-code of optimization algorithm. By optimizing
the watermark to attack DNNs within a frequency
domain embedding subspace without affecting the
extractability of the watermark, we achieve the dual
goals of preventing illegal use and verifying
ownership, simultaneously. To provide a clear
visualization of the constrained optimization process,
we illustrate the optimization process in Fig. 4.

3.5 Watermark extraction

Watermark extraction is the inverse process of
embedding. Specifically, given the
watermarked image I, we first convert it to frequency
domain, then, in the region where M =1, the

adversarial

Algorithm 2 EIAW optimization process

Input: Classifier f with loss function L, cover image /, label y,
watermark Wi, key p

Qutput: Adversarial watermarked image law
1: F=DCT{);

2: Fy = Embed(F, Wi,, p, M);

3: Initialize iter < 0, attack successful « false;
4: while iter < Max_iter do

5. iter «iter+1;

6: Fy « Fy+pxsgn(Vp, L)xM;

7. Ly < IDCT(Fy);

8 if argmax; f(Iow) #y then

9 attack_successful « true;

10: break

11:  endif

12: end while

13: if attack_successful then

14: return /yy ;

15: else
16:  return false;
17: end if
S
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Fig. 4 Visualization of the watermark optimization process.
The X and Y axes in the 2D space represent the modification
magnitudes of DCT coefficients, i.e., AF; and AF;,
respectively. The 2D space represents the embedding space,
and the set of green points in the 2D space represents the
embedding subspace in which the adversarial watermark
can be optimized without affecting its extractability.

watermark is extracted using the following strategy:

2 )

Wout =

c—1
1, if Z((F;W mod p) < 12—’) >157,
0

0, otherwise



where F}, = DCT(l},,) denotes the DCT matrix, and ¢
denotes the number of pixel channels, with ¢ =3 for
RGB images. Finally, Wy, is extracted to recover the
original watermark Wi, without the cover image.

Notably, in addition to embedding 2D binary
watermark images, our method also supports direct
embedding of arbitrary-length bit-streams. To achieve
this, we employs Zigzag scanning3! to convert DCT
coefficients into a 1D sequence. The bit-stream is then
directly embedded into a selected mid-low frequency
band whose length matches that of the bit-stream,
enabling flexible and scalable embedding. The
embedding, optimization, and extraction procedures for
bit-streams follow the same strategy as those used for
image-based watermarks, ensuring consistency and
robustness.

4 Experiment

In this section, we evaluate and compare the proposed
approach to demonstrate its performances in terms of
attack effectiveness, efficiency, watermark extraction,
and imperceptibility. Typical experimental results of
EIAW approach are shown in Fig. 5. The original
images can be correctly classified by ResNet101. After
embedding the adversarial watermarks generated by
EIAW, they can mislead the pre-trained ResNetl101
while maintain good visual quality.
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4.1 Experiment settings

4.1.1 Dataset and models

We evaluate the proposed EIAW approach on 1500
images from the ImageNet-1K[34l and CIFAR-10
datasets. We use ResNetl01035],  AlexNet[36],
VGG19B7], SqueezeNetl 08381, MobileNet V201391, and
Inception V340! as the target models.

4.1.2 Baselines

To compare the effectiveness and efficiency of the
attack,
watermark attack methods: Adv-watermark
AFWI and MISPSOB0, We also compare with
typical gradient-based attack methods under the L,
norms, including PGDP! and FGSMP], C&WI4,
Additionally, we compare with the two-phase method
that adds perturbations and watermarks sequentially.
4.1.3 Evaluation metrics

adversarial
(0],

watermark we use several

We use the following metrics to evaluate the attack
capability, extraction accuracy, and imperceptibility of
different methods.

(1) Attack capability: Attack effectiveness and
efficiency are evaluated using the attack success rate
(ASR) and attack time (AT), respectively. ASR
measures the percentage of images for which the pre-
trained model changes its prediction after the images
are altered. AT measures the average time required to
attack a single image. In addition, we also report the

Wolf
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Fig.5 Experimental results of the EIAW method. The first row shows the original images, the second row displays the
corresponding true labels, the third row presents the protected images generated by EIAW, along with their predicted labels,
PSNR, and SSIM metrics, and the last row shows the extracted watermark images.
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increase in cross-entropy loss (LOSS), where a larger
LOSS indicates a greater degradation of model
prediction accuracy, thus reflecting a more successful
attack.

(2) Imperceptibility: To sufficiently evaluate the
watermark’s imperceptibility, we use the peak signal-
to-noise ratio (PSNR), SSIM[201, and LPIPS[21]1, These
metrics compare the quality of the watermarked image
with the original image to assess how perceptible the
watermark.

(3) Extraction accuracy: The extraction accuracy
rate (EAR) measures the watermark’s extractability. It
is calculated as the ratio of the number of correctly
extracted bits to the total number of bits. A higher EAR
value, closer to 1, indicates more accurate extraction.
4.1.4 Evaluation environment
To make a fair comparsion, all experiments are
conducted on an NVIDIA GeForce RTX 3090 GPU
using the PyTorch framework in Python.

4.2 Parameter setting

In the proposed EIAW method, there are two key
parameters: p, which is the key to conducted modular
operation, and M, which determines where the
watermark perturbation is applied. We evaluate the
impact of these parameters on the method’s
performance in terms of attack capability and
imperceptibility. The impacts of parameter p is shown
in Table 1. As it illustrates, increasing p slightly
improves attack efficiency by reducing the attack time.
However, this improvement comes at huge cost of
image quality, as evidenced by the decrease in PSNR
and SSIM and the increase in LPIPS as p grows.
Therefore, we choose the smallest parameter p =2 to
minimize quality loss.

Table 1 Impact of key p on attack time and watermark
imperceptibility. “7” means larger is better, while “|”
means smaller is better.

) Imperceptibility
p  Attack time (s)
PSNR T SSIMI201 T LPIPSI2H |

2 0.0911 51.819 0.9963 0.0011
4 0.0711 45.604 0.9888 0.0043
6 0.0695 42.377 0.9782 0.0099
8 0.0652 40.027 0.9650 0.0178
10 0.0634 38.183 0.9501 0.0273

Masks of the same size are applied to different
frequency regions: low-frequency (M1), mid-low-
frequency (M2), mid-high-frequency (M3), and high-
frequency (M4). The plots show how the loss and
image quality metrics change over iterations. From Fig.
6, it is clear that low-frequency perturbations are more
effective for attacks, as they cause the loss to increase
rapidly. However, they also significantly degrade
image quality. On the other hand, high-frequency
perturbations have a smaller impact on image quality
but are less effective for attacks. Therefore, we
constrain the perturbations to the mid-low-frequency
which

effectiveness and image quality.

region, strikes a balance between attack
Finally, if not specified, the watermark attack
EIAW are set as

p=2,a=0,8=0.5, with a maximum of 20 iterations.

parameters  in follows:

Additionally, a monitoring mechanism is used for all
iterative attack methods: if the attack is successful, the
iteration terminates early.

4.3 Comparison of attacking performance

By embedding an additional watermark into the
original image, we disrupt key local regions that are

The impact of the mask’s location is shown in Fig. 6. essential for image classification, effectively
=M1 M2 —- M3 - M4 =M1 M2 — M3 - M4 =M1 M2 —- M3 - M4
14 1.000
12 0.998 | g-ggé [
10 0.996 r 0.005
@ gl = 0994 | 2 0.004
S 6t B 0992} @ 0.003 |
0.002 1
4+ 0.990
0.001
2r 0.988 | ol a2t

0 123456738910
Number of iterations

(a)

6 L L L L L L L L L
0123456782910
Number of iterations

012345678910
Number of iterations

(b) (c)

Fig. 6 Impact of the frequency domain mask’s location on image quality. The three subfigures show the mask applied to
different regions (M1, M2, M3, and M4) and illustrate the changes in LOSS, SSIM, and LPIPS across iterations.
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misleading a well-trained neural network. To illustrate
the impact of the adversarial watermark, we visualize
the attention maps using gradient weighted class
activation mapping (Grad-CAM)*!1. As shown in Fig.
7, the clean images, correctly classified by ResNet101,
along with their attention maps and labels in green
(Fig. 7a). The adversarial watermarked images, along
with their attention maps and labels in red (Fig. 7b), by
embedding an additional watermark into the original
image, we disrupt key local regions that are essential
for classification, thereby misleading the well-trained
Resnet10135 model.

To further attack
performance of the proposed EIAW method, we

quantitatively evaluate the
compare six attack methods across five widely used
pretrained classification models (ResNet101, AlexNet,
VGGI19, Inception V3, and SqueezeNetl 0) on
ImageNet-1KB4 and CIFAR-10 datasets. Table 2
shows the attack success rates (ASR) of various attack

Goldfish

(b)

Fig.7 Effects of EIAW on the attention maps of neural
networks (based on ResNet101 predictions). (a) The original
images, along with their attention maps and predicted
categories (cockatoo and starfish); (b) The adversarial
watermarked images, along with their attention maps, and
the predicted categories (corn and goldfish).

Big Data Mining and Analytics

methods on different neural network models.
Traditional attack methods, such as PGD[! and
C&WI, achieve high ASRs across all models. The
Adv-watermark  method[!?l,  based on visible
watermarking, achieves an average ASR of 71.7%,
while the MISPSOBY method, using the MPSO
algorithm, reaches 75.9%. The AFW method, which
embeds the watermark in the frequency domain,
achieves a high ASR of 97.4%. In comparison, our
proposed EIAW method achieves a comparable attack
effectiveness to PGDI3, and outperforms other
adversarial watermark methods. We further evaluate
the black-box transferability of EIAW through
comprehensive cross-model validation. As shown in
Table 3, when adversarial examples generated from
one model architecture are transferred to attack other
unseen models, these results demonstrate that our
frequency domain perturbations maintain reasonable
effectiveness across different architectures, making
them practical for real-world scenarios where the target
model may be unknown.

Next, we evaluate the efficiency of the proposed
method. Table 4 compares the attack efficiency of the
EIAW method with the state-of-the-art PGDI3! attack
and the adversarial watermark method AFW. As shown
in Table 4, EIAW achieves an average ASR of 99.5%
with a runtime of 0.0467 s. This is slightly slower than
PGD, but much faster than AFW. This shows that,
despite the conversions between the frequency domain
and pixel domain, the additional computational cost is
minimal. However, this minor time overhead provides
significant benefits, such as improved image quality
and the ability to extract the watermark for dual
protection, as demonstrated in the following sections.

4.4 Comparison of imperceptibility

To achieve a more secure and practical copyright

Table 2 ASR comparison with various methods on Imagenet against different models. Bold values indicate the best result in

each column.

(%)

Attack Resnet101[3] Inception_ V340l Squeezenetl 0138 VGG1937] Average
PGDBI 100.0 98.3 100.0 99.4 99.4
FGSMD! 90.2 83.9 99.4 96.0 92.4
C&WH 99.8 98.5 100.0 98.8 99.5
Adv-watermark!10] 78.0 73.0 69.1 64.8 71.7
MISPSOI30] 68.9 76.5 85.4 73.1 75.9
AFwU 98.2 92.1 100.0 99.6 97.4
EIAW (Ours) 100.0 98.2 100.0 99.6 99.5
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Table 3 Transferability of ASR for adversarial watermarked images across surrogate and attack models. Bold values indicate
the best result in each column.
(%)

Attack model

Surrogate model

ResNet101 VGG19 Inception_V3 SqueezeNetl_0
ResNet101 100.0 68.3 62.5 72.8
VGG19 65.7 99.6 58.9 70.2
Inception_V3 63.2 60.4 99.6 68.7
SqueezeNetl 0 70.5 66.8 64.3 100.0

Table 4 Comparison of ASR and AT across different models and attack methods on Imagenet and CIFAR-10 datasets.

PGDB! AFWIII EIAW (ours)
Dataset Model

ASR (%) AT (s) ASR (%) AT (s) ASR (%) AT (s)
ResNet101135] 100.0 0.0563 98.2 0.4302 100.0 0.0910
AlexNetl36l 100.0 0.0086 99.5 0.2997 100.0 0.0171
ImageNet™ VGG191371 99.5 0.0157 99.6 0.3264 99.6 0.0236
Inception_V3[40] 97.9 0.0633 92.1 0.4446 98.2 0.0806
Squeezenet] 0138 100.0 0.0131 100.0 0.3230 100.0 0.0211
Average 100.0 0.0314 97.9 0.3647 99.5 0.0467
ResNet50(33] 100.0 0.0401 84.3 0.1264 99.8 0.1233
AlexNet!36 96.7 0.0384 86.8 0.1334 100.0 0.0245
CIFAR-10M41] VGG19P371 99.3 0.0514 89.4 0.1611 100.0 0.0293
Mobilenet_V2[3] 100.0 0.0338 87.4 0.2309 98.7 0.1290
Average 99.8 0.0414 87.0 0.1620 99.2 0.0765

protection, the protected image should be visually
indistinguishable from the original image. In this
section, we compare the imperceptibility of watermarks
or perturbations generated by different methods. To
sufficiently evaluate the imperceptibility, we use three
standard metrics: PSNR, SSIMI20l, and LPIPS[21l.
Higher PSNR and SSIM values indicate better image
quality, while lower LPIPS values
perceptual distortion, meaning the watermark or

reflect less

perturbation is less noticeable to the human eye.

As shown in Table 5, for the ResNet101 model,
EIAW achieves the highest PSNR of 52.68 and SSIM
of 0.9970, outperforming other methods. Its LPIPS
score of 0.0006 indicates that the perceptual difference
between the original and protected images is minimal.
Similar results are observed for other models, where
EIAW consistently achieves higher PSNR and SSIM
values and lower LPIPS scores compared to other
methods. In comparison, attack methods such as
PGDB! and FGSMD], which constrain perturbation in
the pixel domain using L, norms, cause significant
quality degradation. Other adversarial watermark
methods, such as Adv-watermark, embed visible
watermarks, making them more noticeable and leading

Table 5 Comparison of imperceptibility against different
models under various attack methods on Imagenet. Bold
values indicate the best result in each column. “7” means
larger is better, while “|”” means smaller is better.

Imperceptibility
Model Attack method
PSNR T SSIM[201 T LPIPS[2! |
PGD?I 4540  0.9896 0.0015
FGSMD! 36.21  0.9250 0.0309
ResNet101 Adv-watermark(!9 2591  0.9604 0.0739
AFWI 36.07  0.9500 0.0120
EIAW (ours) 52.68 0.9970 0.0006
PGDI 4545  0.9886 0.0013
FGSMD! 36.21  0.9206 0.0294
VGG19 Adv-watermark!!0 2511  0.9604 0.0711
AFWI 36.49  0.9545 0.0100
EIAW (ours) 51.29  0.9968 0.0008

to greater quality loss. Although AFW operates in the
frequency domain, it applies perturbations to the entire
coefficient, resulting in noticeable distortions as well.
In contrast, our method uses a frequency domain
constraint to limit perturbations to specific regions,
achieving better image quality.
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Table 6 Average EAR of EIAW on different models. Bold value indicates the best result.

(%)
Resnet10103] alexnet30] Inception_ V31401 Vgg19B371 Squeezenet] 08I
92.10 93.19 92.68 91.98 92.24
4.5 Watermark extraction performance after noise is added, the watermark remains

In this section, we evaluate the watermark extraction
performance of the proposed method. From Table 7,
we can see that ETAW achieves a high watermark EAR
of over 92% across different models. This level of
performance is sufficient for practical applications,
such as copyright verification. We do not compare our
method with Adv-watermark and AFW here, as both
require the original image for watermark extraction,
while our approach can extract the watermark based
solely on the secret key p, which is more suitable for
real-world applications.

The watermark should remain extractable even when
the image is distorted by various attacks. Therefore, to
further demonstrate the robustness of the watermark
extraction, we conduct both qualitative and quantitative
evidence of the watermark’s resilience to common
image processing operations. As shown in Fig. 8 and
Table 9, we apply several common image distortions,
such as JPEG compression, and cropping, and evaluate
the watermark extraction performance under these
conditions. The results show that, although the
extracted watermark images exhibit some distortion

Table 7 Bit-stream embedding performance.

Bit length PSNR EAR (%) ASR (%)
512-bit 53.3 91.3 94.9
1024-bit 53.8 92.1 98.3
2048-bit 53.8 92.4 99.7
4096-bit 53.1 93.6 100.0
Identity Gaussian noise Salt pepper

JPEG

recognizable. This demonstrates that our method can
preserve copyright information even under distortions.

4.6 Bit-stream embedding evaluation

To further validate the flexibility and effectiveness of
our method, we conduct an additional experiment using
bit-stream embedding instead of binary watermark
images. Specifically, we adopt a Zigzag-based
encoding(?3 strategy to directly embed arbitrary-length
bit-streams into the mid-low frequency band of the
DCT domain, the length of this band is the same as the
length of the bit-stream. The experimental results are
presented in Table 7. Across different bit-stream
lengths (512 bits to 4096 bits), the proposed method
consistently achieves high PSNR values, indicating
excellent imperceptibility. Notably, the watermark
extraction remains robust, with EAR improving as the
bit length increases, reaching 93.6% in the 4096-bit
case. Similarly, the ASR increases with the embedding
payload, achieving 100% when embedding 4096 bits.
From a theoretical perspective, our method modifies
DCT coefficients through constrained optimization,
which is agnostic to the semantic content of the
embedded data. Whether the watermark is a 2D binary
image or a 1D bit-stream, they are mathematically
isomorphic in the frequency domain. Moreover, the
energy distribution in the selected frequency band
remains consistent across different input formats,
which ensures that the embedding process is format-
independent. These demonstrates that our method not

Crop Middle filter

Dropout

Fig. 8 Robustness of the watermark under different noises. The first row shows the protected images with different editing
operations, and the second row shows the extracted watermark images.



Yuming Liu et al.: Image Copyright Dual-Protection Based on Extractable and Imperceptible Adversarial Watermark 13

only supports 2D binary watermark images, but also

generalizes well to arbitrary bit-streams, further
extending its applicability to real-world digital
copyright protection.

4.7 Comparison with two-phase method

To achieve copyright dual-protection, the most
intuitive manner is to embed the watermark and
perturbation sequentially, which we denote as the two-
phase method. To demonstrate the superiority of our
method over the two-phase approach, we conducted
experiments in terms of the ASR, EAR, and
imperceptibility.

The results are shown in Table &8, as we can see, in
terms of EAR, the proposed EIAW method achieves an
extraction accuracy of 92.34%, outperforming the two-
phase method. This is mainly because, when the
perturbation and watermark are added sequentially,
they interfere with each other, making extraction more
difficult. And in terms of imperceptibility, because the
two-phase method requires two modifications, it leads
to greater quality degradation. In contrast, EIAW
embeds a single adversarial watermark and improves
image quality using a frequency domain constraint,
thereby achieving better performance.

4.8 Ablation study

In this section, we conduct an ablation study to prove
the effect of the frequency domain constraint on image
quality. We compare three strategies: (1) frequency
domain constrained attack (F-c), which applies
perturbations to specific frequency components using
the mask, (2) frequency domain full coverage attack
(F-f), which applies perturbations to all frequency
components, and (3) pixel domain full coverage attack
(P-f), which applies perturbations to the entire image in
the pixel domain, and using L, norms to constrain the
perturbations.

As shown in Fig. 9, the frequency domain
constrained attack (F-c) achieves the best image quality

among the three strategies. In contrast, the frequency
domain full coverage attack (F-f), which applies
perturbations to all frequencies, causes more image
quality degradation, even worse than the pixel domain
full coverage attack (P-f). It further validates the
effectiveness of our frequency domain constraint in
improving image quality.

5 Conclusion

This paper introduces a novel approach for dual-
protection of image copyright, based on an extractable
and imperceptible adversarial watermark, EIAW. It
automatically embeds and optimizes an adversarial
watermark to prevent illegal use and verify ownership
simultaneously. Additionally, we propose a frequency
domain constraint to optimize the locations for
watermark embedding. Experimental results show that
attack
effectiveness comparable to state-of-the-art methods

the proposed EIAW approach achieves
while enabling accurate watermark extraction and
maintaining high image quality. As a result, the EIAW
approach is well-suited for a wide range of real-world
applications, providing comprehensive protection for
image copyright.
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Table 8 Comparison with the two-phase method in terms of ASR, EAR and imperceptibility. Bold values indicates the best
performance among different methods. “7”” means larger is better, while “|” means smaller is better.

Imperceptibility
Method ASR (%) EAR (%)
PSNR T SSIM 1 LPIPS |
PGDBI 100.00 50.00 45.40 0.988 0.0015
PGD + Watermarking 76.42 91.57 44.41 0.985 0.0016
Watermarking + PGD 100.00 65.23 44.39 0.986 0.0017
EIAW (ours) 100.00 92.34 52.68 0.997 0.0006
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Fig. 9 Comparison of image quality over iterations for three strategies.

Table 9 Robustness of watermark EAR and ASR on

ImageNet.
Group Type EAR (%) ASR (%)
. / 92.34 100.00
Identity
JPEG 78.52 82.44
2.4 2.4
Attacks ‘ Crop. 82.43 92.46
Middle Filter 77.26 83.45
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