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Abstract. The rise of Encoder-as-a-Service (EaaS) has made pre-trained
encoders accessible for various Al tasks, but this has introduced signif-
icant security concerns, particularly with model stealing attacks. While
defenses like the B4B mechanism [6] have been proposed to protect
against such attacks, we reveal critical vulnerabilities in B4B’s strategies.
B4B employs techniques such as embedding space coverage estimation,
cost-based perturbation, and embedding transformations to thwart at-
tackers. However, we introduce the first defense-penetrating attack that
bypasses these protections. Our attack effectively circumvents all three
defense mechanisms, enabling attackers to steal high-quality encoders
with minimal degradation in performance. Extensive experiments show
that the stolen encoder performs almost as well as the original, high-
lighting the weaknesses in B4B and similar defenses. Our work exposes
significant gaps in the security of EaaS systems and calls for more robust,
active defense strategies against model stealing.

Keywords: Model Stealing - Defense-Penetrating Attack - Represen-
tation Learning.

1 Introduction

Recent advancements in artificial intelligence (AI) and deep learning (DL) have
led to the widespread adoption of representation learning techniques, which
train encoders through either supervised [25] or unsupervised [13, 28] methods.
These encoders extract rich and versatile features, enabling superior performance
across a wide range of downstream tasks. However, the cost of training power-
ful encoders is prohibitively high. As a result, high-performance encoders are
typically pre-trained by leading AI companies with substantial computational
resources and are shared for commercial use through cloud-based platforms,
a model known as Encoder-as-a-Service (EaaS). EaaS represents a significant
evolution from traditional Machine-Learning-as-a-Service (MLaaS). Instead of
providing downstream classifiers as cloud services, EaaS enables customers to

* Corresponding author



2 R. Xiao et al.

query APIs for feature embeddings generated by pre-trained encoders. These
feature embeddings (representations) are then used to train or test customer-
specific classifiers. Leading technology companies, such as OpenAl, Google, have
capitalized on this trend by offering embedding APIs for text and image data.

Despite the convenience and accessibility offered by EaaS, the deployment of
these services raises significant security concerns, particularly in the context of
model stealing attacks (MSAs) [26,19]. MSAs aim to replicate the parameters
or functionality of a victim model by leveraging its outputs through continuous
queries. Successful MSAs not only pose a threat to the intellectual property
of the victim model but can also serve as a stepping stone for further attacks,
such as adversarial attacks [12], backdoor attacks [16], and membership inference
attacks [24]. Previous studies on stealing attacks targeting encoders, i.e. encoder-
stealing attacks [7,17,23] have highlighted that encoders are more vulnerable
than classifiers [21, 11, 27]. This increased vulnerability stems from the fact that
encoders produce high-dimensional embeddings, which inherently expose more
internal details of the model.

In response to these threats, defenses against encoder-stealing attacks have
been developed. However, most of these approaches are reactive in nature. These
reactive defenses do not actively prevent encoder theft but focus on post-theft
detection using techniques such as watermarking [5, 18] or performing dataset
inference [8] to identify stolen copies. By the time theft is detected, the damage
has already been done.

In practice, active defense mechanisms that thwart stealing attempts are
more desirable. Early active defenses [7,17] used simple perturbation strategies
to reduce the effectiveness of model stealing attacks, but they also significantly
degraded the encoder’s performance, making them unsuitable for real-world de-
ployment. Recently, the B4B mechanism was proposed by [6]. This state-of-the-
art (SOTA) defense presents a big step forward, disrupting the attacker’s ability
to extract sensitive representations while maintaining the encoder’s utility for
legitimate users.

That said, our thorough investigation reveals that the B4B mechanism is
not as robust as claimed. It is vulnerable to exploitation and circumvention by
adversaries. Its vulnerability has remained largely unexposed because existing
attacks focus primarily on scenarios without defenses in place. In this paper, we
introduce the first defense-penetrating attack that undermines the key strategies
employed by B4B. The B4B mechanism is built on three core principles: (1) It
adds Gaussian noise to the output embeddings, with the goal of misleading the
adversary’s model training and degrading the performance of stolen models. (2)
To maximize utility for legitimate users, it continuously monitors queries and
establishes a cost function to penalize malicious users. (3) To prevent evasion
through Sybil attacks, it applies transformations to embeddings, ensuring that
each user’s embedding differs significantly from others. However, we demonstrate
that all three of these defense strategies can be easily circumvented or nullified.

In summary, our work makes the following contributions:
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— We identified critical vulnerabilities in existing active defenses against encoder-
stealing attacks, demonstrating that these defenses are not as secure as
claimed. This highlights a significant security risk for FaaS systems that
rely on these defenses.

— We introduced the first defense-penetrating attack for encoder stealing. While
our focus is on the B4B defense mechanism, the attack is broadly applicable
to other defense strategies.

— We conducted extensive experiments to evaluate the effectiveness of our at-
tack. The results show that the stolen encoder performs almost as well on
downstream tasks as one taken without any defense mechanisms in place.

2 Related Work

Encoder-Stealing Attacks Model stealing attacks [26, 15] aim to replicate the
parameters or functionality of a victim model f,(xz;8). To achieve this, an adver-
sary queries the victim model with a set of inputs and collects the corresponding
outputs. These query-response pairs are then used as training data to construct
a stolen model fs(x;60). Literatures [17,7] show that model stealing targeting
encoders is also feasible and effective. Attackers aim to replicate the victim en-
coder by training a local copy that produces representations similar to those
of the victim model. Two primary training strategies are employed for encoder
stealing: (1) direct alignment of representations via Mean Squared Error (MSE)
loss between the victim and the stolen encoder; and (2) self-supervised training
with a contrastive loss, such as InfoNCE [20] or SoftNN [10], using the victim
encoder’s outputs as pseudo-labels. Recent works, such as StolenEncoder [17],
have further optimized the attack process by exploiting the observation that vic-
tim encoders generate similar outputs for augmented views of the same image.
This allows attackers to minimize queries to the victim encoder by augmenting
a single input locally and training the stolen encoder on these augmentations.
Cont-Steal [23] utilizes contrastive learning techniques to enhance stealing per-
formance by aligning the stolen embedding of an image with its target embedding
and distancing embeddings of different images, achieving superior accuracy of
downstream tasks compared to conventional attack methods against encoders.
Encoder-Stealing Defenses Most of the existing defenses are reactive. They
employ techniques such as watermarking [5, 18], and attempt to embed unique
patterns into the victim encoder. Subsequently, watermark verification can de-
termine if a suspect encoder contains a specific watermark embedded by the vic-
tim. Similarly, dataset inference [9] leverages the unique data distribution of the
victim’s training set to distinguish stolen encoders from independently trained
ones. These reactive methods, however, are limited to post-hoc detection rather
than proactively preventing attacks.

Early active defenses, such as those proposed by [7,17], attempt to perturb
or truncate the outputs of the victim encoder to disrupt the attacker’s train-
ing process. These methods introduce noise into the stolen embeddings, making
them less effective for training the stolen model. However, such approaches often
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degrade the quality of the representations provided to legitimate users, render-
ing them impractical for real-world applications. In contrast to these simple de-
fenses, the B4B defense [6] introduces bucket occupancy tracking and noise injec-
tion mechanisms, designed to minimally impact legitimate users while thwarting
attackers. Despite these improvements, our work shows that current defenses,
including B4B, remain vulnerable to more sophisticated attack strategies.

3 Overview of the B4B Defense

Model stealing attacks aim to replicate the functionality of a victim model f,
trained on a dataset D,,. In this scenario, the attacker has black-box access to the
victim model and constructs a stealing dataset Dy = {¢;, f,(¢;)}}_;, consisting of
queries ¢; and their corresponding outputs f,(g;) returned by the victim model.
This dataset is then used to train a stolen model f;. Model stealing attacks
have been demonstrated against various types of models, including classifiers
and encoders. Specifically, when the victim model is an encoder, such attacks
are referred to as encoder-stealing attacks.

B4B is an active defense framework designed to counter encoder-stealing at-
tacks, offering protection to encoders while minimizing disruption for legitimate
users. It is based on the observation that malicious queries from adversaries tend
to be more diverse than those from benign users. As a result, embeddings for
malicious queries span a much larger part of the embedding space compared to
those used by legitimate users focused on specific downstream tasks. Building on
this insight, B4B is composed of three primary components: Coverage Estima-
tion, Cost-based Perturbation, and Per-User Representation Transformations.
FEach component plays a vital role in detecting and penalizing adversaries, all
while preserving the experience of legitimate users.

Coverage Estimation. B4B utilizes Locality Sensitive Hashing (LSH) based on
random projection [2,22] to approximate the portion of the embedding space
covered by each user. A locality sensitive hash function H maps inputs into 2"
buckets, ensuring that similar items are assigned to the same bucket with high
probability. For a given embedding space £, and each query g; submitted by a
user U, B4B hashes the embedding r; = f,(¢;) using H and counts the number
of non-empty buckets. This count represents the embedding space coverage for
the user, denoted as g’}] As the number of queries grows, g’}] increases, and B4B
posits that the coverage for benign users grows more slowly compared to that of
malicious users.

Cost-based Perturbation. B4B adds Gaussian noise into the returned embedding
to the user:

# =174+ N(0,0%),

where 7 represents the noise-injected embedding. To effectively prevent encoder
theft while minimizing the impact on legitimate users, the noise magnitude is
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dynamically adjusted using a cost function:
N )

In B4B, the standard deviation of the Gaussian noise, o, is set to Cx.a g (g’(c])

As a result, users with higher embedding space coverage é:}J are penalized with
noisier embeddings, increasing the deterrence for malicious users.

Per-User Transformations against Sybil Attacks. Since the noise introduced in-
creases with embedding space coverage, adversaries can bypass this by using
Sybil attacks, where they create multiple fake accounts (i.e. Sybils), each sub-
mitting only a small number of queries. As a result, the coverage remains low,
and so does the noise. To counter this, the B4B defense assigns a distinct trans-
formation Ty to each user. The output embeddings are passed through these
transformations before being returned to the user. The goal of the transforma-
tion is to preserve legitimate utility while preventing the pooling of embeddings
across different users. Concrete instantiations of transformations for B4B include
Affine, Padding, Shuffle, and Binary. These transformations can be flexibly com-
bined, further broadening the possible transformations applied to each user.

4 The Defense-Penetrating Attack

In this section, we present our Defense-Penetrating Attack. The attack comprises
three key strategies: Al: embedding space coverage reduction; A2: noise reduc-
tion; and A3: embedding unification. Fig. 1 shows an overview of our Defense-
Penetrating Attack. The design details of each strategy are outlined below.

4.1 Al: Embedding Space Coverage Reduction

B4B estimates the coverage of the user embedding space g’fc] by counting the
proportion of occupied hash buckets through LSH, and adding a greater penalty
to user embeddings as bucket occupancy increases. From an adversary’s per-
spective, the objective is to find queries whose embeddings are more likely to be
clustered into fewer buckets, thereby reducing the added penalty.

There might be many adversarial strategies that can achieve embedding space
coverage reduction. Here we focus on a simple strategy, downscaling, which
proved effective in our tests. In particular, we first resize a query image to a
lower resolution, then convert the lower resolution image back to the original
size. The rationale behind this is that downscaling constrains the input space,
which in turn limits the output to a smaller sub-space of £. Ultimately, this
increases the probability that two embeddings fall into the same bucket.

The effectiveness of downscaling is illustrated in Fig. 2. Here the original
query images are from ImageNet (224 x 224). We can see that downscaling can
effectively decrease bucket occupancy. Moreover, a smaller resolution results in
a slower increase in bucket occupancy. In Fig. 3, we show a t-SNE plot for the
embedding space. We can see that with a smaller downscaling parameter (4 x 4),



6 R. Xiao et al.

Table 1. Downstream Task Accuracy of Stolen Encoder for Different Down-
scaling Parameters at 50k Query Cost in SimSiam.

4 x4 8x 816 x 1632 x 3248 x 48 96 x 96

CIFAR10 48.530 57.730 67.190 67.980 59.120 31.270
STL10  42.338 48.613 53.588 57.400 58.025 28.375

the occupancy is smaller than that of a larger parameter (32 x 32), which is in
turn smaller than that with no downscaling.

When the downscaling parameters are set too small, the added noise is re-
duced; however, the representations become overly concentrated in the embed-
ding space, significantly restricting the portion of the space that the stolen en-
coder can effectively capture. Conversely, when the parameters are set too large,
the added noise severely impacts the stolen encoder’s ability to fit the correct
representations. Both scenarios result in poor performance on downstream tasks,
as demonstrated in Table 1. Consequently, for subsequent encoder-stealing ex-
periments in Section 5.2, we selected image downscaling parameters of 32 x 32
and 48 x 48 to compare with the conventional attack.

4.2 A2: Noise Reduction

B4B adds Gaussian noise from N(0,0?) to output embeddings. Since the mean
of the noise is 0, a well-known method to reduce the noise is for each query

gi, repeatedly query it n times to get 7},--- , 7', and obtain 7; = L 37 | 7 =
A2: Noise
Reduction
AL Coverage/ g v B4B
f,..Reduction . | coverage | 7 [ costbased
H estimation perturbation
€;
~ q; victim |1
encoder P
Adversary i =Tité€
AR SO per-user
A3: Embedding’, transformation
Unification ™. _
- Ty(F)
1 ~~‘~.. q
i : Quer 7; : Embeddin,
| stolen | q; : Query : &

77y Yencoder! € Gaussian Noise Ty (#;) : Transformation
(@ Ty(0) | -2 &/ :Embedding Space Coverage

J-=="
—> B4B Defense  -=:=> Our Attack —> Stolen Training

Fig. 1. Overview of Defense-Penetrating Attack against B4B.
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Fig. 2. Bucket Occupancy for Different Downscaling Parameters. The x-axis
represents the batch being queried, and the y-axis represents the bucket occupancy.

i + E.n0.02)(€). However, this will reduce the number of effective queries to
1/n of the budget. The encoder obtained by the adversary may not perform well
due to fewer queries.

Our strategy to counter the problem is based on two insights: (1) the level
of noise increases monotonically; (2) up to a scale, small noise does not have a
negative impact on training. The details are as the following:

1. At the very beginning of the attack, the adversary queries a sentinel sample
qo, and obtains the embedding 7. Note that rg is without any noise because
g’}] is lazily updated after answering a batch (default: 256) of queries. The
adversary then queries distinct samples, records the returned embeddings,
and keeps track of the number of queries.

2. At the beginning of the b-th batch, the adversary queries the sentinel sample
qo again, and obtains the corresponding 7§. It then compute ¢, = 7§ — 7
and the current standard deviation o, = ||€||2. if o is less than a pre-chosen
threshold o, the adversary keeps querying distinct samples in this batch;
otherwise, the adversary repeatedly queries each sample n times and records
the average of the n embeddings returned. In later batches, the adversary
does not need to query gp again since the level of noise will not decrease.

3. The adversary repeats step 2 until the budget is exhausted, then trains an
encoder using the (query, answer) pair accumulated during the query process.

To determine the threshold o,, we notice that the noise ¢ € R™ is a random
vector where each component ¢; follows a normal distribution, specifically ¢; ~
N(0,0?). Consequently, ;—z ~ x%(1) and > 1", ;—22 ~ x%(m). Our goal is to find
o, such that the L2 norm of the noise vector, | ¢||, is less than a constant a with
a large probability 1 — P, i.e.

e a?
P(le] <a)=P Z;g<§ >1-P,.

i=1

Therefore o, can be calculated by using the x? inverse cumulative distribu-

tion function 0, = ———2——— . We notice that o, is related to . Intuitively,

4/ chi2inv(1—P,,m)
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Fig. 3. t-SNE Plot for Three Downscaling Parameters.

the value of o determines the level of noise, and its impact on downstream tasks
depends on the L2 norm of the embeddings. Hence, we define o relatively as
a =R X ||ro|| where rg is the embedding of the sentinel sample. Then o, can be
determined by hyperparameters P, and R.

Generalize to other active defenses. The noise reduction strategy can be
generalized to other active defense mechanisms. For example, Feature Poisoning
[17] and random perturbation [7] inject random noise from certain distributions
into the output embeddings. Both of them can be penetrated in a similar way,
i.e., by estimating the norm of noise and reducing the noise by repeated queries.

4.3 A3: Embedding Unification

To defend against potential Sybil attacks, B4B applies distinct transformations
Ty to the embeddings of different users. However, we found that these trans-
formed embeddings can be easily unified, thereby undermining the defense mech-
anism. More specifically, the adversary can first choose a Sybil Uy, then for other
sybils U; the adversary finds a transformation F; such that F;(T;(r)) =~ To(r).
Then the embeddings obtained by each Sybil can still be pooled together for
training the stolen encoder. In the main text, we focus on illustrative examples
of Affine and Binary operations, while systematically presenting padding and
shuffle methodologies in Appendix A.2.

Affine. The Affine transformation is defined as T;(r) = a; ©® r 4+ b;, where ® is
the Hadamard product. B4B chooses random (a;, b;) for each U;. In this case,
F;(y) = m; ®y + ¢; can be obtained as the following:
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1. When Uy is created, it queries 21, xo and obtains y§ = Ty(r1) = ag @ r1 + bo
and y2 = Ty(r2) = ag ® 2 + by, where r; = f,,(2;).

2. When U, is created, it sends the same x1, 72 and obtains y} = a; ® rq + b;
and y? = a; ©® ro + b;.

3. The adversary computes and records m; =
bo —m; ©b;

1 2
Yo—Yo = 20 = 1— : 1:
oy T an T Yo T miOY;

It is easy to see that F;(Ti(r)) = m; © (a; ©r+b;)+¢; = ag @1 +m; ©b; + by —
m7;®b,- :To(’l”).

Binary. The Binary transformation maps the original representation r into a
binary vector based on a random partition of the embedding space Specifically,
B4B chooses n random pair{(a Z,b{) | for user U;, where each a] is a vector of

the same dimension as the embeddlng r, and bj is a scalar value. It also defines
a binarization function B(r,al, b)) = Sign(al - r 4 b}) where Sign returns 1 for

1771
positive value and 0 for non-positive value. The returned binarized embedding
of ris T;(r) = B(r,al,b})|| - -||B(r,a?, b?). Note that this binarization process
is lossy and has a greater impact on legitimate users’ performance than other
transformations. It is more difficult to invert because it is non-linear. That said,
we developed an effective probabilistic algorithm for unifying binarized embed-
dings for different uses. Experimental results show that this algorithm achieves

a 99.88% success rate. The details of the algorithm are as follows:

1. When U is created, it queries ¢ samples 1, - ,z; and obtains YS, 5 Yb,s
where y} = To(f,(z;)) are binarized embedding.
2. When U; is created, it queries the same ¢ samples and obtains y},--- ,y!.
3. Build a lookup table L from U;’s binarized embedding to Up’s: for each index
j, record L[j] = (20, z1), such that
t
5 = argmax Y 15 = b A wli] = B),b € {0,1,
pefo,1}
Here (20, 21) stores the most likely value of y¥[j] when y¥[j]’s value is 0 or
1.
4. Then F;(y) is defined as: for each j, if y[j] = 0, set y[j] = L[;][0]; else set

ylj] = L[5][1].

Generalize to other transformations. In general, our strategy can be sum-
marized as querying the same (or related) samples by different users, and then
finding the correlations. For any linear transformation, a perfect unification
transformation F; such that F;(T;(r)) = To(r) can always be found by solv-
ing a set of linear equations after a sufficient number of queries. For non-linear
transformations, we notice that the non-linearity should not impact legitimate
users too much and the transformations are often deterministic. Therefore, al-
though the details may vary, a good approximation can often be found so that
F;(T;(r)) = Tp(r) with a high probability.
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4.4 Putting Them Together

While we introduce the strategies individually, they can be used in conjunction
to achieve the best result. For example, Al can reduce the rate of noise growth,
however, the embedding space coverage still increases and eventually renders the
query results unusable after a certain number of queries. Therefore, A1l can be
used with A2 so that the noise reduction process can be applied to later queries.
For A3, ideally, the adversary can create an unlimited number of Sybils so that
the query results are also noise-free. However, in practice, this might not be
possible due to real-world constraints. If the number of Sybils is limited, then
the adversary can use Al and/or A2 to reduce the noise when necessary.

5 Empirical Evaluation

5.1 Experimental Setup

Following the experimental setup for B4B, we utilize two widely-used encoder
frameworks, SimSiam [4] and DINO [1], as the victim encoder. Pre-trained mod-
els for both frameworks are directly downloaded from their official repositories.
The SimSiam encoder produces output representations with a dimensionality of
2048, while the DINO encoder generates 1536-dimensional representations. Hy-
perparameters for the B4B defense were set according to the calibrated values
provided in the original paper.

For the stealing attack, the attacker has black-box access to the victim en-
coder. The stolen encoder adopts a ResNet-50 [14] as the backbone, with its
fully connected layer modified to accommodate different embedding dimensions.
We use ImageNet-100k as the query dataset and employ the InfoNCE [3] loss
function to train the stolen encoder. To evaluate the performance of the stolen
encoder, we utilize multiple downstream classification tasks, including Fash-
ionMNIST, CIFAR10, SVHN, STL10, and IMGNET-C10 (sample 10 random
classes on ImageNet). Compared to the B4B setup, we add IMGNET-C10 as
an additional evaluation dataset to assess the accuracy of the stolen encoder in
high-resolution downstream tasks. Detailed experimental settings and hyperpa-
rameters are provided in Appendix B.

5.2 Evaluation of Our Attack Strategies

In this section, we report the experiment results using SimSiam as the victim
encoder; DINO results are in Appendix D.

Embedding Space Coverage Reduction We conducted an end-to-end anal-
ysis using two downscaling parameters, 32 and 48, at query budgets of 50k and
100k. The effectiveness of stealing is measured by the accuracy of downstream
classifiers, whose inputs are pre-processed with the stolen encoder. The results
are summarized in Table 2. We can see that downscaling effectively circumvents
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Table 2. Downstream Task Accuracy of Stolen Encoder Using Al in Sim-
Siam. QUERIES stands for the number of queries used for stealing. DEFENSE indi-
cates whether the victim encoder has deployed B4B. DOWNSCALING column shows
the downscaling parameters.

DOWN- IMGNET-
QUERIES DEFENSE F-MNIST CIFAR10 SVHN STL10
SCALING C10

NONE w/o 81.910 62.580 46.370 62.738 71.000

NONE 32 x32 82950 69.180 48.248 58.050 52.000

50K B4B w/o 49.920 48.140 35.126 34.025 56.600
B4B 32 x 32 82.400 67.980 47.565 57.400 48.600

B4B 48 x 48 78.540 59.120 35.867 58.025 47.800

NONE w/o 83.510 66.580 52.443 68.750 76.000

NONE 32x32 85.710 76.530 57.518 63.800 56.200

100K B4B w/o 36.540 15.420 19.587 15.900 16.600
B4B 32 x 32 84.780 74.190 55.336 62.575 55.200

B4B 48 x48 64.370 41.610 26.318 42.700 43.000

the B4B defense mechanism and facilitates the theft of encoders. In all cases,
the accuracy of downstream tasks increases when downscaling is used.

We can observe that when B4B is in place, the effectiveness of attack without
downscaling declines when query budgets increase, due to excessive noise added
to later query results. In contrast, with downscaling, the added noise is relatively
low, allowing the performance of the stolen encoder to improve as the query count
increases.

In addition, we observe that for low-resolution images (FashionMNIST, CI-
FAR10, SVHN), stealing with ImageNet data downscaled to 32 x 32 in the pres-
ence of B4B even outperforms the results of stealing with the original ImageNet
data when there is no defense. We attribute this to downscaling makes the queries
more concentrated so that the output representations are closer to those of the
low-resolution images in the embedding space (as visualized in Figure 3), en-
abling more information to be extracted. However, this advantage comes at the
cost of reduced effectiveness in high-resolution embedding spaces, as reflected by
the lower classification accuracy on the IMGNET-C10 downstream task. This re-
veals a possible attack optimization strategy that is overlooked in the literature,
i.e., adaptively choosing query data according to the downstream task.

Noise Reduction Noise reduction involves three hyperparameters: R, P, and
the repetition n. The values of R and P, determine the noise standard deviation
threshold o, and n specifies the number of repeated queries used to reduce noise
once the mechanism is activated. In our experiments, we fix P, = 0.05, n = 8,
and vary the hyperparameter R to assess its impact on attack performance.
The downstream task accuracies are summarized in Table 3. In the table, we
also show N;q4, which denotes the number of queries that occur before the noise
reduction mechanism is activated. The final number of effective queried samples
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Table 3. Downstream Task Accuracy of Stolen Encoder Using A2 in Sim-
Siam. The ATTACK column lists the adversarial attack methods, where CONV de-
notes the conventional attack 7], and A2 means noise reduction is used. Nyq is the
number of queried samples when triggering the noise reduction mechanism. We fix the
hyperparameter P, = 0.05, n = 8 while varying R.

QUERIES‘ATTACK DEFENSE R N, F-MNIST CIFAR10 SVHN STL10 IMGNET-C10

CONV ~ NONE N/A N/A 81910  62.580 46.370 62.738 71.000

CONV B4B  N/A N/A  49.920  48.140 35.126 34.025 56.600

0.1 9216 78.540  53.130 37.458 52.813 62.000

50K 0.3 13120 77.720  56.040 38.829 55.175 65.800
A2 B4B 0.5 15680 78.080  56.790 38.810 56.375  66.000

0.7 17408 78.360  56.570 41.272 54.025 65.400

1.0 28352 77.950  56.040 40.174 54.613 63.200

CONV ~ NONE N/A N/A 83510  66.580 52.443 68.750 76.000

CONV B4B  N/A N/A 36540 15420 19.587 15.900 16.600

0.1 9216 79.460  56.700 38.795 55.575  68.000

100K 0.3 13120 79.780  56.880 41.395 53.688 63.600
A2 B4B 0.5 15680 79.900  56.760 40.220 56.900  64.200

0.7 17408 79.680  58.500 44.426 56.513 65.000

1.0 28352 77770 54300  30.486 52.888 66.800

N, can be calculated using the following formula:

N :T%M+Mda

where T represents the total query budget, from the results, we observe a signif-
icant improvement in the accuracy of the downstream task accuracy. This shows
that our attack greatly reduces the effectiveness of the B4B defense. Moreover,
compared to downscaling, noise reduction does not hinder the effective learning
of the stolen encoder within the high-resolution embedding space. This results
in improved classification accuracy in the downstream task of IMGNET-C10.

Embedding Unification We simulate Sybil attacks with embedding unifica-
tion and measure the performance of the stolen encoder under varying numbers
of attacker users. For Affine, Padding, and Shuffle transformations, the embed-
dings can be perfectly unified, and the downstream task accuracies are reported
in Table 4. We observed a significant increase in downstream task classification
accuracy as the number of users increased from 1 to 8. However, as the user

Table 4. Downstream Task Accuracy of Stolen Encoder Utilizing Sybil At-
tack in SimSiam. The query budget is set to 100k and is evenly split across all
users.

USER
DATASET 1 2 4 8 16 32 64

F-MNIST 36.540 61.560 81.220 83.090 83.800 83.570 84.060
CIFAR10 15.420 45.130 61.810 62.370 64.340 66.450 65.240
SVHN 19.587 30.501 47.960 43.289 50.884 49.927 47.760
STL10 15.900 40.038 56.250 65.025 67.338 68.600 67.650

IMGNET-C10 16.600 56.800 67.600 74.000 77.400 77.200 77.400
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count continued to rise, the accuracy began to plateau. This plateauing can
be explained by the exponential cost function of the B4B defense. When the
number of users increased from 1 to 8, the total query budget was distributed
among them, leading to a reduced query volume and, consequently, lower bucket
occupancy. This reduction resulted in less noise applied to each user’s output
representations. As the user count increased further, the penalty imposed by
the cost function became negligible, essentially rendering its impact on the rep-
resentations insignificant, which resulted in relatively stable downstream task
accuracy. For the Binary case, we assess the effectiveness of Sybil attacks with
embedding unification by calculating the average L1 distance between stolen and
victim encoder embeddings (results in Appendix C).

6 Conclusions

In this work, we have highlighted critical vulnerabilities in existing defense mech-
anisms against model stealing attacks in the context of Encoder-as-a-Service sys-
tems. Specifically, we demonstrated that the B4B defense, while a promising ap-
proach, is not as robust as previously claimed. Our proposed defense-penetrating
attack successfully bypasses B4B’s key strategies, including perturbation, query
monitoring, and embedding transformations, allowing attackers to extract high-
quality representations with minimal performance loss. Through extensive ex-
perimentation, we have shown that the stolen encoder performs nearly as well
as the original model, underlining the significant weaknesses in current defense
strategies. These findings highlight the necessity for enhanced security measures
in the rapidly evolving landscape of Al services. They also suggest that a re-
assessment of current defense frameworks may be beneficial in addressing the
increasing sophistication of emerging threats.
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A The Defense-Penetrating Attack

A.1 Spherical Variance after Downscaling

The relationship between downscaling and clustering of embeddings can also be
observed in Table 5. Here we normalize embeddings into unit vectors, and then
calculate the corresponding spherical variance, which serves as an indicator of
the degree of clustering of points on a hypersphere. We can see that a smaller
downscaling parameter yields a lower spherical variance, indicating greater point
clustering.

Table 5. Spherical Variance for Different Downscaling Parameters.

Downscaling 4x4 16 x 16 32 x 32 96 x 96 224 x 224
Spherical Variance 0.04602 0.12658 0.18371 0.30190 0.34512

A.2 Embedding Unification of Residual Transformations

Padding. The Padding transformation in B4B is defined as choosing a random
fixed-length vector p; for each user U;, then T;(r) = r||p;, where || means con-
catenation. Unifying this transformation is relatively straightforward:

1. When Uj; is created, it queries 1,72 and obtains y! = T;(r1) = r1||p; and
y? = Ti(r2) = 72||pi- The adversary finds and records p; that is the longest
common vector at the end of y! and y?.

2. F;(y) is defined as removing p; from y then appending pg to the result (or
simiply every user including Uy removes p;).

Shuffle. The Shuffle transformation in B4B is defined as choosing a random
permutation 7; for each user U;, then T;(r) = ;(r). Unifying this transformation
is also easy:

1. When Uj is created, it queries x and obtains yo = mo(r), where r = f, ().
2. When U; is created, it queries the same x and obtains y; = m;(r).
3. The permutation 7y o m; ! can be constructed as an index mapping table L,

by iterating through each index j and find k such that y;[j] = yo[k], then
record L[j] = k.

4. F;(y) is defined as: outputting a new vector such that the y[j] is moved to
the k-th position in the new vector, where k = L[j].
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B Details on Experimental Setup

B.1 Hyperparameter Settings for B4B Defense Mechanism

The hyperparameters for the B4B defense mechanism include the number of
buckets in the LSH and the coefficients A, a, and 3 in the cost function. We
follow the calibrated hyperparameter values provided in the original B4B pa-
per. Specifically, the number of buckets is set to 2'2, consistent with the B4B
configuration. For experiments with the SimSiam architecture, the cost function
hyperparameters are set as A = 107%, @ = 1, and 3 = 0.6. For experiments
with the DINO architecture, the hyperparameters are adjusted to A = 1075,
a = 1000, and 8 = 0.6. The « value is increased by a factor of 1000 for DINO
due to its representation norms being approximately 103 times larger than those
of SimSiam.

B.2 Training Details of the Stolen Encoder

The architecture of the stolen model is also kept consistent with that used in the
B4B defense. Specifically, we use ResNet-50 as the backbone and modify its fully
connected layer to accommodate different representation output dimensions. The
stealing dataset is a subset of ImageNet-1k, containing 100 examples per class.
The stolen model is trained using the InfoNCE loss function for 150 epochs, with
a batch size of 256. The learning rate is initialized to 0.1 and decays linearly to
0 over the course of training.

B.3 Training Details of the Downstream Classifier

We evaluate the performance of the stolen encoder on five downstream datasets:
FashionMNIST, CIFAR10, SVHN, STL10, and IMGNET-C10. These datasets
include both simple and complex tasks, providing a comprehensive assessment of
the stolen encoder’s capabilities. Table 6 summarizes the details of these down-
stream datasets. For the classification training of downstream tasks, the ResNet-
50 backbone is frozen, and only the parameters of the added linear classifier are
optimized. Each task is trained for 100 epochs, with a batch size of 256. The
learning rate is initialized to 0.1 and decays linearly to 0 throughout the training
process.

C Evaluation of Binary’s Unification

The results, presented in Table 7, demonstrate that as the number of users
increases, the L1 distance decreases. This signifies that the stolen encoder be-
comes increasingly similar to the victim encoder. These findings suggest that
(1) embeddings from multiple users can be effectively unified by our algorithm
and utilized collectively to train the stolen encoder, and (2) the Sybil attack
successfully mitigates the noise introduced by B4B in the embedding process.
Consequently, our attack proves to be effective.
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Table 6. Dataset Specifications. IMGNET-C10 is a custom subset of ImageNet con-
taining 10 randomly sampled classes. Each class contains 1000 training samples and 300
testing samples. The ImageNet dataset is a complex dataset with variable resolution,
so we resized the resolution to 224 in our downstream classification experiment.

DATASET CLASS RESOLUTION TRAIN TEST

F-MNIST 10 1 x 28 x 28 60,000 10,000
CIFAR10 10 3 x 32 x 32 50,000 10,000
SVHN 10 3 x 32 x 32 73,257 26,032
STL10 10 3 x 96 x 96 5,000 8,000

IMGNET-C10 10 3 X 224x224 10,000 3,000

Table 7. The Average L1 Distance Between the Binary Embeddings Gener-
ated by the Stolen Encoder and the Victim Encoder under Sybil Attack in
SimSiam. The query cost is set to 100k and is evenly split across all users.

USER
m 1 2 4 8 16 32 64
F-MNIST 1620.40 831.71 203.55 5.93 4.96 4.26 4.27
CIFARI10 1440.97 375.85 73.98 4.04 4.47 3.66 3.16
SVHN 1350.33 221.24 114.85 6.93 5.92 5.49 4.70
STL10 1482.12 750.10 44.63 4.61 4.72 4.55 4.17
IMGNET-C10 395.21 342.58 46.63 35.74 40.61 33.88 23.15

D Results for DINO

Table 8. Downstream Task Accuracy of Stolen Encoder Using Al in DINO.
QUERIES stands for the number of queries used for stealing. DEFENSE indicates
whether the victim encoder has deployed B4B. DOWNSCALING column shows the
downscaling parameters.

DOWN- IMGNET-
QUERIES DEFENSE F-MNIST CIFAR10 SVHN STLI10
SCALING C10

NONE w/o 89.490 76.040 67.014 78.863 83.000

NONE 32 x32 89.700 74.670 67.701 67.763 55.600

50K B4B w/o 86.050 62.270 43.047 62.975 38.000
B4B 32 x 32 89.450 75.140 67.939 68.438 58.800

B4B 48 x 48 87.240 65.680 60.391 64.812 55.400

NONE w/o 90.580 79.110 72.388 83.175 87.200

NONE 32 x32 90.590 80.540 72.568 71.800 63.400

100K B4B w/o 86.610 61.680 39.478 63.138 27.000
B4B 32 x 32 90.650 80.120 71.458 72.800 62.000

B4B 48 x 48 85.680 61.340 50.196 59.313 47.000
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Table 9. Downstream Task Accuracy of Stolen Encoder Using A2 in DINO.
The ATTACK column lists the adversarial attack methods, where CONV denotes the
conventional attack, and A2 means noise reduction is used. N4 is the number of queried
samples when triggering the noise reduction mechanism. We fix the hyperparameter
P- = 0.05, n = 8 while varying R.

QUERIES‘ATTACK DEFENSE R N;s F-MNIST CIFAR10 SVHN STL10 IMGNET-C10

CONV ~ NONE N/A N/A 89490  76.040 67.014 78.863 83.000

CONV B4B  N/A N/A  86.050 62270 43.047 62.975 38.000

Sk 0.1 7260 88.630  65.830 57.621 66.138 67.800
0.3 8283  83.320 66360 57.925 68.375  65.000

A2 B4B 0.5 9537 88.630  67.320 59.027 67.863 65.000

0.7 10164 88580  67.490 58.920 68.050  71.800

1.0 11253 88.770  65.720 59.223 67.413 65.800

CONV ~ NONE N/A N/A  90.580  79.110 72.388 83.175 87.200

CONV B4B  N/A N/A 87200  61.680 39.478 63.138 27.000

0.1 7260 83.830  67.040 54648 68.325  66.000

100K 0.3 8288 89.710  69.000 57.011 68.275 66.000
A2 B4B 0.5 9537 88150  66.970 55.780 67.438  66.400

0.7 10164 88.880  67.100 57.545 67.863 55.800

1.0 11253 88.200  67.560 56.684 67.775 61.600

Table 10. Downstream Task Accuracy of Stolen Encoder Utilizing Sybil
Attack in DINO. The query budget is set to 100k and is evenly split across all users.

USER
DATASET 1 2 4 8 16 32 64

F-MNIST 88.610 86.980 88.470 90.560 90.210 90.810 90.460
CIFAR10 61.680 66.970 73.140 77.860 78.520 78.840 78.970
SVHN 39.478 50.038 57.084 69.645 69.645 72.772 72.837
STL10 63.138 67.888 75.312 81.738 82.575 82.963 82.650

IMGNET-C10 27.000 58.800 77.400 84.800 84.800 87.000 87.800




