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Abstract

Protecting location privacy is essential in many real-world applica-
tions and has been widely investigated. However, existing solutions
face a fundamental trade-off. Heuristic techniques like location
anonymization, dummy generation, obfuscation, or generalization
lack rigorous privacy guarantees and remain vulnerable to attacks.
In contrast, formal approaches like local differential privacy and
geo-indistinguishability introduce service failures (i.e. the distance
between the reported and true location exceeds a threshold r). The
probability of such failures can be significant (e.g., > 20%) under
practical privacy budgets. This tension leads to a central question:

Can we formally protect location privacy without incurring failures?

We answer this question affirmatively through Propa, a novel
framework that protects user location privacy via three key mecha-
nisms: (i) bounded-range location obfuscation, (ii) dummy injection,
and (iii) report anonymization. Our framework achieves differential
privacy while keeping the obfuscation ranges small enough to en-
sure zero failure probability. It also incurs minimal overhead (e.g.,
fewer than 0.5 dummies per user in typical scenarios) and maintains
high utility. To accommodate heterogeneous user requirements, we
further propose a personalized privacy-failure trade-off framework
based on user-specific failure radii. Experimental results demon-
strate that our approach consistently outperforms existing methods.
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1 Introduction

Location-based services (LBS) are pervasive across numerous ap-
plication domains, including navigation systems, location-aware
advertising, social networks, and virtual/augmented reality. These
services fundamentally rely on user location data to deliver context-
aware functionality. Reporting precise user locations, however, in-
troduces significant privacy risks, such as movement pattern recon-
struction, identity inference attacks, and point-of-interest exposure
(e.g., medical facilities or personal residences).

Existing works. Classical location-privacy techniques include
anonymization [26, 29], dummy queries[40, 57], spatial obfusca-
tion [4, 5], and generalization [27, 46]. Specifically, anonymization
obscures user identity; dummy queries inject fake locations; ob-
fuscation replaces exact coordinates with imprecise locations; and
generalization reduces location granularity. These approaches are
widely deployed in real-world systems (e.g., Google [32], Apple [31],
and Huawei [33]). For example, Apple Maps [31] converts locations
to less precise ones at the start of GPS navigation, while routing and
traffic data are processed in an anonymized and aggregated form.
Similarly, Android OS allows users to control location accuracy, and
Google uses anonymized locations for Ads service [32]. However,
these methods remain vulnerable to attacks. For instance, studies
on Apple [9, 43] and Samsung [60] infrastructures reveal risks of
covert tracking, cross-device correlation, and trajectory inference
despite anonymization. Likewise, privacy zones in Strava [17] can
be de-anonymized via multi-activity endpoint inference.
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To formally guaranty location privacy, differential privacy (DP)
and its variants have emerged as a standard, offering resilience
against strong adversaries with background knowledge. Aligned
with the decentralized architecture of LBS, the local model of DP
(LDP [39]) is frequently adopted with each user sanitizes their own
location data, e.g., via randomized response mechanisms [10, 41, 50].
To optimize privacy-utility tradeoffs, geo-indistinguishability (GI,
[2]) relaxes LDP indistinguishability constraints for geographically
distant locations. This relaxation enables higher distinguishability
for distant locations while maintaining strong protection for proxi-
mate ones. Geo-indistinguishability is typically achieved by adding
planar Laplace noise to location coordinates [2].

The service failure issue. Despite their formal privacy guar-
anties, LDP-based methods introduce a critical issue in LBS: service
failure, defined as cases where the distance between the reported
and the true location exceeds a threshold r.. Such failures can incur
severe consequences, e.g., incorrect lane guidance in vehicles, pos-
ing a substantial risk for critical applications. To satisfy the privacy
constraints, LDP mechanisms must assign non-zero probability to
reports across the entire domain; consequently, with non-negligible
probability, a reported location deviates significantly from the true
location. Services relying on accurate positioning (e.g., GPS naviga-
tion, proximity-based recommendations) may thus return unusable
responses. For instance, even under a rather loose privacy level
(¢ = 5/km) in the relaxed LDP notion e-GI with planar Laplace
noise, the reported location deviates from the true location by more
than r, = 0.5 km with probability > 0.28.

A naive remedy, repeatedly querying with the DP location mech-
anism until a “usable” report is generated, breaches privacy: the
server infers that the final report is proximate to the true location
(while prior reports are distant), effectively nullifying the DP guar-
antee. We note that such repeated reports violate the sequential
composition theorem [19] of DP, which assumes predetermined
number of sequential queries; here, termination depends adaptively
on the user’s private knowledge of their true location. Another
straight-forward approach is posing predetermined number of re-
quests each consumes partial DP budget. This might slightly reduce
the failure chance. However, as we theoretically demonstrated in
Theorem 3.3, the reduction is limited.

The privacy-failure dilemma. We summarize a fundamental
privacy-failure dilemma in current location privacy preservation
paradigms: (i) Some heuristic methods (anonymization and dummy
queries) can avoid service failures by design but are vulnerable to
inference attacks; (ii) Existing DP-based approaches provide formal
privacy guarantees but induce service failures with non-negligible
probability (e.g., assuming a location domain [-1,1]?, every e-LDP
method must incur Q(1/(r2e€)) failure probability and every e-
GI method must incur Q(1 = 1/(X jefo1/r 11 + 1) - €77+/€))
failure probability, with r, being the failure radius, see Table 1).
This dichotomy raises a critical question:

Can we formally protect location privacy without incurring failures?

We answer this question affirmatively, showing that the DP/failure
trade-off can be circumvented. Specifically, we propose Private Lo-
cation Obfuscated Dummy Anonymization (PLoDA), integrating:

(1) Obfuscation with a bounded radius 7.,

(2) Dummy messages over the location domain,
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Table 1: List of location privacy protection methods. The r de-
notes the failure radius, € is the privacy budget in the local DP
and Geo-indistinguishability, (¢, §) is the privacy paramters
in the (single-message) PIC shuffle model. Detailed descrip-
tions can be found in Section 3.3.

Methoa  Difeential  Minimax e
anonymization[29] X 0
dummy [40, 57] X 0
obfuscation[4, 5] - _
generalization[46] - -
local e-DP[39] v > %
1
e-GI[2] v >1 IO g e
PIC shuffle DP[51] v > %
Propa (ours) v 0

Vi satisfies property ~ X: does not satisfy - : indeterminated

(3) Anonymization of all user messages.

PLoDA eliminates service failures by perturbing true locations within
radius r., ensuring usability. However, bounded perturbation alone
permits inference: if a user at (0.8,0.8) reports within the ob-
fuscation area [0.6,1.0]% with r, = 0.2, while others cluster in
[-0.5,0.5] x [—0.5,0.5], an adversary can isolate the outlier and
accurately infer the location within 0.2. This issue is mitigated by
dummy messages and anonymization.

The dummy messages mask possible spatial outliers by ensuring
all regions contain plausible reports, at the cost of increased commu-
nication overhead. However, this additional overhead remains small
under our design. Formally, we prove (€, §)-DP through a novel anal-
ysis based on privacy amplification via shuffling/anonymization [20]
tailored for our protocol. Our analysis shows é(ﬁ) dummies per
user suffice when user count n is sufficiently large. For typical pa-
rameters (r=0.15, n=5000, e=1, §=107°), this requires < 0.7 dum-
mies per user in expectation. For implementing the anonymization
procedure, one might follow real-world anonymous architectures
(e.g., by Google [3, 8, 32] and Apple[48]), or use a shuffler layer on
the edge side to buffer and permute messages before forwarding
[15]. In practice, it fits large-scale deployment, where the number of
users n can typically be accumulated over short time windows (e.g.,
hundreds of users within seconds [6]) to form sufficiently large
shuffled batches for effective privacy amplification.

Extensions. PLoDA also enables accurate location distribution
estimation. This estimation is equally valuable for many location-
based services, such as providing crowdsourced statistics (e.g., traf-
fic loads in Apple Maps [31] and Google Maps [32]), gaining insight
into service usage and placing resources based on user location
patterns (e.g., in Google Ads [32]). Furthermore, considering diverse
requirements of users, we support personalized failure radii/privacy
tradeoffs (likewise the Google Location Accuracy configuration [32]
in Android OS): users are allowed to tradeoff their own obfuscating
radii r; and privacy parameters.
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Our main contributions are:

o Failure lower bounds of existing paradigms: We provide formal
lower bound analyses on the failure probability of existing DP
approaches. For all possible LDP mechanisms, we show over 89%
failure probability in typical settings with € = 1; even with pri-
vacy amplification via shuffling [51], and the budget is amplified
to € = 4, the failure probability > 30% in typical scenarios. For
all GI mechanisms, they failed with > 10% in typical settings.

A failure-free DP framework: We propose PLoDA, the first frame-
work for differentially private LBS that eliminates service fail-
ures. By novelly integrating classical techniques: obfuscating,
dummy, and anonymization, in a carefully sequenced pipeline,
we achieve formal (e, §)-DP guarantees and zero failure probabil-
ity. We also present nearly tight privacy analyses, demonstrating

only O(1/n) dummy message complexity per user.

Accurate distribution estimation: We show that PLoDA can also
provide distribution estimation for users’ locations, with accu-
racy nearly matching that of the curator model of differential
privacy (and thus is nearly optimal).

Flexible failure/privacy criteria: Within PLoDA, we allow users
to configure the trade-off between the obfuscation radius and
privacy.

Empirical validation: Using real-world datasets, we demonstrate
PropA’s excellent utility in both retrieval tasks (location-based
retrieval) and statistical tasks (distribution estimation).

Roadmap. Section 2 provides DP preliminaries. Section 3 for-
malizes LBS requirements and failure definition. Section 4 details
the PLopA framework. Section 5 extends the design to personalized
privacy-failure tradeoffs. Section 6 presents experimental evalua-
tion. Section 7 retrospects existing techniques. Section 8 discusses
limitations and implications. Section 9 concludes.

2 Preliminaries

2.1 Privacy Definitions

DEFINITION 2.1 (HOCKEY-STICK DIVERGENCE [44]). Let P and Q
be two probability distributions on a measurable space (Z, ). For
€ € R, the Hockey-stick divergence from P to Q is defined as

D.(P]IQ) = / _max(0.P() - e°Q(2)) d.

Differential privacy (DP) ensures that small changes in the input
result in limited changes in the output distribution. In the cen-
tralized (curator) model, a trusted aggregator collects user records
x; € X into a dataset X = {x1,...,x,} and computes R(X) using a
randomized algorithm R. Two datasets X, X" € X" that differ in one
entry are referred to as neighboring datasets. Differential privacy
requires that the divergence between R(X) and R(X’) remains
below a prescribed threshold (typically, § < O(1/n)).

DEFINITION 2.2 ((€, §)-DP [19]). A randomized mechanism R :
X" — Y satisfies (e, §)-DP if, for every pair of neighboring datasets
X, X’ € X", the following holds: De(R(X) || R(X")) < 8.

The local DP (LDP) model requires that each user independently
randomizes their own data. More formally, a mechanismR : X — Y
satisfies e-LDP if, for every pair x, x” € X, the divergence between
R(x) and R(x") is zero.
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Table 2: List of notations.

Notation Description
[i] {12, i}
[i:]] {i,i+1,..,j}

n the number of users
m the number of dummy messages per user
X the data of user i
X the domain of input datum
Y the domain of a single message
B,(x) the domain of {y | y € R? and ||y — x|z < r}
A the domain of server-side response
€ the privacy budget
S the violating probability of pure DP
S the shuffling/anonymization procedure
& the corrupted parties
n* the number of honest users
Ri the input-dependent randomizer of user i
R the dummy generator
A the server-side algorithm

DEFINITION 2.3 (e-LDP [39]). A local randomizer R : X — Y is
said to satisfy e-LDP if, for all x,x" € X: D¢ (R(x) || R(x")) = 0.

Geo-indistinguishability (GI) relaxs LDP to protect location data
with distance-aware privacy guarantees. For location data, the dis-
tance metric dx can be £, distance, £, distance, etc.

DEFINITION 2.4 (e-GI [2]). Given a distance metricdx : X X X
R>? for a domainX, a local randomizer R : X — Y is said to satisfy
e-GI if, for all x, x" € X: De.gy (xx) (R(x) | R(x")) = 0.

2.2 The Shuffle Model

In the DP context, a useful tool to incorporate anonymization is
the shuffle model. Following the randomize-then-shuffle paradigm
[7, 11], we model a (multi-message) shuffle-based protocol as P =
(R, A) where:
e R :X — Y* is the local randomizer executed by each client,
and
o A:Y" — A isthe server-side algorithm.

In this framework, Y denotes the message space, while A represents
the server-side output/response space. During an execution, each
user i holds a datum x; and computes a multiset ¥; = R(x;) € Y*.
The union Y; U... UY, is then uniformly permuted by a shuffler
S : Y* — Y* before being presented to the analyzer. Thus, the
overall protocol may be expressed as:

Plxi,. .. x0) :ﬂ(S(Yl U...u Y,,)).

Post-computation communications. Depending on the ap-
plication setting, the server-side algorithm may be an aggregation
function (e.g., for statistical estimation [7, 28]) or may be augmented
with an additional communication procedure that returns informa-
tion to each message sender. Such a procedure may take the form of
a duplex communication channel (as in the anonymous architecture
of Google Ads [32]) or a non-interactive bulletin board (as in the
PIC shuffle model [51]). In location-based information retrieval, the
server-side algorithm A is coupled with a per-message communi-
cation procedure, whereas in location distribution estimation, A is
often simply an aggregation function.
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Privacy amplification. An appealing feature of the shuffle
model is the privacy amplification phenomenon. Since the server-
side algorithm can be viewed as a post-processing function applied
to the shuffled multiset of messages (Y; U -+ U Y,), the differential
privacy loss of the overall protocol # is upper bounded by the pri-
vacy loss of the shuffled messages themselves. A classical approach
for analyzing privacy amplification of shuffled e-LDP reports is
the privacy “blanket” framework [7], which identifies a common
component in the message distributions of non-target users that
acts as a “blanket” to help conceal a victim user’s data. Recent work
[21] shows that when each user applies the same e-LDP mechanism,
shuffling n such messages yields an amplified privacy guarantee
of (O(+y/e€log(1/8)/n), §)-DP. In this work, however, we instead
employ specialized local randomizers that have bounded single-
report error but do not satisfy e-LDP, which makes the privacy
analysis more involved. In particular, we must explicitly derive the
resulting privacy guarantee using techniques analogous to those in
the privacy “blanket” framework.

3 Problem Formulation
3.1 Motivating Applications

We describe two prevalent exemplar computation tasks in LBS:
location-based information retrieval and location distribution esti-
mation. Each task involves three key steps:

Location-based retrieval services. A location-based informa-
tion retrieval system, such as map services or finding nearby restau-
rants, typically involves the following steps:

L Query submission: Each user i € G, submits a query x;, where
x; denotes the user’s location.
II. Data processing: The server processes the set of queries {x;};ec,
and retrieves results (e.g., nearby restaurants, shortest paths).
IIL. Result delivery: Each user retrieves the query results and utilizes
the retrieved information (e.g., navigation routes, recommenda-
tions, or nearby users).

Location distribution estimation. The systems aggregates
spatial data from users to estimate activity intensity (e.g., check-ins
data or traffic statistics). The process is as follows:

I. Data submission: Each user i € G, submits location x;.
II. Data aggregation: The server aggregates the spatial submissions
{xi}iec, and generates a distribution estimate.
III. Operation: The server uses the estimated location distribution
to take operational actions (e.g., reallocating service resources).

In many scenarios, two tasks can occur simultaneously. For in-
stance, in navigation map [31] or mobile Ads [32] service, the server
offers location-based information retrieval services, meanwhile col-
lecting location statistics to analyze the geographical usage distri-
bution of its services and to improve the quality of services.

3.2 Failures in Privacy-preserving LBS

Privacy protection injects noise into location reports, causing spa-
tial distortion that may lead to LBS functional failures, especially in
applications requiring high precision. For example, strong privacy
guarantees in navigation can cause large deviations, potentially
diverting ambulances in emergencies and causing life-threatening
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delays. Even routine nearby restaurant searches can yield unreach-
able recommendations, degrading user experience and trust.

Following the failure definition in the seminal work on geo-
indistinguishability [2] (which assumes a single query per user),
we formalize location service failure as the event that all queries
from a user are at least distance r. (termed as failure radii) from
the true location x:

DEFINITION 3.1 (SERVICE FAILURE). A service failure occurs for
user i when all location reports submitted by the user deviate by at
least distance r,. from their true location. Formally, let x; is the true
location of user i, for the set of reports Y; from user i, if

min [ly — x;l[z > 74,
yey;

then the service has failed for that user.

We note that, for information retrieval tasks, a service is con-
sidered successful as long as at least one report falls within the
acceptable radius r,.. Hence, a service failure occurs only when all
reports lie outside the r,-radius neighborhood of the true location.

Location distribution estimation is also affected by the out of
r«-radii noise. Privacy protection methods such as LDP [2, 50] map
each true location to a random output across the entire domain.
Although debiasing can be applied to distribution estimation using
the mapping probability matrix (e.g., in [10, 50]), the variance intro-
duced by large norms in the inverse of this matrix is substantial [53].
Actually, LDP inherently exhibits a significant utility gap compared
with curator DP when estimating distributions [18]. Excessive noise
in estimated distributions can obscuring genuine high-density re-
gions (e.g., rush-hour subway stations), and mislead downstream
decision-making (e.g., public transit dispatching).

3.3 Failure Lower Bounds of Existing Methods

Service failures in privacy-preserving LBS stem from a fundamental
tension in existing DP approaches. DP requires assigning nonzero
probability across the entire output space. This requirement con-
flicts with the bounded precision constraints inherent to LBS.

Formally, consider a two-dimension location domain [—1, 1]2,
and a r-radii failure definition for each input. Then, for any e-LDP
randomizer, the minimax failure probability is at least 1/(r?e€ + 1)
(see Theorem 3.2). For example, when r = 0.2 and € = 1, the
probability is at least 89%. When r = 0.2 and € = 5, the probability
is at least 13%, which remains unacceptable in practice. When each
user submits multiple requests that each consume part of the LDP
budget, the failure probability may be slightly reduced in some
cases (see Theorem 3.3). For instance, for r = 0.2, ¢ = 1, k =5, and
€; = 1/5, the probability bound falls to 75%; for r = 0.2, k = 5, and
€y =1ande; =0 for j € [2: 5], the probability bound further falls
to 73%, which however is still an unacceptable rate.

THEOREM 3.2 (FAILURE LOWER BOUND OF LDP). Givenr € (0,1],
then for any e-LDP randomizer R : [-1,1]? — R?, we have:

La+r)/r)* -1
e+ (1+r)/rj2-1

max P[||R(D) =!I, >r] =
le[-1,1]2

THEOREM 3.3 (FAILURE LOWER BOUND OF LDP WITH MULTIPLE
REQUESTS). Givenr € (0,1], for any k randomizers {R1, ..., Ry}
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(i) location obfuscation (ii) adding dummies

(iii) anonymization

Conference acronym 'XX, June 03-05, 2018, Woodstock, NY

(iv) task processing

T ' 9 o V BN Retrieval Statistical
e, o /ﬁ Anonymized task task
" {9 U®} Q ‘ messages
T
? 2 ) Server
' - True location ?
9 - Obfuscated report Shuffler

@ - Dummy messages

(v) sending response to users

Distribution estimation

Figure 1: Overview of PLopA framework. Each user first performs bounded obfuscation within an r-radius region (i), then adds
input-independent dummy reports sampled from the union domain (ii). The shuffler anonymizes all messages across users (iii)
before the server processes them for retrieval or statistical tasks (iv), and return results to users (v).

where R; : [-1,1]° > R? satisfies €;-LDP and € = ¥, ;[ €;, We
have max;c_y 112 P[(minje (g |R; (D) —ll2) > r] no less than:

1
T+e - ([(1+7)/r]2-1)"

Jjelk]

A similar phenomenon also arises under e-GI, see Theorem 3.4
for the corresponding lower bounds on the failure probability. For
example, for r = 0.2 and € = 3, the failure bound is 56%; for r = 0.2
and € = 5, the probability bound falls to 28%.

THEOREM 3.4 (FAILURE LOWER BOUND OF GI). Givenr € (0,1],
then for any e-geo-indistinguishability randomizer R : [-1,1]?
R? using the £, distance metric, the following inequality holds:

1

max P —llg=r]>1- .
le[—?,1]2 LR =l = r] = (ab)el0:L1/r |12 e—2reVa+b?
Even with privacy amplification via shuffling, such as in the PIC
model [51] where each user sends an anonymous LDP location, the
resulting failure probability lower bound is still non-negligible. In
particular, Theorem 3.5 (with proof deferred to Appendix D) shows
that the minimax failure lower bound in the PIC shuffle model is
=0 asn/rP-1) g, example, with n = 100, r = 0.2, € = 1, and
n+e€- ([ (1+4r)/r]2-1) > 4 ’ ’
& = 0.01/n, the failure probability is at least 17.9%. With n = 1000,
r =0.1,e =1, and § = 0.01/n, the failure probability is at least 9.0%.

THEOREM 3.5 (FAILURE LOWER BOUND IN SINGLE-MESSAGE SHUF-
FLE MODEL). Givenr € (0, 1], then for any randomizerR : [-1,1]
R* such that S o R(X) and S o R(X') are (€, §)-indistinguishable
for all possible neighboring datasets X, X’ € [—1,1]?*", and for any
estimator f : R* +— R2, the following inequality holds:

(1-8)-(La+n/rl*-1)
n+e - (L(L+r)/r]2-1)"

lgr[riellf]zP[IIf(R(l)) —ll2zr] 2

4 Framework and Protocol Design

In this section, we introduce a general framework, Private Location
Obfuscated Dummy Anonymization (PLoDA), for privacy-preserving
LBS. We then present a concrete protocol instantiation and provide
a theoretical analysis of its privacy and utility guarantees.

4.1 A General Framework

As illustrated in Fig. 1, the PLopa framework consists of five ma-
jor steps: obfuscating user data, adding dummies, anonymization,
server-side task processing, and sending responses (for retrieval
tasks). Specifically, the obfuscating and dummy-adding procedure
are performed on the user side, while anonymization is handled
by the shuffler. The shuffler can be implemented via anonymous
communication channels, cellular stations, edge servers, or cryp-
tographic shuffle servers (see [15] for an excellent survey). The
anonymized messages are then processed by the server.

Step (i): Location obfuscation. Each honest user i perturbs their
location data x; € R? to a randomized value y; near the true input.
For instance, y; € Y; can be sampled uniformly at random from the
r-radius neighborhood {y | y € R? and ||y — x;||» < r} around x;.
We refer to y; as the input-dependent message of user i.

Step (ii): Adding dummies. Each honest user i additionally gen-
erates m dummy messages M;, each is sampled from the output
domain Y. The Y should cover at least all possible values of input-
dependent messages, so that real messages remain plausible.

Step (iii): Message anonymization. The shuffler receives all
input-dependent and dummy messages from the n users, uniform-
randomly permutes them, and forwards them to the server.

Step (iv): Server-side task processing. After receiving the shuf-
fled messages, the server performs task-dependent computation.
For retrieval tasks, it computes a response for each message (e.g.,
nearby road maps or restaurant recommendations) and produces an
output for every received message, including dummy ones. For sta-
tistical tasks, the server aggregates the messages to obtain summary
statistics (e.g., a location distribution).

Step (v): Sending responses. For retrieval tasks, the server sends
the computed responses back to users, completing the service work-
flow. For statistical tasks, the aggregated statistics are typically used
for analysis or public reporting rather than returned to individuals.

4.2 Threat Model

We consider two types of attacks: privacy attacks and poisoning
attacks. Privacy attacks aim to infer information about victim users,
whereas poisoning attacks also seek to manipulate the location
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statistics (e.g., poisoning the location distribution to mislead the
server’s operational decisions).

Security model. We consider an adversary who controls a set
of corrupted users C C [n] and possesses the protocol’s public
parameters X, Y as well as the true data of users in C. In Steps
(i) and (ii), the adversary can send arbitrarily designated message
contents to the shuffler, though the total number of messages per
user remains limited to [m] + 1 (e.g. using anonymous message
rate limitation on the shuffler [16]). We assume corrupted messages
are restricted to the message domain Y, as out-of-domain messages
can be easily detected and removed. We assume a strong threat
model in which the adversary can also observe the anonymized
(shuffled) messages from all honest users [n] \ C before crafting
corrupted messages. The security adversary’s goal may be either to
compromise the privacy of other users in [n] \ C or to contaminate
the aggregated location statistics.

Privacy model. Following conventions in the shuffle model,
we assume that the adversary can observe the shuffled messages
from all users and all responses from the server, in addition to the
information available to the corrupted users (i.e., messages from
the corrupted users C).

Remark 4.1 (Shuffler roles and trust). In PLopa, the shuf-
fler performs two tasks: (i) random permutation of incoming mes-
sages, which breaks the sender-message linkage; and (ii) response
re-routing for retrieval tasks, which maps the server’s per-message
responses back to the originating users via the inverse permutation.
Task ii goes beyond the standard shuffle-DP shuffler, which is a
stateless permutation invoked once and is typically realizable by
a mix-net, because re-routing requires the shuffler to retain the
permutation state across the request/response round. The PLoba
shuffler is therefore stateful (e.g., in Apple’s anonymous Ad system
[31]), a strictly stronger assumption than the standard stateless
shuffler, though still weaker than a fully trusted central curator.

Remark 4.2 (On anonymous rate limitation). Anonymous
rate limitation is an orthogonal admission-control layer: it caps the
number of messages each user may inject per batch, and can be
enforced either shuffler-side or by a separate non-colluding party.
Such a primitive is well studied, e.g., via blind-signature tokens [16]
or zero-knowledge proof [63], and has been deployed in real-world
anonymous systems [48]; it ensures that the LBS server does not
re-identify senders while enforcing the limit. We note that rate
limitation affects neither honest-user privacy, which holds by the
post-processing property in our proof even if adversaries send an ar-
bitrary number of corrupted messages (see Appendix E.1 step i), nor
retrieval-query utility, which is preserved by the input-dependent
randomizer with failure probability 0. It affects the adversary’s
influence on aggregate statistics: without such a limit, corrupted
users could inject arbitrarily many messages and bias these statis-
tics without bound. If no statistical tasks are run in the LBS, rate
limitation can be unnecessary.

4.3 A Protocol Design

In this section, we present a concrete DP protocol for location data
with bounded report error (thus avoiding service failures) under
the PLopa framework. The privacy guarantee of our approach is
analyzed within the shuffle model of DP [7]. To ensure bounded
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reporting error, we carefully design the obfuscating area and cali-
brate the number of dummy messages m according to the desired
privacy parameters.

Let B, (x) denote the ball B, (x) = {y | y € R? and |ly— x|l < r}.
Given user i’s true location x; € X = B;(0), the randomizer R;(-)
generates m + 1 independent messages. One message is dependent
on x; (denoted by R;(x;)), and the remaining m messages are input-
independent dummy reports (denoted by R.(m)). Intuitively, the
collection of dummy messages across all users serves to hide the
input-dependent message R;(x;).

Input-dependent randomizer. To avoid the service failure, we
restrict the output domain of the input-dependent report R;(x;)
to a region Y;(x;), which is often a nearby area around x;. With-
out loss of generality, we define it as Y;(x;) = B, (x;) with some
radii r;, to comply with the radius-based definition of service fail-
ure/success. We here use personalized r; for the ease of supporting
personalized privacy/failure requirements (See Section 5 for detail)
but also restrict it in a pre-defined range (0, 7] (that is, r; € (0, 7]).
The mechanism R; (x;) then induces a probability density function
over Y;(x;). Common choices include the uniform distribution,
truncated Laplace distribution, and truncated Gaussian distribution.
We define a general input-dependent randomizer R;(x;) as follows:

0, lfy i Y,-(xi),

1
fi(xi,y), otherwise, )

P[Ri(x:) =y] = {
where f;(x;,y) > 0 holds forall x;, y € R? and -[yreY,-(Xi) filxi,y)dy =
1, so that R;(x;) defines a valid distribution supported on Y;(x;).
Commonly-used local randomizers might also satisfy shift prop-
erty: the probability function f;(x, y) is a simple shift of a template
function ﬁ(ﬁ, y) and

fitxiy) = iy — x;)

holds for all possible x;, y.

Input-independent dummies. To ensure that dummy mes-
sages are indistinguishable from true (locally obfuscated) location
reports, the dummy output domain must cover the support of every
possible input-dependent randomizer. Accordingly, we define the
dummy domain so that

Y 2 U Y5 (x). ()

i€[n],xeX

For example, if each Y;(x;) is the r;-radii neighborhood around
x; (with r; € (0,7]), then Y can be [-1 — #,1 + #]%. Each dummy
message y ~ R, (1) is drawn uniformly at random from Y:

0, ifz¢Y;
P[R.(1) = 2] = {1/V(Y). otherwise, @)

where V(Y) denotes the volume measure of the domain Y.

In our protocol, the expected number of dummies per user, de-
noted by m, is a real number. This is necessary because the required
expected number of dummies is O(1/n), which may fall below 1
when the population size n is large (see Proposition 4.4 for details).
For real-valued m, the dummy-generation procedure R, (m) can be
implemented as follows:

(i) sample an integer value m’ ~ Binomial([m], r—z])

(ii) generate m’ dummies each follows R, (1).



Revisit Location Privacy Protection: A Service Failure Perspective

Algorithm 1: PLopa Protocol Workflow

Input: m: expected dummy count; Y: output domain; R;: user-side
local randomizers for i € [n]
// User Side
1 foreach useri € [n]\C do

2 y; — Ri(x;) // Step (i): Bounded obfuscation

3 m; ~ Binomial([m], %)

4 M; 0

5 for j « 1to m; do

6 z; ~ Uniform(Y) // Step (ii): Dummy generation
7 L M; — M; U {z;}

8 Zi —{yi UM;

9 send Z; to shuffler

ho foreach useri € C do

// possibly utilized information S({Z;}ic[n)\c)
11 Z; « arbitrary multiset of < [m] + 1 elements from Y
12 send Z; to shuffler

// Shuffler Side
i Z— UL Z;
4 Zperm < RandomPermutation, (Z) // Step (iii):
Anonymization using a random permutation s

ns Send Zperm to server

// Server Side step (iv)
he if task is information retrieval then

17 foreach y € Zp,m do

18 L ry < ProcessRequest(y) // Retrieval task
19 Send {ry} to shuffler

po else

21 L stats «— Aggregate(Zperm) // Statistical task

// Shuffler Response (Retrieval Task)
p2 foreach r, do
23 L i—nl(y)

Send ry, to user i

// Map to original user

// User Response (Retrieval Task)
ps foreach useri ¢ C do
26 L Extract response of y; from received responses

Equivalently, we define R.(1) that can generate a special empty
output L as follows:
. uniform(Y), with prob. m/[m]
R.(1) = X
1. otherwise.

4

Let R, (k) denote k independent invocations of R.(1), where

k € N*. Then R, ([m]) 4 R.(m), where 2 denotes equality in
distribution after ignoring the L symbols.

The overall protocol is summarized in Algorithm 1. On the server
side, out-of-domain reports can be projected to the nearest point in
the input domain [-1,1]2.

4.4 Privacy Analyses

In this part, we derive the differential privacy guarantees of random-
izers used in the proposed protocol. We first establish a numerical
privacy bound for the protocol with general local randomizers (see
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Section 4.4.1). For commonly-used input-dependent randomizers
that additionally satisfy the shift property, this numerical bound can
be simplified by only analyzing the template distribution (see Sec-
tion 4.4.2). Furthermore, when the input-dependent randomizer is
uniform over the r;-radii domain Y;(x;), we provide a more efficient
numerical bound in Theorem 4.3, as well as a concise closed-form
bound in Proposition 4.4.

4.4.1 Differential Privacy Guarantees for General Randomizers. In
the presence of corrupted parties C, there remain n—|CN[n]| honest
users. For convenience, let n* denote n — |C N [n]|. These users
contribute n* input-dependent messages and approximately n* - m
dummy messages. In our setting, differential privacy means that
for any pair of neighboring datasets X = (x1, e X ,x,,) e X
and X’ = (xl, R R ,xn) € X", the adversary’s observation
(including the protocol output and any leakage), denoted by A(X)
and A(X’), should be close in distribution. Formally, we have the
following theorem:

THEOREM 4.1 (DIFFERENTIAL PRIVACY GUARANTEE). In the proto-
col given in Algorithm 1, consider neighboring datasets X ~; X' with
i ¢ C. Define a random variable/distribution V. as:

St _ PIRi(x) = y] - e - PIRi(x)) = ]
‘ P[R.(1) = y]

where y ~ R.(1). Letn* =n—|CN [n]], then for any € > 0, we have:

De(AX)[AX)) < E [ > %].

s
Xj, X .
U],A.A,vn*’—m-‘+l~V€l i je[n*[m]]

The proof follows a technique similar to the privacy blanket
framework [7], where dummy messages serve as “blanket” mes-
sages that help conceal the victim’s message. The complete proof is
provided in Appendix E.1. It proceeds in four steps: (i) simplify the
privacy analysis by (safely) ignoring messages from corrupted users;
(ii) further simplify the analysis by ignoring the input-dependent
messages generated by other honest users (except the victim i); (iii)
characterize the distribution of the shuffled input-dependent mes-
sages R;(x;) together with the dummy messages R, (1) contributed
by the remaining users; and (iv) express the resulting hockey-stick
divergence in terms of the random variable V.

Once the distribution Vex LEET obtained, the distribution of the

summation of n* - [m] variables drawn from Vex i can be efficiently
computed using fast Fourier transformation in O(n-[m]) time using
Q(n - [m]) memory [45, 47].

4.4.2  Differential Privacy Guarantees for Shifted Randomizers. We
note that the privacy guarantee holds for fixed x;, x, while a re-
maining question is the (upper bound) privacy guarantee for any
possible x;, x; € X. We consider a special but common class of
randomizers that have the following two properties:

o shift property. the nearby domain probability function f(x, y)
is a simple shift of template function f (0, y) and f(x,y) =
£(0,y — x) holds for all possible x, y;

o half-support property. the support of f(x, %) for any x is no
more than half of the domain Y. That is fy [f(x.y)]dy <
V(Y)/2 holds for all possible x.
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In our protocols for LBS, such two properties often hold: (i) the
distribution over the obfuscating area is often uniform-random or
follow a specific distribution; (ii) the obfuscating area is relatively
small to ensure no failure probability. Under these assumptions,
we can show that the divergence of any possible x;, x| is upper
bounded by the case where the supports of R;(x;) and R;(x;]) do
not overlap with each other, and the privacy upper bound can be
simplified to Theorem 4.2 (see proof in Appendix E.2).

THEOREM 4.2 (DIFFERENTIAL PRIVACY UPPER BOUND FOR SHIFTED
RANDOMIZERS). For a local randomizer satisfies the shift property
and half-support property, define a random distribution V/ as:

V(Y:) - f(0,y), WP Tatvceyy Jory € S
v, =3-e-V(Yi) - f(0,y), wp. iy fory € Vs (5)
V(S-

0, wp. 1=2: gy e
where S5 = V({y | f(6 y) > 0}) is the support volume off(ﬁ, *).
Then for any neighboring datasets X ~; X' that i ¢ C, the protocol
satisfies (€, 8)-DP for any € > 0 with

= E [ Z vj]+].

vl,...,vn*[mw~V€’ je[nml]

4.4.3 Differential Privacy Guarantees for Uniform Randomizers. An-
other special randomizer maps x to an output sampled uniformly
at random from Y;(x), i.e., f(x,z) = f(x,2’) for all z,z" € Y;(x).
If, in addition, the randomizer satisfies the half-support property
and the support volume is identical for all possible inputs, then the
hockey-stick divergence admits an explicit numerical characteriza-
tion. Specifically, Theorem 4.3 (proved in Appendix E.3) provides a
computable expression that can be evaluated in O(n[m]) time and
O(1) memory.

THEOREM 4.3 (DIFFERENTIAL PRIVACY IN NUMERICAL FORM FOR
UNIFORM RANDOMIZERS). For any uniform randomizer R; has input-
independent support volume for all possible input (i.e., V(Y;(x)) =
V(Y;)), for neighboring datasets X ~; X’ thati ¢ C, the protocol
satisfies (€, 8)-DP for any e > 0 and

6= E CDF[lowsy1 — 1,5] — e CDF[lowsy1, s] |,
s~Binom(n*[m],2t) | s,1/2 s,1/2

where t = % . %, lows = ez(f:ll), and CDF;13[a, b] denotes
the cumulative probability of binomial distribution Binomial(s, 1/2)

over the range [a, b].

Theorem 4.3 shows that, given €, the corresponding § can be writ-
ten as an expectation of binomial cumulative probabilities. Hence,
8 can be evaluated in O(n*[m]) time. As detailed in Appendix E,
the proof proceeds in four main steps: (i) simplify the analysis by
(safely) ignoring messages from corrupted users, and also ignor-
ing input-dependent messages from other honest users; (ii) upper
bound the divergence by considering only the non-overlapping
support case (similar to Theorem 4.2); (iii) motivated by the clone
reduction technique [21, 23], reduce the divergence to a comparison
between dominating binomial counts in non-overlapping regions;
(iv) inspired by the numerical method of [55], exploit the mono-
tonicity of the Hockey-stick divergence with respect to binomial
counts to derive the final expectation form.
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Compared with existing works [22, 23, 45, 47, 55], which analyze
identically randomized reports with a fixed number of messages,
our analysis deals with non-LDP randomizers and a random num-
ber of dummy messages per user (since the dummy count m’ is
randomized whenever m # [m]).

Asymptotically, when n* is sufficiently large, the privacy loss
€ can be approximated by O(4/log(1/8)V(Y)/(n*mV (Y;))) (see
Proposition 4.4, proved in Appendix E.4). This implies that setting
the number of dummy messages per user as

m = O(log(1/8)V (Y)/(n"€*V (Y1))) (6)

is enough to achieve (¢, §)-DP in the protocol.

PrOPOSITION 4.4 (DP 1N CLoSED Form). Under the same as-
sumption as Theorem 4.3, for neighboring datasets X ~; X', when
n*mt’ > 16 log(4/9), the protocol satisfies (€, §)-DP with:

log(4
1+ 16,/—°g( /9) P ) )
3n*mt’ 3n*mt’

wheret’ =V (Y;)/V(Y).

€ =log

For small n* (e.g., n = 500), we determine m numerically using
Theorem 4.3 rather than the closed-form Eq. (6).

Privacy lower bounds. The numerical privacy bound in Theo-
rem 4.3 is tight under mild assumption on the uniform randomizers
(i.e., half supports and identical supporting volumes). In particu-
lar, there exist two neighboring datasets such that the protocol’s
Hockey-stick divergence § equals to the one in Theorem 4.3 (see
Proposition 4.5 for a formal statement, and Appendix E.5 for proof).

PROPOSITION 4.5 (PRIVACY LOWER BOUND OF UNIFORM RANDOM-

1ZERS). Under the same assumption as Theorem 4.3, let t = % . %,
lows = EZ(ES:) . There exist two neighboring datasets X ~; X' and an

algorithm A, such that:
max{De (AX)[|AX)), De, (AX)|AX))}

> E CDF[lowgy; — 1, 5] — e CDF[lowg,q, s]
s~Binom(n*-[m],2t) | s.1/2 s,1/2

4.5 Utility Analyses

Service utility guarantees. In many LBS tasks (e.g., navigation
or location-based information retrieval), service quality largely
depends on the utility of the input-dependent report. For honest
users, the utility guarantee of our design is straightforward to see.
Specifically, recall that r, denotes the universal service failure radii,
if r; < r, then the support Y;(x) of the input-dependent message
Ri(x) is contained in the success range B, (x). As a result, the
service failure probability is zero (see Theorem 4.6).

THEOREM 4.6 (ZERO SERVICE FAILURE GUARANTEE). In the PLoDA
protocol, if Y;(x) C By, (x), then for any x € [~1,1]%, we have
PR (x) - xl2 = r] =0.

Proor. Recall that B,(x) = {y |y € R*and |ly — x|, < r},
if Y;(x) € B,,(x), then we have P[R;(x) ¢ B,(x)] = 0, which
implies that P[||R;(x) — x||2 > r] = 0. ]

Aggregation utility guarantees without corrupted users.
An aggregation task aims to estimate statistics over a region a C
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[-1,1]?, such as the number of users within a service block. A nat-
ural estimator counts the number of observed messages falling in a,
and then subtracts the expected contribution of dummy messages.
Specifically, in a benevolent environment where C N [n] = 0, sup-
pose the protocol produces in total M dummy messages (i.e., the
number of observed messages minus the number of users). Since
each dummy is sampled uniformly from Y, the expected number of
dummy messages that fall inside a equals M- z,/ g{)) . Therefore, given
the shuffled multiset of received messages L, the server estimates
the number of users in a by

V(a)
V()

The variance induced by the dummy messages is

V(a) Vi@)| _(log(1/8) V(a)
M'V(Y)'(l_W)‘O( & vty

No=#{z|zeLzea}—-(|L|-n) ®)

which matches the same scale as in the curator DP model using
Gaussian noise.

It should be noted that there can be estimation errors caused
by bounce-out users (whose true location x lies in a but whose
obfuscating domain Y;(x) extends outside a) and bounce-in users
(whose true location x lies outside a but whose obfuscating domain
Y;(x) overlaps with a). Fortunately, this is not an issue when points
of interest are well separated and the obfuscating domain Y;(x) is
smaller than half of the location separation. In this case, the server
can map each reported location to the nearest point of interest,
which eliminates bounce-in and bounce-out reports.

Aggregation utility guarantees with corrupted users. When
there are |C N [n]| corrupted users, they not only affect the protocol
parameter m required to ensure (€, §)-DP for honest users, but may
also introduce bias into the estimated statistics. In particular, the ex-

pected number of dummy messages per user is O ( M)

Assume the well-separated setting where the obfuscating radius is
at most half of the gap between discrete locations, so that bounce-in
and bounce-out errors do not occur. Then the estimation error is
dominated by two sources: (i) the randomness of uniform dummy
messages, and (ii) the arbitrary messages contributed by users in
C N [n]. For sufficiently large n, we have:

E[lNa_Nah]
log(1/9)V (1) V(@) oo [{lo/HV )
SO\/ V(Y V(D) ”"_”)'O(r n V(Y 1)
bg(/®) V@ . logt/o)V(D) )

e V(Yi) (n—ICDe*V(Y)
Specifically, under per-user rate limitation of [m], the maximum
absolute error/bias contributed by corrupted messages to loca-
tion counts is |C| - (1 + [m]). This is only a factor of (1 + [m])
larger than the corresponding bias in the non-private setting. Since
m = O(Iog(l/é)/(n*ez) -V(Y)/V(Y;)) becomes small when n* is
relatively large, we typically have m < 1 in such regimes and the
maximum bias is at most twice that of non-private setting.
Remark 4.3 (Ablation of protocol components). PLobA com-
bines three components, each addressing a distinct requirement:

(n—lCn[n]De? V(Y;) )
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bounded obfuscation, dummy messages, and shuffling. From a pri-
vacy perspective, no single component, nor any pair of them, pro-
vides meaningful DP guarantee; DP emerges only from their joint
use. From a utility perspective, the bounded obfuscation ensures
zero service failure; dummy messages are the primary source of
randomness in the privacy-amplification analysis, introducing the
variance required for DP; and shuffling breaks the user-message
linkage, which both enables dummies to provide privacy ampli-
fication and allows dummy messages to be shared across users,
explaining why Propa achieves low message complexity per user
and correspondingly low dummy-induced variance (see Section 4.5).

Remark 4.4 (Model positioning between local and central
DP). Local DP assumes no trusted party but incurs the service-
failure lower bounds of Section 3.3. Central DP assumes a fully
trusted curator that observes all raw locations. PLopa’s shuffler
model lies strictly between these two: under a split-trust deploy-
ment, no single non-colluding party observes both sender identity
and plaintext location. Concretely, user messages can be encrypted
under the server’s public key, and the server’s per-message re-
sponses can be encrypted under one-time keys attached to each
message, following the PIC shuffle model [51]; the shuffler then
sees only ciphertexts, while the server sees only the shuffled multi-
set. The shuffler/server or a third party might also sees additional
ciphertexts used for anonymous rate limitation. If all these roles are
collapsed into a single entity, or if the shuffler and server collude,
the model can degenerate to central DP.

5 Personalized Privacy-Utility Tradeoffs

In many LBS services, users might have diverse service failure ra-
dius and/or privacy requirements. In practice, utility-focused users
(e.g., Uber drivers, couriers, ambulances) may adopt a small nearby
radii r; € (0, 7], while utility-insensitive users (e.g., social app users,
fitness trackers) may prefer a larger nearby radii r; € (0, 7]. In our
protocol, each user’s nearby radii r; determines the input-dependent
obfuscating domain Y;(x;) = {y | lly — xill2 < r;} and the privacy
guarantees (see Section 4.4), a smaller r; implies more privacy con-
sumption. This creates a flexible privacy-utility tradeoff for each
individual user, where each user can choose their own radii r;.

To formalize heterogeneous privacy guarantees, we adopt per-
sonalized DP [36], where each user i € [n] has their own privacy
parameter ¢; > 0. For neighboring datasets X, X’ € X" differing
only at the i-th entry (denoted X ~; X’), the privacy guarantee
is defined through output indistinguishability (we assume the §
parameter is the same for all users for simplicity):

DEFINITION 5.1 (PERSONALIZED DIFFERENTIAL PRIVACY). Let
€1,...,€, = 0 be user-specified privacy parameters and § € [0, 1].
A mechanism M : X" — Z satisfies ({€;},, 8)-personalized differ-
ential privacy if for every useri € [n] and all neighboring datasets
X ~; X', the output distributions satisfy that M(X) and M(X") are

(€i, 8)-indistinguishable.

Our protocol naturally supports personalized obfuscating radii r;
and personalized privacy guarantee €;. The key observation is that
in our protocol, the privacy guarantee for each user is provided by
the dummy messages, which are input-independent and identically
distributed across all users. Consequently, in Section 4.4, the privacy
analysis for user i depends only on their own input-dependent
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randomizer R; and the collective dummy messages, but not on
the input-dependent randomizers of other users. This means our
privacy analyses in Theorems 4.1, 4.2, 4.3 and Proposition 4.4 still
hold when each user chooses a different nearby radius r; and a
different R;. In particular, variations in other users’ obfuscating
domains and input-dependent randomizer have no negative effect
on the user i’s privacy. Moreover, under a mild non-overlapping
assumption on the supports of input-dependent randomizers, they
provide no positive effect either, meaning that our personalized
privacy analyses can be tight. This is formalized in Proposition 5.2.

PROPOSITION 5.2. In the protocol of Algorithm 1, for neighboring
dataset relation X ~; X’ thati ¢ C, we have:

De(S(Z1VU...UZ;U...UZ,||Zy U...UZ]U...UZy,))

<D (SRt U (| RmISRDU ([ Rm).

jeln\C jeln]\C

When there are inputs {x;}je[n]\(cu{i}) Such that both Y;(x;) N
(Ujernncutin Yj(x;)) = @ and Yi(x;) N (Ujepnn\ cotiy) ¥ (%)) =
D hold, then there exists two neighboring datasets X ~; X’ such that:

De(S8(Z1VU...UZiU...UZY|S(ZV...UZIU...UZy))

>D(SRi(x) U (| Rm)ISRx)U( [ R(m).

jeln]\C Jjeln\C

6 Numerical Experiments

In this part, we evaluate the performances of our proposal, with
comparison to classical location privacy preserving paradigms.

6.1 Settings

Datasets. We use four real-world datasets: Gowalla [12], Geolife
[62], Portocabs!, and Foursquare [58]. The location data in these
datasets are normalized to [—1, 1] X [—1, 1]. The service radius r. (in
¢, distance) varies from 0.05 to 0.2, to simulate extensive scenarios.
We describe them in what follows:

e Gowalla is a location-based social network dataset with user
check-ins collected between February 2009 and October 2010,
covering over 100,000 users and 6.4 million check-ins worldwide.

Each record includes a user ID, timestamp, and latitude-longitude

coordinates.

Geolife is a GPS trajectory dataset collected by Microsoft Re-

search Asia over five years (2007-2012), comprising more than

17,000 trajectories, 1.2 million kilometers of travel, and 25 million

location points.

Portocabs is a taxi trajectory dataset collected in Porto, Portugal

over one year, containing approximately 1.7 million trajectories

and over 150 million timestamped GPS points.

e Foursquare contains location-based social networking check-
ins from New York (Foursquare NYC) and Tokyo (Foursquare
TKY), with millions of records including venue categories, times-
tamps, and precise geospatial coordinates, enabling studies in
dense urban environments.

Methods. We compare our PLoDA protocol (uses uniform obfus-
cating over B, (x;)) with the following:

Uhttps://figshare.com/articles/dataset/Porto_taxi_trajectories/12302165/1
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Laplace mechanism in LDP. Each user adds two-dimensional
Laplace noises to the true location with sensitivity 4.
PlanarLaplace mechanism in GI. Each user adds PlanarLaplace
noises to the true location. For fair comparison with other DP ap-
proaches, we restrict the GI's maximum distinguishability level
over domain [—1,1]? at € (i.e., e-LDP).

e Minkowskiresponse in LDP. Minkowski response mechanism
[51] with cap area fits the #, service radius ..

Laplace mechanism in PIC shuffle model. Add Laplace
noises to the true location with sensitivity 4, and with shuffle-
amplified local privacy budget [21].

e Minkowski response in PIC shuffle model. Minkowski re-
sponse mechanism with cap area fits the £, service radius r,, and
with shuffle-amplified local privacy budget [21].

Evaluation metrics. We compare the average service failure ratios,
location distribution/count estimation errors, and message com-
plexities of these approaches. We present the averaged measures of
200 repeated experimental simulations. Specifically, the metrics are
defined as follows:

e Service Failure Ratio is the expected ratio that location re-
ports exceed a predefined spatial radius from the true locations:
Prait = (Xi=; I(llxi = yill2 = 1)) /n, where ||x; — ;|2 is the & dis-
tance between the true location and the input-dependent location
report, I(-) is the 0/1 indicator function.

o Average distance is the average ¢, distance ||y; — x;||; between

the true location and the input-dependent report.

Location Distribution Error is the error between the true and

estimated location distributions or range counts. These distribu-

tions are normalized by the total number of users n.

Message Complexity is the expected number of messages trans-

mitted between a user and service provider. For all approaches

except PLoDA, the message complexity is 1.

6.2 Location-based Retrieval Services

6.2.1  Service failures. In location information retrieval, we com-
pare the average service failures of existing approaches. We note
that PLopA protocol will always incur no service failure. We also
note that the average failure ratio deviates from the minimax failure
probabilities derived in Section 3.2, as the results now depend on
the concrete true locations (instead of worst-case inputs) and the
concrete LDP/GI mechanisms (instead of best mechanisms).
Figure 2 presents the service failure probabilities across different
privacy budgets €. As expected, PLopa achieves zero failure proba-
bility regardless of €, while all other approaches exhibit non-trivial
failure rates. For example, in the typical setting of € = 1, the Laplace
mechanism in LDP incurs over 99.8% average failure rate, while
the Minkowski mechanism in LDP at 94%. The shuffle-amplified
approaches (Laplace and Minkowski in PIC shuffle model with
n = 5,000) reduce failure rates to 95% and ~ 26% respectively, but
still cannot match PLopA’s perfect service reliability. Increasing e
reduces failure rates for all mechanisms, but even at € = 4, the best
competitor (Minkowski in PIC) still has > 10% failure rate.

6.2.2 Average distance. Figure 3 shows the average distance be-
tween true locations and reports. Due to the design of its input-
dependent message, the average distance of PLobA will be fixed at
2r. /3, regardless of the privacy level. Under € = 1 and r = 0.1, the
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Figure 2: Service failure probabilities vs. privacy budget ¢ for
r. = 0.2 and n = 5, 000.
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Figure 3: Average distance vs. privacy budget for r, = 0.1 and
n =5,000.
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PropA has average distance of 0.067, while the Laplace mechanism
in LDP has 6.4, the Minkowski mechanism in LDP has 0.92. Even
with privacy amplification in PIC, the Laplace mechanism in LDP
has 1.3, the Minkowski mechanism in LDP has 0.54, demonstrating
PropA’s superior accuracy for serviceable reports.

6.2.3 Impact of user counts. Figures 4 and 5 present service failure
and average report distance results when n = 1,000. Compared
to Figures 2 and 3, the results in LDP and PropA are the same,
while these in the PIC shuffle model performs worse, as the privacy
amplification effects become weaker.

6.24 Message complexities. Our PLoDA protocol trades message
complexities for service failures. Table 3 presents the required mes-
sage complexity per user for different numbers of users n and
privacy budgets €. For practical settings (n = 1,000, € = 1, r, = 0.2),
PLoDA requires only 1.625 dummy messages per user, demonstrat-
ing its efficiency. As n increases, message complexity decreases
dramatically, becoming negligible for large user bases (= 0.2 mes-
sages per user for n = 10%).
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Table 3: Message complexity per user in typical settings with
§=0.01/n.

n € dummies (r, =0.1) dummies(r, =0.2)

500 0.5 34.0 10.0

500 1.0 11.0 3.25

1,000 0.5 17.0 5.0

1,000 1.0 5.5 1.625

5,000 0.5 4.0 1.188

5,000 1.0 1.25 0.375
10,000 0.5 2.125 0.625
10,000 1.0 0.6875 0.2032

6.3 Location Distribution Estimation

We consider the case where service providers analyze service usages
(e.g., user location distribution) in LBS. We assume gridded rect-
angular location areas of interest and aim to estimate user counts
in each area. For Laplace/PlanarLaplace mechanisms, we estimate
distributions by counting reports in each area. For Minkowski re-
sponse and PLODA, we use debiased count estimators (as in [10, 50]).
In such cases, the Minkowski response mechanism is equivalent to
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Figure 6: Location distribution estimation MSE vs. privacy

level for 5 x 5 grid areas (i.e. r, = 0.2) and n = 5000.
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Figure 7: Location distribution estimation MSE vs. ¢ for 10X 10

grid areas (. = 0.1) and n = 5000.

the generalized randomized response mechanism [56], an optimal
mechanism in the single-message shuffle model [21].

6.3.1 Estimation errors. Figure 6 shows estimation MSE for 5 X 5
grid areas. PLopA achieves significantly lower MSE than all competi-
tors, demonstrating its superior utility-preserving properties. For
example, at € = 1, PLopA’s MSE is 0.000048, compared to 0.00063
for the most competitive Minkowski in PIC shuffle model, reducing
over 90% error. Figures 7 and 10 show similar results for 10 X 10 and
20 X 20 grids respectively, with PLobA maintaining its advantage
across all privacy budgets.

6.3.2  Varying user counts. Figures 8 and 9 demonstrate the estima-
tion error with n = 1,000 and n = 10, 000, respectively. PLonpa’s MSE
decreases rapidly with n, achieving large performance advantages
with n = 10,000 over other approaches (compared to the cases of
n = 1,000 or n = 5,000). This phenomenon validates our theoretical
guarantees in Theorem 4.5, which shows PLoDA achieves the same
error rate on n as the curator DP mechanisms, while local DP and
PIC shuffle model are unable to.

6.3.3 Range queries. We evaluate range query accuracy based on
the location distribution, over a 10 X 10 grid with r* = 0.1 and
n = 5,000 (Figure 11). A range query requests the total user count
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Figure 8: Location distribution estimation MSE vs. privacy

level for 5 x 5 grid, r* = 0.2, and n = 1, 000.

within a rectangular sub-grid [iy, iz] X [Jj1, j2]. To eliminate query-
selection variance, we pre-generate 200 random rectangular queries
per privacy budget and repeat, and evaluate all mechanisms on the
same query set. We report the mean absolute error (MAE) between
the true and estimated normalized counts. PLopA achieves lower
MAE than all LDP and PIC-shuffle baselines across privacy budgets,
consistent with its lower distribution-estimation error.

6.3.4 Hotspot identification. We evaluate how well each mecha-
nism preserves spatial hotspots on 10 X 10 (r* = 0.1) and 20 X 20
(r* =0.05) grids with n = 5,000 (Figures 12 and 13). A cell is flagged
as a hotspot when its user count exceeds 5% of n*. We compute the
F1 score by comparing the predicted hotspot set against the true
hotspot set derived from the original distribution; since the two
sets may differ in cardinality, precision and recall are reported sep-
arately and combined into F1. PLoDA achieves higher F1 (i.e., near
100% score even under low budget) than the LDP and PIC-shuffle
baselines, indicating that its lower estimation error better preserves
the hotspot structure.

6.3.5 Poisoning attacks. We evaluate robustness against data poi-
soning, where corrupted users inject adversarial messages to bias
aggregate statistics (Figures 14 and 15). We vary the corrupted-user
count |C| from 0 to 10% of n* on a 10 X 10 grid (r* = 0.1, n = 5,000),
where each corrupted user injects up to [m] + 1 messages targeting
a single cell, under € € {0.5,1.0}. We report the range-query MAE
as |C| grows. Consistent with our analysis in Section 4.5, the ag-
gregate utility degrades gracefully with |C|; the per-user rate limit
bounds the resulting bias.

7 Related Work

Preserving location privacy has been extensively studied due to the
pervasive usage of location data and its sensitive nature. We survey
existing approaches through two paradigms: classical methods and
modern differential privacy techniques.

7.1 Classical Location Privacy Preservation

Classical techniques employ intuitive perturbation strategies. A
straightforward approach is replacing a fine-grained location with
a coarse-grained one, known as generalization [26, 46]; another
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Figure 9: Location distribution estimation MSE vs. privacy
level for 5 x 5 grid and n = 10, 000.
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Figure 10: Location distribution estimation MSE vs. privacy
level for 20 x 20 grid, r* = 0.05, and n = 5, 000.
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Figure 11: Location range count MAE vs. privacy level for
10 X 10 grid, r* = 0.1, and n = 5, 000.

simple approach perturbs exact locations to nearby random points,
known as location obfuscating [4, 5]. Anonymization methods dis-
sociate user identities from locations [26, 29]. Researchers have
also proposed supplementing true locations with dummy reports
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Figure 12: Location hotspots (over 5% - n* count) identification
F1score vs. privacy level for 10x10 grid, r* = 0.1, and n = 5, 000.
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Figure 13: Location hotspots (over 5% - n* count) identification
F1 score vs. privacy level for 20x20 grid, r*=0.05, and n=5, 000.
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Figure 14: Location range query MAE vs. number of corrupted
users, for 10 X 10 grid, r* = 0.1, € = 0.5, and n* = 5, 000.

[40, 57] to obscure genuine positions. Despite offering implementa-
tion simplicity and being widely adopted in mobile location services,
these approaches prove vulnerable to inference attacks, leading to
significant individual location exposure rates [61].
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7.2 Differential Privacy for Locations

Differential privacy [19] provides formal guarantees against strong
adversaries. For location data, a series of works preserve location
privacy in the curator model of DP, such as for distribution estima-
tion [14] and location trace synthesis [30]. In the local DP model
that naturally aligns with decentralized LBS architectures, [41, 50]
employ randomized response mechanisms for point-of-interest re-
porting, [10] permits personalized LDP level for location privacy.
The geo-indistinguishability variant [2] enhances utility by calibrat-
ing noise to geographical distance, typically implemented through
planar Laplace mechanisms [2] or designated transition probabili-
ties [52, 53]. However, these approaches incur an inherent service
failure tradeoft: satisfying DP constraints requires non-zero proba-
bility across the entire domain, causing significant deviations that
disrupt services. Our work addresses this tension between formal
privacy and service success.

8 Discussions

8.1 Sequential Composition

It is common for users to utilize location-based services periodically,
such as for repeated location updates in navigation. Each user may
participate in multiple sequential protocol runs. In this case, one
can use advanced sequential composition of DP [19, 38] to derive
a closed-form bound of the overall privacy loss. Specifically, [38]
shows that, for k independent executions of (€, §)-DP mechanisms
(e.g., fresh bounded obfuscation, fresh dummy messages, and fresh
shuffling in multiple PLODA runs), the overall privacy loss is (¢’, 1—
(1 = 8)k(1 = &)) for any &' > 0, where € = e+/2kIn(1/8") +
ke(e€ —1)/(e€ + 1). When k is relatively large and the one-round
privacy loss € is relatively small (e.g., € = ©(k9)), the leading

term is e4/2kIn(1/8’), and the total privacy loss asymptotically

scales as ¢ = O(eVk) [38]. Alternatively, a tighter overall privacy
loss can be computed using fast Fourier accounting [42] based on
the (e, §)-DP curve (i.e., the divergence § curve with varying € in
Theorem 4.3) of each protocol run. Moreover, for location traces
that exhibit slow variation across rounds, the inherent sparsity in
their temporal changes can be leveraged to further reduce the Vk
factor, an approach analogous to that in [54]. We leave a detailed
exploration of this extension to future work.
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8.2 Relation to Differentially Private PIR

Private Information Retrieval (PIR [13]) aims to retrieve a data item
from a server-side public dataset without revealing the specific item
index. Besides the major line of PIR research based on information-
theoretic security [34, 35] or computational security[25], there is
also a line of work [1, 6, 49] that relaxes the disclosure requirement
in the differential privacy sense. However, these approaches operate
on a discrete index space and often require multiple servers, with
significant cryptographic operations on user/server sides. Addi-
tionally, their protocols prevent the server from learning the query
distribution, which can be important for improving the quality of
LBS. In contrast, our PLoDA protocol operates over a continuous
location domain, requires minimal adaptation on both the user and
server sides (compared to non-private settings), and can simultane-
ously support high-utility location distribution estimation.

9 Conclusion

This work studies location privacy protection from a novel ser-
vice failure perspective, emphasizing the risk of location service
failure due to privacy sanitation. We analyzed the intrinsic limi-
tations of existing formal protection methods (e.g., local DP, geo-
indistinguishability, and PIC shuffle model), and show that they
necessarily incur significant failure probabilities. Consequently, we
propose a new framework PLoDA that incurs zero failure probability
while preserving differential privacy. It employs classical techniques
of obfuscation, dummy, and anonymization, with shuffle DP analy-
ses. Experimental results demonstrate the supreme effectiveness
and efficiency of the PLoDA for location privacy protection.
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