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Abstract— Adversarial examples that can fool neural network
classifiers have attracted much attention. Existing approaches
to detect adversarial examples leverage a supervised scheme in
generating attacks (either targeted or non-targeted) for training
the detectors, which means the detectors are geared to the attacks
chosen at the training time and could be circumvented if the
adversary does not act as expected. In this paper, we bor-
row ideas from cryptography and present a novel approach
called pseudorandom classifier. In a nutshell, a pseudorandom
classifier is a classifier equipped with a mapping to encode
the category labels into random multi-bit labels, and a keyed
pseudorandom injective function to transform the input to the
classifier. The multi-bit labels enable attack-independent and
probabilistic detection if the input sample is adversarial. The
pseudorandom injection makes the existing white-box adversarial
example generation methods, largely based on back-propagation,
no longer applicable. We empirically evaluate our method on
MNIST, CIFAR10, Imagenette, CIFAR100, and GTSRB. The
results suggest that its performance against adversarial examples
is comparable to the state-of-the-art.

Index Terms— Adversarial examples, pseudorandom classifier,
attack-independent detection.

I. INTRODUCTION

EEP neural networks (DNNs) achieve state-of-the-art
performance on image classification, speech recognition,
and game-playing, among many other applications. However,
concerns over the security of DNNs greatly hinder DNNs’
wide adoption. Among all security problems, adversarial
example (AE) is perhaps the most significant one. AEs are
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carefully crafted inputs with small and imperceptible pertur-
bations, which cause a DNN to make a false prediction. Since
the emergence of AEs [1] for computer vision tasks, there
have been extensive studies on the AE attacks and defenses
[2], [3], [4], [5], [6]. AEs have been shown to be ubiquitous
and are likely unavoidable as long as we want classifiers to
achieve expected usability [7], [8], [9], [10], [11]. Therefore,
developing an effective method to defend against AEs is an
important topic. Adversarial defenses to date can be broadly
categorized into two branches: one aims to improve the model
robustness by ensuring the output is correct given an AE as
the input [12], [13], [14], [15]; the other one aims to detect
AEs [3], [16], [17], [18], [19], [20], [21], [22].

In this paper, our focus is on detection rather than robust-
ness. Existing detection mechanisms try to distinguish AEs
from natural samples based on what the adversaries can do.
The common methodology is to train a detector using a super-
vised scheme with natural samples and AEs generated using
assumed target attacks (e.g. PGD). The detector learns the
features that tell AEs and natural samples apart. However, the
effectiveness of detection depends on multiple assumptions,
such as the adversary is oblivious to the detection mechanism,
and/or the adversary’s strategy is predictable. They can be
easily bypassed if the adversary adapts its attack strategy based
on what the detector does, or use other attacks not anticipated
when training the detector.

The idea presented in this paper is fundamentally different.
Rather than relying on what the adversaries can do, our detec-
tion mechanism relies on what the adversaries CANNOT do.
The inspiration comes from cryptography. Designing protocols
that work in an adversarial environment has been a problem
investigated in cryptography for many years. Cryptographic
solutions for detecting adversarial behaviors often involve
designing a probabilistic test and utilizing some sort of infor-
mation asymmetry or computational intractability. Roughly
speaking, if the adversary wants to cheat, it must pass a
test that requires it to either know some secret (e.g., a cryp-
tographic key) or solve a hard problem (e.g., to find the
factors of a large integer); otherwise, its cheating behav-
ior can be detected with some probability. The detection
probability can be amplified to almost 1 by repeating the
test with independent randomness. Hence, by keeping the
secret secure and ensuring the hard problem is intractable,
we can detect the cheating adversary, no matter what else it
can do.
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A. Contributions

Our main contribution in this paper is a new cryptography-
inspired AE detection mechanism called pseudorandom
classifier. Our first observation is that since the data space
can contain not only valid natural samples but also invalid
samples, forcing a classifier to only output a legitimate label
is problematic. Hence we enlarge the label space, using a
random multi-bit encoding, to include new categories for
invalid samples. The random encoding also induces an attack-
independent probability of detecting invalid samples. We also
use a pseudorandom injective function (with a secret key) to
transform the input, so that the detection cannot be easily
bypassed by the adversary. Then, we can amplify the probabil-
ity by an ensemble of independent pseudorandom classifiers.
Pseudorandom classifiers are not just a theoretical concept.
We also show how to instantiate it with readily available
cryptographic building blocks. The performance of pseudo-
random classifiers is evaluated empirically using MNIST,
CIFARI10, Imagenette, CIFAR100 and GTSRB on L, and L
based adversarial perturbations. The results show our method
achieves or surpasses state-of-the-art results.

II. RELATED WORKS

Existing defenses against AEs can be categorized into
two types: counter-AE defenses and detection-based defenses.
Counter-AE defenses [23], [24] aim to correctly classify AEs.
They work by making models more robust so that AEs
are no longer misclassified. Detection-based defenses [25]
take a different approach. Rather than trying to classify AEs
correctly, they aim to detect AEs and reject classifying them.
In this section, we introduce common defensive techniques
that are widely used in both types of defenses. We also discuss
some specialized techniques that are unique to detection-based
defenses. This overview contextualizes our method within
the broader field and highlights the differences between our
method and existing approaches.

A. Defensive Techniques

Mainstream defensive techniques include adversarial train-
ing, gradient masking, and input transformations [26].

1) Adversarial Training: One approach for defending
against adversarial examples is to build a more robust classifier
through adversarial training [27], [28]. The idea is to expand
the training dataset to include adversarial examples along
with their true labels. This teaches the model to correctly
classify samples with adversarial perturbations. The adver-
sarial training examples can be generated by attack methods
[29] or separate generative models like GANs [30]. However,
models trained on specific adversarial techniques may still be
vulnerable to new, more advanced attacks [31]. For robustness,
adversarial training would need to cover almost all attack
techniques, which is computationally prohibitive [32].

2) Gradient Masking: Many white-box attacks rely on cal-
culating gradients of the model to craft adversarial examples.
Gradient masking defenses aim to thwart these attacks by
preventing attackers from obtaining useful gradient informa-
tion. For instance, Papernot et al. [33] introduced defensive

1811

distillation, which smooths the prediction outputs from an
existing DNN model. It then trains a new model on these
smoothed outputs and replaces the last layer with a revised
softmax function to conceal the model’s gradients [34]. How-
ever, defensive distillation has been shown to be fragile against
advanced attacks [35]. Athalye et al. [36] also demonstrated
that gradient masking can be bypassed through proper gradient
approximation. In Section VII, we provide a more detailed
discussion and analysis of our approach from the perspective
of gradient masking.

3) Input Transformation: Several works [37], [38], [39],
[40] use input transformations to mitigate adversarial pertur-
bations before feeding inputs into the DNN model. FS [41] is
a typical input transformation defense. By coalescing samples
that correspond to many different feature vectors in the original
space into a single sample, it reduces the search space available
to an adversary. MagNet [42] trains a reformer (autoencoder)
on clean data to purify AEs near the data manifold, along with
detectors to identify AEs far away using reconstruction error
and divergence metrics. During inference, MagNet screens out
detected inputs, reforms the remaining inputs, and classifies
the reformed inputs. Since this defense can be broken if the
attacker knows the parameters of the reformer, the authors
introduce randomness to strengthen MagNet by training mul-
tiple autoencoders and randomly picking one for each input.
However, Carlini et al. were still able to break this using
adaptive transferable adversarial examples [43]. After that,
more random input transformation defenses [44], [45], [46]
were proposed to improve robustness, but Tramer et al. [2]
showed these are still ineffective towards adaptive attacks.
Later, defenses like BaRT [47] resort to larger randomization
space, but Sitawarin et al. [48] broke these too. One explana-
tion for why random input transformations do not work well
against AEs is that they do not inherently make the model
more robust. Instead, they just introduce errors and variance
during inference. The observed “robustness” comes from these
errors, not the model learning to be more resistant to adver-
sarial examples [49]. Other studies have explored injecting
noise during training to improve model robustness against
adversarial attacks [50]. In particular, random smoothing [51],
[52], [53], [54] showed adding Gaussian noise to samples can
provide provable defenses in limited cases [55]. Building on
this, Salman et al. [56] applied a custom-trained denoiser to
a pre-trained classifier, converting it into a new smoothed
classifier provably robust to adversarial attacks under cer-
tain conditions. Most recently, Carlini et al. [57] utilized
a denoising diffusion probabilistic model as the denoiser,
achieving state-of-the-art certified robustness against L norm
perturbations.

Our method also utilizes the input transformation as one
building block, but it differs from existing random input
transformation defenses in a few key ways: i) For the same
input, our method always outputs the same prediction. This
is because we apply pseudorandom injection whose output
is deterministic once the key is fixed. Also, we connect
predictions from all models in the ensemble as the final
prediction instead of randomly selecting one prediction. ii)
Through pseudorandom injection used in our method, the
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TABLE I

COMPARISON OF DIFFERENT DETECTION-BASED DEFENSE METHODS ON DIFFERENT DIMENSIONS: (I) CLASSIFICATION TYPE SIGNING WHETHER
THE METHOD USES GENERATED AES IN TRAINING: SUPERVISED LEARNING (S) MEANS USING AES AND UNSUPERVISED LEARNING (U)
MEANS WITHOUT AEs. (I1) THREAT MODEL SHOWING THE METHOD’S ROBUSTNESS AGAINST ADAPTIVE ATTACKS (A), WHERE
THE ADVERSARY KNOWS THE METHOD, VERSUS NON-ADAPTIVE (N), WHERE THE ADVERSARY Is OBLIVIOUS. (Ii1) DNN
OPTIMIZATION LOSS FUNCTION USED TO TRAIN THE BASE MODEL: CROSS-ENTROPY (C), REVERSE CROSS-ENTROPY (R),

AND BINARY CROSS-ENTROPY (B). (Iv-IX) REFER TO THE DEFENSIVE TECHNIQUES DISCUSSED IN SECTION II,

WHERE (IX) LABEL ENCODING INCLUDES ONE-HOT ENCODING (O) AND MULTI-BIT ENCODING (M)

Detection Classification Threat DNN Adversarial Input Trans-  Auxilary Statistical Ensemble Label
Method Type Model Optimization Training formation Models Approach Encoding
MagNet [42] U N C . . . [0}
FS [41] U N C . (0}
NIC [34] U N C . . O
Pang et al. [59] U A R . (6]
LID [60] S N C . (0}
KD+DU [61] S N C . O
LNG [62] S A C . (0}
GAT [6] S A C . . . O
Ours U A B . ) M

transformed input retains all of the original input information.
Each encoded image can be perfectly decoded using the true
key. This differs from other techniques like adding noise or
squeezing, which permanently distort or discard information
from the original input.

4) Label Encoding: In our method, we use multi-bit label
encoding instead of the conventional one-hot encoding. This
looks similar to, but is actually quite different from the error-
correcting output code (ECOC) proposed by Verma and Swami
[58]. ECOC is designed to improve a classifier’s robustness,
not to detect AEs. It maps K classes into M-dimensional
binary code words in an error-correcting code. If the output
from the classifier for an example differs from the legitimate
codes, it will be corrected so that the example will always be
assigned to a class. The fundamental difference is that they
believe every example presented to the classifier belongs to a
legitimate class, while we do not (see Section III).

B. Detection-Based Defenses

There are two typical techniques used in detection-based
defenses: training auxiliary models and utilizing statistical
properties.

1) Auxilary Models: Several works have developed aux-
iliary models in addition to the base DNN model to detect
differences between clean samples and AEs. GAT [6] trains a
separate binary classifier for each class to detect AEs. During
training, each classifier is trained on positives from in-class
clean samples and negatives from AEs crafted to fool the
classifier. However, training on AEs can cause overfitting to
the particular attacks used for training, failing to generalize to
new attacks [63]. This is because the AEs generated during
training may not cover the full space of possible AEs an
attacker could create. In contrast, some auxiliary models only
observe clean sample behaviors during training. NIC [34]
works by modeling the normal distribution of activation values
and provenance channels for each layer using clean training
data. It then uses one-class classification to detect when an
input induces channel values that fall outside the learned clean
distribution, marking it as an adversarial example. It achieves
the state-of-the-art performance [64], [65].

2) Statistical Approach: Prior work has developed various
statistical properties to distinguish between clean samples from

AEs. These properties assess whether an input is sampled
from the training data distribution/manifold. Local Intrinsic
Dimensionality (LID) [60] calculated the distance distribution
of the input sample to its neighbors to assess the space-
filling capability of the region surrounding that input sample.
Empirically, AEs tend to have high LID values. Feinman et al.
[66] proposed Kernel Density (KD) and Bayesian Uncertainty
(BU). They observed that AEs subspaces usually have lower
density than clean samples. Both LID and KD-+BU train
classifiers using the proposed statistics to identify clean, noisy,
and AEs. Pang et al. [S9] used kernel density as a threshold
metric to detect AEs. They also modify DNN optimization to
learn representations that better separate normal and adver-
sarial inputs using reverse cross-entropy. A key challenge
of the statistical approach is how to define a high-quality
statistical metric that can clearly tell the difference between
clean samples and adversarial samples.

In addition, the success of many proposed detection-based
defenses [16], [34], [41], [60], [67], [68], [69] depends on
that the adversary is oblivious to the detection mechanisms.
Actually, these detection mechanisms are less effective than
their claims under adaptive attacks [2], [36], [43].

Table I summarizes key differences in adversarial detection
methods based on the above defensive techniques. We compare
the performance of GAT, NIC, FS with ours in Section VI.

III. AE DETECTION: THE PROBLEM STATEMENT

Without loss of generality, let us explain with the case of
binary classification. Consider an n-dimensional data space
U = [0, 1]* and two categories {0, 1}, such that each category
is associated with a subset D; C U and Dy N D = @.
We also assume, as in practice, that Dy and D; do not take
up the whole data space, i.e. there are invalid samples. For
example, the categories may be dog and cat images, but the
n-dimensional data space also contains many images that are
neither a dog or a cat (e.g. a bird, white noise etc.). Hence
we also define the valid space as Dy, = Do U D; and the
invalid space as it complement Dy, = U \ Dy, (as depicted
in Fig. 1(a)).

When we train a binary classifier C : [0, 1]" — {0, 1},
the training dataset Dy, is sampled from D,;. If well-trained,
the classifier learns how to distinguish samples from Dy and
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(a) The Data (b) Classifier
Space C

Fig. 1. The case of binary classification. The solid green, orange, and white
areas denote Dg, Dp, and invalid sample space respectively. The black line
is the classifier’s decision boundary. Shadowed areas denote invalid samples
that are given a legitimate label by the classifier.

(c) The e-noisy space Be(z)

D;. This is fine if we only use the classifier in a benign
environment where the samples to be predicted are all from
Dy,. However, in an adversarial environment, the samples to
be predicted may be maliciously crafted and come from the
invalid space. The learned decision boundary divides U into
two parts, and the classifier has no choice but to label invalid
samples with a label 0 or 1 (as depicted in Fig. 1(b)).

Given a valid sample x and a classifier C, an AE x’ is
defined as x’ € B.(x) and C(x") # C(x), where B (x) is the
e-noisy space {x'|x" = x + 6, |8l < €}. As we can see in
Figure 1(c), for any x € D;, B.(x) can be divided into four
different parts:

o Part I: B.(x) N D;. For any x’ in part I, the noise term §
does not change the semantics of the sample, and C can
correctly classify x’, i.e. the noise is ineffective.

e PartIl: D,,;N{x'|C(x") =i, x" € Be(x)}. Samples in this
area are invalid but classified into the original category
as x, i.e. the classifier is robust against the samples in
Part II.

o Part III: D,y N {x'|C(x") # i,x" € Be(x)}. Samples
in this part are AEs, i.e. the noise term now causes
misclassification on an unnatural sample.

o Part IV: B.(x) N Dy, i’ # i. Samples in this part are
“overly-perturbed” AEs: x is modified into a natural sam-
ple of another category and its semantics is completely
changed.

AEs are samples in Part III and IV. However, Part IV
AEs are not detectable or preventable, because they are
indistinguishable from natural samples (in the other category).
Defenses against AEs hence focus on detecting or tolerat-
ing samples in Part IIl. For example, robust classifiers (e.g.
by adversarial training) try to move the decision boundary
and minimize Part III (and maximize Part II).

In our paper, our focus is to detect samples in Part III, i.e.
when given an AE in Part III, we want our classifier to be
able to label it as “invalid” with a large probability.

IV. THE PROPOSED METHOD
A. Intuition

First of all, as we have seen in the previous section, when the
data space can include invalid samples, forcing a classifier to
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(1) = 10010 . Category 1 | Category 0

Ist bit | {l1,12} {ls,1a}
m(l2) — 11011 2nd bit | {la, I3} {l,la}
m(l3) — 01100 3rd bit | {ls, 13} {l1,12}
7(l4) = 00110 hbit | {0l L} | {l}

5thbit | {lo} {13, 14}

@) (b)

Fig. 2. Multi-bits labels: an example.

classify each sample into a legitimate category is problematic.
We also need to consider a category for the invalid samples,
in addition to the legitimate categories. For example, for the
binary classification problem, that means we could have three
categories: {—1,0, 1}, where —1 means “invalid”. Then the
classifier is capable of detecting AEs by labeling them as
invalid.

Having an invalid category is not enough. The first challenge
we face is that we may not always know what the attack is
at the training time. Using randomly generated data samples
or AEs generated by certain assumed attacks does not work
well, as they may not reflect the true distribution of the
invalid sample in the real attacks. Hence, if the adversary
uses a different strategy than assumed at the training time, the
detection can be ineffective. However, if we do not assume any
attacks and uses only natural samples in training a classifier
with the additional invalid category, then the trained classifier
is also unlikely to perform well because it has no idea what
is an invalid sample. To address this problem, we use a
random multi-bit label for each legitimate category and cast
the AE detection problem into detecting whether an input has
incompatible features.

The second challenge we face is the white-box attacks, such
as PGD and CW, that use gradients to direct the search of AEs.
They can easily avoid detection by optimizing towards a target
category and thus avoid being classified as invalid. To address
this challenge, we use pseudorandom injection functions to
transform the input before it enters the classifier.

The last challenge is how to ensure the detection probability
is high enough. For this, we use an ensemble of multiple
independent classifiers to amplify the detection probability.

B. Technical Details

Our design roughly resembles the common blueprint in
cryptography: the multi-bit labels give rise to an attack-
independent probabilistic test, the pseudorandom injection
functions ensure the test cannot be bypassed easily, and the
detection probability is amplified by an ensemble of pseudo-
random classifiers.

1) Multi-Bit Labels: An AE is often generated by modify-
ing a natural sample. It still looks like a sample in the original
category, but the victim classifier misclassifies it into another
category. Consequently, it has features of both the source and
target categories. If a sample is classified into category i but
also has features that do not belong to i, then it is likely to
be an AE. This is the idea behind the multi-bit labels.

Given an m-classification problem with labels {l, --- , [},
we define a deterministic mapping « : {l1,--- ,In} — {0, 1}4
that maps each label to a distinct random d-bit string, where
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Fig. 3. White-box attack towards pseudorandom injection.

2¢ > m. Then n(l;) is the multi-bit label of category I;
(1 <i < m), and each d-bit string not having a corresponding
category is a label for the invalid category. An example
is shown in Figure 2(a), which maps {/1,---,l4} to 5-bit
labels. Other bit patterns not shown, e.g. 00000, are labels
for “invalid”.

Each bit in the label corresponds to a binary classification
problem. An example is shown in Figure 2(b). Let us start
from the first bit in the table. The first bit of the new labels
of the categories /1,5 is 1, hence I, [, are combined into a
new category 1, and the categories I3, 4 are combined into a
new category 0. We can train a binary classifier that classifies
samples into the new 0/1 categories based on some features
F. For the simplicity of explanation, let us say /; has F if
l; is in category 1, and /; do not have F if [; is in category
0. Likewise, each of the other bits gives rise to a different
random binary partition of the original set of labels, thus a
different binary classification problem. The features in each
case Fi, - - - , Fy are also different. So if category /; is mapped
to a 5-bit label “100107”, it essentially says samples in / should
have features F; and F4, but not F,, F3 and Fs. When we
classify a sample, if the classifier outputs a label “10110”, then
the sample has features F; and F4. This combination does not
match any of the /;’s, so the sample is likely an AE.

In the above, we do not need to assume how exactly
the adversary would modify the natural samples into AEs.
Therefore, the detection is independent of the attacks. The
detection however is probabilistic, which means some AEs
could go through without being detected (maybe with a
significant probability). We will later show how the detection
probability can be amplified.

2) Pseudorandom Injections: Using only the multi-bit
labels, the detection mechanism can be circumvented by
using white-box attacks. To counter white-box attacks, we use
pseudorandom injective functions. In cryptography, a pseudo-
random function is a deterministic function of a key and an
input such that its output is indistinguishable from uniformly
random bit-strings. We make use of pseudorandom functions
that are injective. More precisely, let A be a security parameter
(the length of the key), then a pseudorandom injection ¢ :
{0, 1}* x [0,1] — [0, 1] takes a A-bit key and expand a
real number in [0, 1] into a randomly looking t-vector of real
numbers in [0, 1]. For x € [0, 117, ¢ (k, x) € [0, 17"*" means
that ¢ (k, -) is applied element-wisely to the vector x.

The intuition is depicted in Fig 3. With a pseudorandom
injection, the input to a classifier is not the natural input x,
but its transformed value y = ¢ (k, x). The adversary running
a white-box attack can utilize gradients to find y + &’ in the
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transformed data space. To map y + &’ back to the data space,
the adversary has a problem that with an overwhelming prob-
ability, y +¢8” does not have a pre-image and is independent of
samples in the sample space. Therefore, with an overwhelming
probability, y + &' is useless, in the sense the probability the
adversary can find the true adversarial example x + § given
y + &’ is almost the same if the adversary guesses without
y + &'. Formally, We have the following:

Theorem 1: Let ¢ : {0, 1}* x U — T be a pseudorandom
injection, x € U be a natural sample, and y = ¢(k, x) € T be
the image of x in the transformed data space. An adversary
who runs a white-box adversarial example attack Ag : T x
T has only negligible advantage in finding an adversarial
example x + § € U. That is,

Prlx =x +68|Y =y +6]=Prlx =x + 8] e,
where y + 8" < Ag(¢(k, x)),€ is negligible

Proof: We start from x as a single pixel which is encoded
as a byte, and is transformed by the pseudorandom injection
into ¢ bytes. There are two mutually exclusive cases: (1)
Case 1: ¢! (k, y+8') # L, i.e. y+6' found by the white-box
attack algorithm has a pre-image; (2) Case 2: the negation of
case 1, ¢ '(k,y+8) = L. Incase 1, Pr[X = x +§|Y =
y+6&'] = p for some p at most 1. In case 2, since the inverse
mapping is not defined, X = x + 8§ and ¥ = y + § are
independent, hence Pr[X = x+68|Y = y+68'] = Pr[X = x+4].
Overall, we have:

Pr[X =x+8|Y =y +6§] = 1)
Pr{(X = x + §|Y = y + §')|casel] - Pr[casel]

+ Pr[(X = x + 8|Y = y + §")|case2] - Pr[case2]
= p - Pr[casel] 4+ Pr[X = x + §] - Pr[case2] 2)

For each element in 7, because the mapping is random, the
probability that it has a pre-image (case 1) is |U|/|T| (here
| - | means the cardinality), and the probability not having a
pre-image (case 2) is 1 — |U|/|T|. In the case of 1 byte x to
t bytes y, Pr{casel] = 273¢~=D and Pr[case2] = 1 —278¢—D,
When ¢ is sufficiently large, 273¢~1 is negligibly small and
1 — 278¢=D s almost 1. Taking that into Eq.(2), we can
conclude Pr[X = x +8|Y = y+ 8] = Pr[X = x + 8] + e.
This conclusion can be extended to multi-byte x easily. [

Remark: Some readers may say the adversary can bypass the
pseudorandom injection by learning an approximate inverse
function that maps y + 8’ back to a point close to x + 8. This
however is impossible because such an approximate inverse
function contradicts to the fact we are using an injection and
the injection is pseudorandom. An analogy is that we can
create a mapping between the round fruit of a tree of the rose
family and the word “apple”, but there is no way to determine
what is an “appla” if there is no pre-defined mapping for this
word, even though the two words look similar.

3) Pseudorandom Classifier: A normal classifier is a func-
tion [0, 11" — {l, - - -, I,,}. To train such a classifier, a labeled
training set is used, such that each training sample in the
training set Dy, is a pair (x,y) where x € [0, 1]" is a data
sample and y is x’s label. We augment a classifier with a
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label mapping 7 and a key k of the pseudorandom injection ¢.
A pseudorandom classifier is then a function Cy : [0, 17" —
{0, 1}4.

To train Cy, each training sample (x, y) is transformed into
(¢(k,x), m(y)), and then the transformed pair is used as the
actual input and label in training the classifier. Recall that each
bit in the d-bit label 7 (y) corresponds to a binary classification
problem. To realize this, the classifier has d output nodes, and
we train by optimizing a multi-task objective:

d
min B y)e,, [ZL(%” yzﬂ :

i=l1
where y" = Co(p(k, x)), ¥y = (),

in which L is the binary cross entropy loss function.

The inference process starts by transforming a sample x
into ¢ (k, x), which is passed to the classifier, then the classifier
outputs y” € [0, 1]¢. The distance of y” to each valid label 1 <
i <m is calculated d; = ||y” — 7 (i)||, and the class with the
shortest distance is determined / = arg 1r<n1<n d;. A predefined

I1=m

threshold 7 is used, if d; < 7, x is labeled as I; otherwise, x
is labelled as invalid.

4) Ensemble: We use an ensemble of pseudorandom clas-
sifiers to increase detection probability. The ensemble has K
independent pseudorandom classifiers. Each classifier has a
different random mapping 7; and a different random key k;
for ¢. Given an invalid sample, if the probability of it being
labeled as invalid by the i-th pseudorandom classifiers is p;,
then the probability of it being detected by the ensemble is

1-T15,a = po).

C. Concrete Instantiation

In this subsection, we explain how to instantiate a pseu-
dorandom classifier concretely. In the next section, the
experiments were performed using a pseudorandom classifier
instantiated in this way.

To instantiate the multi-bit labels, we create a lookup table
7. For each class, ¢ bits in its label are set to 1. Then there are
(?) different possible labels, and we select m labels randomly
to build a lookup table. Of course, the labels can also be
instantiated in other ways as long as the label space is large
enough to accommodate all classes.

The pseudorandom injection ¢ is instantiated with
SHA-256, a cryptographic hash function that has a fixed output
length of 256-bit. We chose the key length to be 128-bit,
conforming to the recommended security level. Given a sample
X, we view it as a vector of bytes. Then the output & = ¢ (k, x)
is constructed as the following: for each byte x; in x, compute
h; = SHA-256(k||x;) where || means concatenation, then
append h; to h. If x is n bytes, the output /& is 32n bytes.

A pseudorandom classifier consists of a multi-bit labels
lookup table m, a random key for the pseudorandom injection
¢, and a neural network (NN). The input to the NN is ¢ (k, x)
(each byte is scaled to a real number in [0, 1]), and the
output layer of the NN corresponds to the multi-bit label.
The loss function, as mentioned earlier, is the binary cross
entropy. When using a pseudorandom classifier for inference,
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(c) Imagenette

Fig. 4.  Saliency Maps. For each pair of images, the left is the original
image and the right is its saliency map. Darker regions correspond to parts of
the image that most strongly influenced the model’s prediction, while lighter
regions had little influence.

we use L; distance for decision-making. Given the output
confidence vector from the pseudorandom classifier, we round
the confidence vector to a binary vector ¢’ first.

Then we compute the L; distance between ¢’ and each
legitimate multi-bit label. Given the distances between the
output vector and all labels, we choose the one with the
smallest distance as our decision. If the smallest distance
is lower than a given threshold t, we accept the decision,
otherwise reject (i.e., label the input as invalid and regard it
as an AE).

1) Discussions: Initially when training pseudorandom clas-
sifiers, we noticed that the model accuracy is significantly
lower than that of conventional classifiers. The degradation in
performance likely comes from the fact that the pseudorandom
injection breaks the continuity of pixel values: pixels of close
values are randomly mapped to values that can be far apart.
This could cause poor generalization. In order to address
the problem, we tweak the training process by using data
augmentation [70] and adding small Gaussian noise to the
transformed data ¢(k, x). These two are well-known tech-
niques for improving generalization. Although there is still
a gap, in Table V we can see that after the tweaking the
performance is tolerable.

Another related question is that since the transformed
data output by a pseudorandom injection is drastically dif-
ferent from the original, can pseudorandom classifiers learn
meaningful features? To answer this question, we borrow
methodologies from explainable machine learning [71], [72]
and generate saliency maps to show the importance of
each pixel in determining a model’s classification results.!
Some results obtained from pseudorandom classifiers (with-
out ensemble) are displayed in Figure 4. We can see from
the saliency maps that the important features come mostly
from the area bearing the target objects. The results suggest

ITo generate saliency maps, we use Integrated Gradients [71] with Noise
Tunnel [72] provided by Captumn (https://captum.ai/).
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TABLE I
DATASETS AND VICTIM MODELS

Dataset | # samples # classes image size model Arch.

MNIST 60000 10 28,28,1 LeNet
CIFARI10 50000 10 32,323 ResNet50
Imagenette 9469 10 224,224.3 ResNet50
CIFAR100 50000 100 32,323 ResNet50

GTSRB 39209 43 32,323 VGG19-bn

that pseudorandom classifiers can learn (or at least partially)
the correct semantics from transformed examples. This is
understandable as a pseudorandom injection is deterministic,
hence (1) the same pixel value is always mapped to the same
pseudorandom value, and (2) the mapping does not alter the
structural relations among pixels.

V. EXPERIMENT SETUP
A. Datasets & Models

We evaluated our method on several image classifica-
tion datasets: MNIST [73], CIFARI10 [74], Imagenette [75],
CIFAR100 [74], and GTSRB [76]. We trained victim models
on these datasets using standard architectures: LeNet [77] for
MNIST, VGG [78] for GTSRB, and ResNet [79] for CIFAR10,
CIFAR100, and Imagenette. The details of datasets and victim
models are listed in Table II.

B. Implementation of Psedurandom Classifiers

1) Multi-Bit Labels: For MNIST, CIFAR10, and Ima-
genette, we used 5-bit labels (d=5) with 2 bits set to 1 (t=2)
in each label. This resulted in lookup tables with 10 total 5-bit
labels. For GTSRB, we used 8-bit labels (d=8) with 4 bits set
to 1 (t=4), creating lookup tables with 70 total 8-bit labels. For
CIFAR100, we used 50-bit labels (d=50) with 2 bits set to 1
(t=2), resulting in lookup tables with 1225 total 50-bit labels.
The label encodings were designed based on the number of
classes and complexity of each dataset. To ensure diversity
across models in the ensemble, we generated distinct lookup
tables by scrambling the label mappings for each model.

2) Pseudorandom Injections: For MNIST, CIFAR10, Ima-
genette, and GTSRB, we used SHA-256 with a 128-bit key to
encode each color value. For example, each 1-byte color value
in a (28,28,1) shaped sample was transformed into 256 bits
(32 bytes), resulting in encoded samples of size (28,28,32).
For CIFAR100, we used SHA-512 with a 256-bit key due to
the larger number of classes and greater complexity of this
dataset compared to the others. We varied the hash function
based on the dataset complexity to balance security and utility.
Each pseudorandom classifier was associated with a different
key to ensure distinct encoded representations across models.

3) Training Details: For training, we used batches of
50 image-label sample pairs. The labels were encoded into
multi-bit ones using a lookup table unique to each model.
The images were augmented using TrivialAugment Wide
[70], a data augmentation technique, and then transformed
via our proposed pseudorandom injection method. Gaussian
noise (N(0,0.1)) was also added to the encoded images
before feeding them as inputs to the model. We trained

IEEE TRANSACTIONS ON INFORMATION FORENSICS AND SECURITY, VOL. 19, 2024

each model using the Adam optimization algorithm with
an initial learning rate of S5e-4, decaying it by 0.5 every
100 epochs. The models were trained for 150 epochs
(MNIST), 400 epochs (CIFAR10, GTSRB), 600 epochs (Ima-
genette), and 800 epochs (CIFAR100). This allowed the
models to learn mappings between the encoded images and
labels for each dataset.

4) Inference Details: To obtain a classification from the
model output, we first normalized each output value to
between 0 and 1 using the sigmoid function. Values greater
than 0.9 were rounded to 1, values less than 0.1 were rounded
to 0, and other values were rounded to 0.5. We then calculated
the L distance between the rounded output and each of the
legitimate multi-bit label encodings. The class corresponding
to the label encoding with the smallest L; distance to the
model output was selected as the classification result. If this
smallest distance was less than the threshold =, we returned
the predicted class. Otherwise, we rejected classification by
returning -1. The threshold t was set to 3 for CIFAR100,
which has a larger label space, and O for the other datasets.

C. State-of-the-Art Detections

We compared our method against three state-of-the-art
detection-based defenses: GAT [6] designed to withstand
adaptive attacks; NIC [34] achieving state-of-the-art detection
performance; FS [41] applying input transformations. While
most baselines have been bypassed by more advanced attacks
[2], [80], they still perform well against limited attackers
unaware of the defense. We reproduced these baseline methods
using their publicly available open-source code for a fair
comparison. We elaborate on those detection methods as
follows:

1) Generative Adversarial Training (GAT): GAT trains an
independent binary classifier for each class. Each binary classi-
fier is trained on natural examples from that class as positives.
The negatives are adversarial examples generated from natural
examples of other classes. GAT has two detection frameworks:
integrated classifier (GAT-]) and generative classifier (GAT-G).
GAT-1 framework trains the binary classifiers with a base
classifier that classifies natural examples correctly. During
inference, the input is first classified by the base classifier, and
then fed to the corresponding binary classifier. If the binary
classifier’s confidence score is below a threshold, the input
is rejected as an adversarial example. The GAT-G framework
does not have a base classifier. During inference, the input is
fed to all binary classifiers. If the highest confidence score
is below the threshold, the input is rejected. Otherwise, the
predicted class is the one with maximum confidence. Since
GAT loads all classifiers during inference based on its imple-
mentation,” it cannot scale to datasets with many classes. Thus,
we only evaluate GAT on MNIST, CIFAR10 and ImageNette.

2) Neural Network Invariant Checking (NIC): NIC trains a
set of models to capture the invariant distributions of each
layer in a base model when it processes normal images.
Specifically, it trains two types of models per layer: the value
invariant model that describes the normal range of activation

2GAT open-source code: https://github.com/xuwangyin/GAT-MNIST.
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values for that layer’s neurons, and the provenance invariant
model that describes which neurons in the next layer are
typically activated by that layer. Invariant models are trained as
a One-Class Classification (OCC) problem where all training
samples are positive. At test time, NIC passes input through
the base model layer by layer. At each layer, the invariant
models check if the activation values violate the invariant
distributions. Finally, the outputs from all invariant models
are aggregated through a joint OCC classifier. If the final
decision declares the input is out-of-distribution, NIC labels it
as adversarial.

3) Feature Squeezing (FS): FS coalesces inputs corre-
sponding to many different feature vectors in the original
space into a single sample during inference. Specifically,
FS squeezes each input sample by color bit-depth reduction
and spatial smoothing. The original and squeezed images are
then passed through the target model to obtain predictions.
FS calculates the L; distance between these predictions. If the
distance exceeds a predefined threshold, the input is declared
adversarial.

D. Threat Model

Threat models can be divided into two scenarios based on
the adversary’s knowledge of the detection mechanism:

The adaptive scenario assumes the adversary is aware of
the detection mechanism in place and knows the detection
scheme. This means the adversary can jointly attack both the
base model and detection mechanism. We evaluate GAT and
our method under this scenario. Here, black-box adversaries
have no access to the detector or model parameters. White-
box adversaries know the parameters of both the base model
and detectors, including the lookup tables used in our multi-bit
label method. Depending on whether the adversary steals the
keys for the pseudorandom injection, we further consider two
cases. In one the adversary knows the keys, and in the other,
the adversary does not.

The non-adaptive scenario assumes the adversary is unaware
of the detection mechanism and generates adversarial exam-
ples solely based on fooling the base model. Under this
scenario, both white-box and black-box adversaries create
adversarial examples targeting only the base model. Then
the detection performance is evaluated on those adversarial
examples. This scenario is less realistic, especially for black-
box adversaries that would craft adversarial examples using the
base model’s responses while ignoring the detector. Therefore,
we focus the evaluation of our method on the more practical
adaptive threat model. To allow comparison to prior work,
we evaluate FS and NIC under non-adaptive scenarios to match
their original threat model.

E. Attack Models

We use the following adversarial example generation meth-
ods to evaluate against white-box and black-box adversaries:
1) Projected Gradient Descent Attack (PGD) [28]: PGD
aims to find an AE x’ for an input x that satisfies the norm-
bound ||x" — x|lcc < €. Let S denote the Lo, ball of radius €
centered at x. The attacks start at a uniformly random point
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x) € S and generates x” with many iterations, and in each
iteration, it updates the generated sample as follows:

iy = JIxi + a - sign(ViLONNG), y)1 - (3)
S

where [] is a clipping operator that projects an input onto S.
o is step size, V represents the gradient, L is cross-entropy
loss, y is the correct label for x in untargeted attacks, and the
target label in targeted attacks.

2) Carlini-Wagner Attack (CW) [35]: Instead of maximiz-
ing the loss function L to calculate the gradients, CW aims to
find the smallest successful adversarial perturbation. That is,
it constructs an effective objective function f as follows:

f(x") = max(max{NN(x"); : i # t} — NN(x);, —k) (4)

where ¢ is targeted class, NN(x’); denotes the probability of
class ¢, and max{NN(x"); : i # t} represents the maximal
probability except class 7. The parameter « encourages to find
a x’ that will be classified as class ¢ with high confidence.

3) HopSkipJump Attack (HSJA) [81]: HSJA is a query-
based attack, in which the adversary crafts adversarial
examples by sending queries and observing corresponding
returned labels. It works by iteratively approaching the deci-
sion boundary between a natural sample (x, y) to be modified
and another sample (x;, y;) in another category. Each round
the algorithm outputs x’ that is classified as y; and the aim
of the algorithm is to find an x” with the least [x" — x| ,.
The performance evaluation metric we use here is the final
output’s L, distortion ||x” — x||2, which reflects the difficulty
of the attack in the presence of detection mechanisms.

4) Transfer-based Attack [82]: Tt has been shown that AEs
generated for attacking one model could attack other models
that do the same task. Here, we trained shadow models using
the same training dataset and model architecture listed in
Table II in a normal way. Then we applied CW and PGD
attacks on the shadow models to generate AEs.>

The perturbation bounds are set according to the literatures
[28], [83], [84], and [85]. Namely, the L, threshold is 3 for
MNIST and Imaganette, 128/255 for CIFAR10, CIFAR100
and GTSRB. The L threshold is 0.3 for MNIST, 4/255 for
Imagenette, and 8/255 for CIFAR10, CIFAR100 and GTSRB.

All experiments were conducted on two servers. One is
equipped with 4 Xeon Gold 5122 3.6GHz 4-core processors,
128 GB of RAM, and 4 TITAN Xp GPU cards. The other one
has 2 Xeon Gold 6326 2.9GHz 16-core processors, 256 GB
of RAM, and 4 NVIDIA RTX 3090 GPU cards.

FE. Performance Metrics

Since the outcome of classification is 3-valued (correct,
wrong, invalid), we cannot use metrics for binary outcomes
such as precision and recall. Given a mechanism f, when
using a set of natural samples D as the input, the metrics are
(1) Accuracy (ACC): the portion of the sample being correctly
classified, i.e. H(x’y)l(x’y‘);lp’f(x):y”; (2) False Invalid Rate

3We used Adversarial Robustness Toolbox (ART) v1.6 for both attacks
(https://github.com/Trusted-Al/adversarial-robustness-toolbox).
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TABLE III
MULTI-BIT LABELS’ PERFORMANCE: RANDOMLY GENERATED AES
method MNIST CIFAR10
ER DR ER DR
11-Cat. classifier | 0.00034 0 0.89988 0
4 1 0.00004 | 0.93846 | 0.00220 | 0.91157
5 | 0.00005 | 0.97747 | 0.00236 | 0.89473
multi-bit labels| 6 | 0.00002 | 0.98019 | 0.00193 | 0.89595
7 | 0.00004 | 0.97101 | 0.00380 | 0.77554
8 | 0.00007 | 0.93457 | 0.00340 | 0.88859

(FIR): the portion of the sample being incorrectly classified

as invalid. i.e. [, ) Cx, )’)E? , f )="Invalid” }|

When using a set of perturbed samples D' =
{(x', M|(x,y) € D,x’ = x + 8} as the input, the metrics
we use (except for the HopSkipJump black-box attack, see
later section) are: (1) Error Rate (ER): the portion of samples

in D’ that are successful AEs causing misclassification, i.e.
(' WG )eD' " sl SOAy SEOEIVEITY (9 Deection
Rate (DR): the portion of AEs (i.e. Part III + Part IV) belng
HE DIGED Ix'—x| <€, f(x)#£y, f(x)="Invalid"}|
detected,i.c. O I ED W —xl<e, f () EY] :

VI. EVALUATION RESULTS

A. Ablation Study

1) Multi-Bit Labels: Multi-bit labels were proposed to allow
us to train a detector without assuming a particular attack.
We created ablated models that used the multi-bit labels but
without the pseudorandom injection function. Each model was
trained using training samples whose labels were transformed
(i.e. (x,m(y))). We trained multiple models and varied the
label bit-length from 4 - 8. As a comparison, for each dataset
we also trained a model with 11 categories (10 normal
categories plus “invalid”). The model was trained with the
training dataset plus images labeled as invalid whose pixel
values were uniformly sampled at random.

To evaluate the models, for each dataset (MNIST and
CIFAR10), we randomly sampled 1000 samples from the test
set, then randomly perturbed each sample with noise whose
L norm was bounded by a threshold € (0.3 for MNIST, 8/255
for CIFAR10). From each sample, we obtained 100 noisy
samples, so in total 100,000 attack-independent noisy samples
for each dataset. Then the noisy samples were classified by
the classifiers. The results are shown in Table III. As we
can see, although the 11 categories classifier has an invalid
category, it did not detect any noisy samples, and some
noisy samples eventually caused misclassification. When using
multi-bit labels, the classifiers could detect a large portion
of AEs (DR is high), and the portion of noisy samples that
caused misclassification is small (ER is low). Increasing the
bit-length of the label has some impact on ER and DR, but
not significant, especially when > 6.

2) Ensemble: To study how the number of classifiers affects
the performance in more details, we compared the result when
using ensembles (of pseudorandom classifiers) whose sizes
varies from 1 - 5. Each model was trained with 5-bit labels.
The test were done on noisy samples generated in the same
way as above. The results are shown in Table IV. As we can
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TABLE IV
PERFORMANCE OF ENSEMBLES
#model MNIST CIFAR10
ER DR ER DR
1 0.01926 | 0.96949 | 0.00356 | 0.72338
2 0.00090 | 0.99894 | 0.00009 | 0.99612
3 0.00018 | 0.99980 | 0.00001 | 0.99971
4 0.00002 | 0.99997 0 1
5 0.00001 | 0.99999 0 1

see, more models means higher detection probability and less
misclassification.

B. Performance on Natural Samples

This section shows the performance of our method on
natural sample inputs using ensembles of different sizes.
We tested on the test sets of each dataset and compared
them to GAT, FS, and NIC. For GAT and FS, we tuned
the threshold, and for NIC, we tuned the parameters of its
joint OCC classifier, so their accuracy was closest to ours.
The results are shown in Table V. By adjusting parameters,
we aligned the methods’ accuracies. In most cases, FS and
NIC mislabeled fewer natural samples as “invalid” (FIR) than
our method and GAT. Our method is more or less the same
FIR as GAT. The results also show that when the number
of classifiers increases, the classification accuracy decreases.
Hence there is a trade-off between utility and security. How
to improve the utility is an interesting future work.

C. Performance Under Black-Box Attacks

This section shows the performance of our method against
two black-box attacks. The first attack we evaluated is HSJA.
Specifically, we randomly sampled 100 images from the test
sets of MNIST, CIFAR10, CIFAR100, GTSRB, and 30 from
Imagenette due to slower attack speeds for larger images.
For each image, we limited the attack to 10,000 queries and
calculated the median L, distortion. Table VI displays the
results. Our method used an ensemble of 3 pseudorandom
classifiers, with parameters of other detection mechanisms set
to match accuracies in Table V. As we can see, the median
distortion required to fool our method is higher than other
detection techniques, with the exception of Imagenette (row 3
of Table VI). For Imagenette, NIC achieved NaN distortion
since it detected all AEs - so the exact distortion could not
be measured. Importantly, HSJA cannot generate successful
attacks against NIC, since NIC is evaluated in non-adaptive
scenarios, where AEs crafted by HSJA to fool the base model
rather than NIC itself. However, the distortion induced by
our method on Imagenette is still noticeably larger than other
techniques. It demonstrates our method is more difficult to
attack than others.

There are two main reasons why our approach is effec-
tive. First, unlike other detection methods that use one-hot
encoding, our approach utilizes multi-bit encoding to represent
each class. With one-hot encoding, each of the classes is
signed as a m-length vector with a single element set to 1,
while all other elements are 0. In contrast, with multi-bit
encoding, each class is represented as a vector with d features,
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TABLE V
ACCURACY AND FALSE INVALID RATE ON NATURAL SAMPLES (THE TOP-2 FIR ARE IN BOLD FONT)
Dataset #model Ours GAT-1 GAT-G FS NIC
ACC FIR ACC FIR ACC FIR ACC FIR ACC FIR
1 0.9866 | 0.0093 | 0.9866 | 0.0110 | 0.9865 | 0.0100 | 0.9865 | 0.0081 | 0.9853 | 0.0076
2 0.9813 | 0.0173 | 0.9816 | 0.0169 | 0.9813 | 0.0163 | 0.9811 | 0.0152 | 0.9813 | 0.0117
MNIST 3 09773 | 0.0217 | 0.9792 | 0.0195 | 0.9777 | 0.0203 | 0.9771 | 0.0207 | 0.9784 | 0.0147
4 0.9748 | 0.0244 | 0.9753 | 0.0235 | 0.9743 | 0.0242 | 0.9746 | 0.0233 | 0.9756 | 0.0175
5 0.9709 | 0.0283 | 0.9675 | 0.0320 | 0.9706 | 0.0284 | 0.9707 | 0.0273 0.972 0.0211
1 0.8866 | 0.0832 | 0.8872 | 0.0841 | 0.8646 0 0.8864 | 0.0510 | 0.8883 | 0.0315
2 0.8510 | 0.1369 | 0.8525 | 0.1252 | 0.8506 | 0.0415 | 0.8508 | 0.1070 | 0.8506 | 0.0726
CIFAR10 3 0.8210 | 0.1710 | 0.8117 | 0.1713 | 0.8224 | 0.1000 | 0.8208 | 0.1491 | 0.8171 | 0.1090
4 0.8066 | 0.1870 | 0.8117 | 0.1713 | 0.8089 | 0.1217 | 0.8064 | 0.1678 | 0.8066 | 0.1214
5 0.7947 | 0.2003 | 0.7835 | 0.2022 | 0.7951 | 0.1446 | 0.7945 | 0.1841 0.791 0.1389
1 0.8501 0.1327 | 0.8501 0.1243 | 0.8501 0.1014 | 0.8496 | 0.0504 | 0.8509 | 0.0529
Imagenette 2 0.7954 | 0.2015 | 0.7954 | 0.1880 | 0.7954 | 0.1801 | 0.7949 | 0.1080 | 0.7959 | 0.1123
3 0.7658 | 0.2331 | 0.7658 | 0.2226 | 0.7658 | 0.2173 | 0.7653 | 0.1385 | 0.7651 | 0.1475
1 0.6855 | 0.0023 - - - - 0.6853 | 0.0900 | 0.6822 | 0.0928
CIFAR100 2 0.6718 | 0.2027 - - - - 0.6716 | 0.1063 | 0.6747 | 0.1011
3 0.6018 | 0.3464 - - - - 0.6016 | 0.1907 | 0.6028 | 0.1822
1 0.9383 | 0.0461 - - - - 0.9381 0.0278 | 0.9353 | 0.0319
GTSRB 2 0.9256 | 0.0637 - - - - 0.9254 | 0.0406 | 0.9236 | 0.0437
3 0.9168 | 0.0751 - - - - 0.9166 | 0.0494 0.917 0.0504
TABLE VI TABLE VII
HOPSKIPJUMPATTACK PERFORMANCE (MEDIAN Ly DISTORTION ON 3 TRANSFER-BASED ATTACKS PERFORMANCE
PSEUDORANDOM CLASSIFIERS) Dataset | Method CW PGD
Dataset Ours GAT-1 GAT-G ES NIC ER DR ER DR
MNIST 6.726 5.480 5.811 1.891 1.262 GAT-G | 0.001 | 0.969 0 1
CIFAR10 3.393 2.510 2.302 0.677 | 0.229 GAT-I 0.001 0.975 0 1
Imagenette | 56.056 | 40.447 | 38.756 | 2.907 | NaN MNIST FS 0.008 | 0.741 | 0.002 | 0.985
CIFARI00 | 5.007 B s 0.117 | 0.103 NIC 0.005 | 0.843 | 0.007 | 0.947
GTSRB 5.649 - - 0214 | 0215 Ours 0 1 0 1
GAT-G 0 NaN | 0.003 | 0.750
GAT-1 0.001 | 0.937 | 0.024 | 0.974
CIFAR10 FS 0.032 | 0.757 | 0.094 | 0.830
where ¢ specific features are set to 1. That means adversarial NIC 0.001 | 0.992 | 0.053 | 0.904
examples crafted to fool our method must simultaneously Ours 0 ! 0.021 | 0.940
. . . . GAT-G 0 1 0 1
activate multiple predefined features for a given class. While GATI | 0007 | 0993 | 0.005 | 0.995
ECOC [58] also uses multi-bit encoding, our approach applies Imagenette FS 0.080 | 0.909 | 0.376 | 0.216
it differently. ECOC aimed to classify all samples, including NIC | 0.021 | 0956 | 0 1
. . . . Ours 0 1 0 1
AEs, into valid labels. In contrast, we leverage invalid labels GATG - - - -
to detect AEs. So for our method, successful AEs must strictly GAT-1 - - - -
satisfy specific features in order to be classified into one of CIFARI00 FS 0.027 | 0.035 | 0.211 | 0.268
. . . . . NIC 0 1 0 1
the valid classes. Second, we use a sigmoid function with a Ours 0 | 0 1
rounding scheme rather than softmax to normalize the output. GAT-G N - . -
This causes adversaries to not only activate certain features but GAT-1 - - - -
also deactivate others to make L distance below the threshold. GTSRB §ISC 8:8(2)2 O.é)SO 8:(2)12 0_5?52
In this way, our method requires adversaries to induce more Ours 0 1 0 1

intricate perturbations to beat the detection compared with
others.

The second attack we evaluated is Tranfer-based attack.
Specifically, for each dataset, we generated 1000 AEs on
shadow models to test whether those AEs can be detected.
We show ER and DR in Table VII (3 pseudorandom classifiers
for our method, others with matching accuracy).

As we can see, on MNIST, ImageNette, CIFAR100, and
GTSRB, our method detected all AEs under both CW and
PGD attacks, outperforming others. Especially on GTSRB, our
method achieved detection rates of 1 for both attacks, much
higher than NIC (0.88, 0.852) and FS (0, 0). On CIFARI10,
the PGD attack was more effective. GAT-G attained the best
performance with the lowest ER of 0.003. Our method (0.021)
performed slightly better than GAT-I (0.024) and markedly

better than NIC (0.053) and FS (0.094). That means our
method could mitigate the transferability phenomena.

This is because multi-bit label encoding induces invalid
labels, requiring carefully crafted perturbations to activate
specific valid labels. One may argue that the perturbations
generated on one-hot encoding struggle to transfer to our
classifier. Thereby, we consider a more adaptive transfer
attack [86], training the shadow model using our method
without the pseudorandom injection, i.e. ensembled classifiers
sharing lookup tables. As shown in Table VIII, changing the
shadow models enhances transfer-based attacks. Especially on
GTSRB, increasing ER from 0 to 0.021 and 0.02 for CW and
PGD attacks respectively. However, the DR of our method was
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TABLE VIII
ADAPTIVE TRANSFER-BASED ATTACKS PERFORMANCE
Dataset W PGD
ER DR ER DR

MNIST 0.002 | 0.998 0 1
CIFAR10 0.001 | 0.992 | 0.004 | 0.973
Imagenette 0 1 0 1
CIFAR100 0 1 0.001 | 0.999

GTSRB 0.021 | 0.894 | 0.020 | 0.938

still higher than that of other detections (in Table VII). Thus,
our method demonstrated excellent resilience against transfer-
based attacks by detecting almost all AEs even with adaptive
shadow models.

D. Performance Under White-Box Attacks

We consider two cases differ in whether the adversary
knows the pseudorandom injection keys.

In the first case, the adversary does not know the keys, so it
conducts a random-key attack. In the attack, a random key &’
for each pseudorandom injection is used. Then the adversary
transforms a sample x into ¢(k’, x). The adversary then
applies CW or PGD attacks (each attack runs 100 iterations)
using ¢ (k’, x) as the input and obtains ¢ (k’, x)+3§. Finally the
adversary maps ¢ (k’, x) + 8 € [0, 11"*! back to x" € [0, 1],
and outputs x’. This inverse mapping operation is done by
first dividing ¢ (k’, x) +§ into n blocks (each block is a vector
€ [0, 11). Then for each block B;, we set xlf = a such that
(1) ¢(k', a) is the closest value to B;, and (2) the generated
adversary example x’ respects the perturbation limits, i.e.
|x" — x|l, < €. In the PGD attack, the second constraint is
satisfied by requiring |a—x;| < €, so that ||x’ — x||oc is within
the pre-defined threshold €. In the CW attack, to ensure the
perturbation is within the L, threshold, we start from xlf that
has the largest difference, i.e. with the max ||xlf —x;|l2, replace
x; with x/, then subtract ||x; — x;||2 from the budget €, until
the budget runs out.

In the second case, the adversary knows the keys, so it
conducts the attack exactly as above except using the true
keys (i.e. k instead of k’).

For each attack instance, we used 1000 samples randomly
sampled from the test set. For each sample, we generated
m — 1 targeted samples, each for another category that differs
from the sample’s original category and starts with random
initialization. We used ensembles of 3 pseudorandom classi-
fiers for our method in the experiments. The results can be
found in Table IX.

As we can see, for MNIST, GAT-G and our method (when
the adversary does not know the pseudorandom injection key)
performs the best, with an ER of 0. Also, we can see the CW
attack is more effective against our method when the adversary
knows the pseudorandom injection keys. However, the attack
success rate (0.017) remains lower than that of GAT-I (0.0497).
The PGD attack did not produce any successful AEs against
our method (all output images were correctly classified by our
method), hence the DR is NaN (denominator is 0). We had
a further look into the process. We found that in the PGD
attack, given ¢ (k, x) as the input, the output from the attack
¢(k,x) + § was quite different from the input (on average
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TABLE IX

WHITE-BOX ATTACKS PERFORMANCE. FOR OUR METHOD, r AND t MEAN
RANDOM OR TRUE KEYS WERE USED IN THE ATTACK

W PGD
Dataset Method ER DR ER DR
GATG 0 T 0 T
GATT | 0.0497 | 0.9496 | 0.0060 | 0.9939
FS 0.0015 | 0.9982 | 0.0050 | 0.9928
MNIST NIC | 00121 | 09856 | 00433 | 0.9377
Ours (r) 0 1 0 NaN
Ours () | 0.0170 | 08974 | 0 NaN
GAT-G | 0.0151 | 0.6046 | 0.0664 | 0.6529
GATT | 0.0238 | 09741 | 0.1397 | 0.8257
ES 0.0191 | 09776 | 0.5776 | 0.4223
CIFARIO | Ny | 00662 | 09269 | 0 1
Ours (1) 0 1 0 NaN
Ours (t) 0 1 0 NaN
GAT-G | 0.0008 | 0.9550 | 0.0010 | 0.9513
GATI | 0.0064 | 09926 | 0.0033 | 0.9952
Imagenctte | FS 0.0454 | 09542 | 0.6700 | 0.0242
NIC | 0.0466 | 0.9530 | 0.0046 | 0.9933
Ours (1) 0 1 0 1
Ours (1) 0 1 0 1
GATG - - - -
GAT ; ] ] ]
FS 0.1311 | 07563 | 0.5680 | 0.1670
CIFARIOO | e | 00100 | 0.9814 | 0.0302 | 0.9557
Ours (r) | 0.0191 | 0.9808 | 0.0175 | 0.9824
Ours () | 0.0195 | 09803 | 0.0458 | 0.9541
GATG - - - -
GATI ] - - -
FS 0.9771 0 | 0692 | o0
GTSRB NIC | 05092 | 04788 | 0.1780 | 0.7427
Ours (1) 0 1 0 1
Ours () | 0 1| 00005 | 0.9940

90% of the byte values were different). We also observed that
with a high probability (> 0.99) the output could produce a
different label than the original one, i.e. f(¢(k,x) + §) #
m(y)). However the changes could not be back-propagated to
the images: inverse mapping of ¢ (k, x) + & would result in an
image that is almost identical to the original image x. This is
why the final output x’ was all classified correctly. The results
confirmed our intuition that pseudorandom injection can make
white-box attacks ineffective.

For CIFAR-10 and Imagenette, our method consistently
outperforms others. On CIFAR100, our method achieves very
good performance against the CW attack with ERs of 0.0191
(random keys) and 0.0195 (true keys), which largely outper-
forms FS with a 0.0497 ER, and is comparable to NIC with a
0.01 ER. Also, PGD is more effective against our method when
the adversary knows the keys. However, with random keys, our
method still performs the best among all methods. On GTSRB,
our method detects almost all adversarial examples, while FS
and NIC detect none and around 50% respectively. This is
likely because our method achieves high utility on GTSRB (in
Table V). To match this utility, the threshold for FS is so low
that it cannot distinguish adversarial examples from natural
samples. NIC performs better than FS but still has limited
detection. In summary, when attackers lack the pseudorandom
injection key, our method achieves the best performance on all
datasets. With the true key, the attack effectiveness improves
but remains limited. This is because pseudorandom injection
maps images from the original space to a higher dimensional
space. During attacks, adversaries need to map all points from
this high-dimensional space back to the lower-dimensional
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TABLE X

WHITE-BOX ATTACKS WITH THE NEW INVERSE MAPPING OPERATION
(r AND t MEANS RANDOM OR TRUE KEYS WERE
USED IN THE ATTACK)

CW PGD
Dataset Method ER DR ER DR
Ours (1) 0 1 0 1
MNIST 1 Ours (1) | 0.0173 | 0.8979 | 0.0003 | 0.9996
Ours () 0 1 0 1
CIFARIO | Sivi | g 1| 00005 | 0.9890
Imagenette Ours () 0 | 0 |
g Ours (t) 0 1 0 1
Ours (r) | 0.0191 | 0.9808 | 0.0176 | 0.9823
CIFARIO0 | 6urs 1) | 0.0195 | 09803 | 0.0458 | 09541
Ours (1) 0 1 0 1
GISRB | Jivi | g | 0 1

original space. Since one-to-one mapping is infeasible, attack-
ers cannot accurately map all high-dimensional points back
to the original space. This makes successful attacks difficult,
consistent with our Theorem 1.

One may argue that the good results in Table IX are
largely due to the inverse mapping suppressed the changes
made by the attack algorithms. We hence also tested with
another inverse mapping strategy. We changed condition (1),
such that now for each block B;, it is only mapped to x; if
B; = ¢ (k, x), i.e. the attack algorithm did not modify it at all;
if B; # ¢(k, x), we require B; to be mapped to a value a # x;
such that ¢ (k, a) is the closest value to B;. Using this inverse
mapping, almost all the byte values in an image x" produced
by the PGD attack are different from x. The performance of
the white-box attacks with the new inverse mapping is shown
in Table X. As We can see, the attacks only have limited
improvement in PGD attacks. We have designed and tested a
more complex adaptive attack algorithm, but it was also not
effective (see discussion and results in Section VII).

VII. DISCUSSIONS

Although we evaluated adaptive attacks, a key question
remains: are those adaptive attacks effective enough? Many
works [12], [36], [43], [48], [86] have focused on designing
more effective adaptive attacks, offering new perspectives to
rethink our evaluations. In this section, we take the viewpoint
of an adaptive attack designer to re-examine our evaluations.
Specifically, building on two state-of-the-art works focused on
adaptive attacks [12], [36], we discuss whether the attacks
evaluated in Section VI were rigorous enough, and if more
advanced and effective adaptive attacks could compromise our
method.

A. Guidelines for Adaptive Attacks

Trammer et al. [12] proposed six themes that all defense
evaluations should follow when designing adaptive attacks and
assessing robustness. We discuss these themes and how our
evaluations incorporate them:

« Strive for simplicity. This is the main theme in the paper
— emphasizing the priority of simplicity when construct-
ing adaptive attacks and introducing the following themes
to simplify yet strengthen attacks specifically.

o Attack the full defense. Any components, especially
preprocessing functions, should be targeted if possible.
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Our evaluation follows this by targeting all components
of our defense method: the ensemble of pseudorandom
classifiers, pseudorandom injection with true keys, and
lookup tables for multi-bit encoding.

o Identify and target important defense parts. For
complex defenses with many sub-components, inspecting
these parts to find the ones that truly enable defense can
simplify and strengthen attacks. To do it, we performed
an ablation study in Section VI-A to analyze how multi-
bit encoding and ensembling contribute to our method.
In Section VII-B, we elaborated on the gradient mask-
ing caused by pseudorandom injection. We identify that
multi-bit encoding could detect AEs against the black-
box attacks, ensemble enhanced it and pseudorandom
injection makes it robust against white-box attacks.

« Adapt the objective to simplify the attack. Adapting
the attack objective (loss function) to its best could let
the attack craft successful adversarial examples easily.
We adapt the attack objective function of both PGD and
CW to our method as follows. For PGD (Eq. 3), we use
binary cross entropy as the loss f. For CW (Eq. 4),
we modify the NN(x) term representing the confidence
score to be the distances between the model output and
those valid labels. When calculating distances, we use
L, norm instead of L; norm to smooth the objective
function. We set k = 0.1, matching the L; distance
threshold T = 0. Furthermore, since untargeted attacks
easily fall into invalid space, we perform multi-targeted
attacks by generating m — 1 targeted samples per input
in Section VI-D.

o Ensure the loss function is consistent. This theme
states that the attack loss function should align with the
attack target. We verify that our adapted loss functions
are consistent with pseudorandom classifiers. For PGD
attacks, using binary cross entropy as the L is consistent
with the loss function used to train the pseudorandom
classifiers. For CW attacks, modifying the confidence
score term to be distance and matching « with the
distance threshold t makes the attack objective function
consistent with multi-bit encoding.

o Optimize the loss function with different methods.
Given a useful loss function, choosing an appropriate
attack algorithm is critical. Rather than selecting a single
best algorithm, we evaluated a diverse range of attacks,
including decision-based (HSJA), transfer-based (CW and
PGD), and gradient-based (CW and PGD) attacks.

« Use a strong adaptive attack for adversarial training.
This theme states that if the attacks used in adversarial
training fail to reliably find AEs, the defense will not
withstand stronger attacks. However, this consideration
is beyond the scope of our work, since our method does
not involve adversarial training.

Overall, our adaptive attacks used in Section VI satisfy those
themes.

B. Gradient Masking

In pseudorandom classifiers, we use a pseudorandom injec-
tion function to counter white-box attacks. It works by making
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gradients useless for generating adversarial examples. In the
past, many defenses targeting the gradient were proposed
[60], [87], [88]. However, Athalye et al. [36] developed
three adaptive attack techniques to circumvent them. Here,
we discuss the feasibility of each adaptive attack technique on
a pseudorandom classifier:

« Expectation over Transformation (EOT). It is designed
toward stochastic gradients caused by random noise-
based defenses. In those defenses, random noise is
sampled at runtime from a distribution and is added to
the base model parameters or the input. In this way,
the same input could result in different gradients each
time querying the base model. AEs generated using those
gradients would fail to attack due to different noise
injection EOT attack works by estimating the expected
gradients from multiple gradients computed in multiple
runs using the same input. The expected gradients can
make random noise-based defenses ineffective. However,
our method is different. The pseudorandom injection
is deterministic once the key is fixed, i.e. one input
corresponds to only one transformed input. The idea of
using the pseudorandom injection is to prevent gradients
from back-propagating to the original input, rather than
make the gradient uncertain. Hence collecting multiple
gradients from multiple runs does not help.

o« Backward Pass Differentiable = Approximation
(BPDA). It is designed towards shattered gradients,
which is caused by non-differentiable operations [36].
BPDA finds a differentiable approximation to replace
non-differential layers on the backward pass to generate
AEs. Following this idea, we investigated whether the
pseudorandom injection function (when knowing the
key) can be replaced by a differentiable function. The
pseudorandom injection ¢ (k, -) maps an scalar in [0, 1]
to a vector [0, l]d deterministically, which means we
can also regard it as d mappings ¢y, ..., ¢g such that
each ¢; : [0, 1] — [0, 1] maps a scalar to a scalar (in
the i-th slot of the d-length vector) deterministically.
For example, in our instantiation, the pseudorandom
injection ¢ (k,-) maps a byte to a 256-bit (32 bytes)
string, which we can regard as 32 mappings from bytes
to bytes. We can enumerate all byte values b € {0, 1}8,
and corresponding ¢; (k, b). Then for each ¢;, we can
interpolate a polynomial using (b, ¢; (k, b)) pairs. We can
use these polynomials to approximate the pseudorandom
injection function. However, this does not work, because
the approximation leads to exploding gradients. We show
the plot of one of the polynomial functions and its
gradient in Figure 5. As shown in Figure 5, the value of
the gradients ranges from 10720 to 102%°, which cannot
be handled properly through backpropagation.

« Reparameterization. The idea is that since there is
an operation that projects samples to some manifold
in a specific manner, we could design a function to
return points exclusively on the manifold. In our method,
although the pseudorandom function maps the sample
into a higher-dimension space, which leads to exploding
gradients, an adversary could choose to only focus on
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Fig. 5. Approximated polynomial function (the above) and its gradients
function (the below).

TABLE XI

ADAPTIVE ATTACKS PERFORMANCES (f MEANS TRUE KEYS WERE USED
IN THE ATTACK)

CwW PGD
Method PR T ER DR
MNIST Ours (t) 0 1 0.0002 | 0.9997
CIFARI10 Ours (t) 0 1 0 1
Imagenette | Ours (%) 0 NaN 0 1
CIFAR100 | Ours (t) 0 NaN 0 1
GTSRB Ours (t) 0 1 0.0005 | 0.9942

the part holding valid samples instead of all, which is
just what white-box attacks in Section VI-D did.

As we can see from the above discussion, EOT and BPDA do
not apply to our method.

C. Advanced Adaptive Attack Algorithm

Inspired by Reparameterization, we design an adaptive
attack. The idea is to update each step with values whose trans-
formed values is nearest to gradient-updated input, in the hope
that the pseudorandom injection function could be bypassed.
More specifically, given a sample x, we take its transformed
form ¢(k,x) as the input to the neural network, then for
each attack iteration, we divided gradient-updated input into
n blocks. For each block, we find a value satisfied two con-
ditions simultaneously: (1) within norm threshold (2) has the
smallest distance with corresponding gradient-updated input,
to replace corresponding values in x to form X. Specifically,
we use the inverse mapping operations InverseMap (PGD) and
InverselmpMap (CW) shown in Algorithm 1. Then we get
corrected input X to start the next attack iteration. The whole
algorithm is shown in Algorithm 1.

We tested the adaptive attack with 1000 random samples
for MNIST and CIFAR10, and 100 random samples for Ima-
genette, GTSRB and CIFAR100. For each sample, adaptive
attack generated m — 1 targeted AEs. The results are shown
in Table XI. Compared to Table IX achieved by the white-
box attack in Section VI-D, the attack attained a comparable
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Algorithm 1 Adaptive Attack
Require: unperturbed image x, targeted label y, pseudoran-
dom injection function ¢ (k, -), iterations N, perturbation
size €
Ensure: adversarial example x,4,
1: function INVERSEMAP(x, x})
2: for v, p in x, x/ do
O <« {u:||u—v]eo <€} > value alternative set
under e-L, attack.

(5]

4 D < argminy [|¢(k, u) — pl2, n € O

5: x4V xadv)j

6: end for

7 x| < ¢k, x4y

8  return x%?V, x/

9: end function

10:

11: function INVERSEIMPMAP(x, x/, x;_,)

12: I < argsort({llpr — pi—1ll2 for p;, p,—1 in x7, x;_,})
> sort color value indexes by descending changed weights

13: x,”d” <~ Xx

14: o <€

15: for i in I do

16: v, p < x[i], x/[i]

17: O <« {u:||u—v]2 <a} > value alternative set
under €-L, attack.

18: D <« argminy ||¢(k, u) — pll2, € O

19: x;ld”[i] <~

20: o< €—|x— xl“d“||2

21: if « < 0 then

22: break

23: end if

24: end for

25: return x%%, x/

26: end function

27:

28: function ATTACK(X)
290 x9N —x+8,8~N(O,1)

30: xy < ¢k, xgd”)

31: for i < 1to N do

32: if PGD attack then

33: L < PGDLoss(x;_,,y)

34: xi/ <~ szLlL +x

35: xi“d”, x/ <InverseMap(x, x;)

36: else if CW attack then

37: L < CWLoss(x!_y,y)

38: X, <« from_tanh(Vx’(ilL +to_tanh(x!_)))
39: xl.“d”, x/ <InverselmpMap(x, x/, x/_,)
40: end if

41: end for

42: return x;‘d v

43: end function

successful rate in PGD attacks and a lower successful rate in
CW. This is because the inverse mapping operations impede
gradient convergence. This suggests that the white-box attack
(in Section VI-D) is more efficient.
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VIII. CONCLUSION

We propose a new detection-based defense method against
DNNs adversarial examples, called pseudorandom classifier.
We develop a cryptographic technique called pseudorandom
injection as a novel input transformation method. Through
theoretical analysis, we prove that white-box adversaries have
negligible advantage in crafting adversarial examples under
our defense. We evaluate the method in an adaptive attack
scenario, which is a stronger threat model. The results show
that our method achieves comparable or even better perfor-
mance than state-of-the-art defenses against both black-box
and white-box attacks. This work represents an interesting first
step in exploring the intersection between cryptography and Al
security. However, there are some limitations that need further
research: (i) Training the pseudorandom classifier requires
extra input transformations, which generally require additional
time costs. (ii) For complex classification tasks, there is still
room to further reduce utility loss for better accuracy. In the
future, we will investigate how to improve pseudorandom
classifiers, and also explore whether cryptography can help
solve other security issues in DNNs.
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