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Abstract—To ensure the privacy and security of charging ser-
vices under Internet of Vehicles (IoVs) environment, it is critical
to secure the charging stations (CSs) interaction with multiple
electric vehicles (EVs). In this paper, we construct a heterogeneous
broadcast signcryption protocol supporting equality test for IoVs
(HBSC-ET), which addresses the communication problem between
a CS and EVs featured with one-to-Many properties. In our design,
the CSis allocated in public key infrastructure cryptosystem (PKI),
while the EVs are equipped in identity-based cryptography (IBC).
In order to address the restriction of EVs storage resources, the
received ciphertexts at EV side, are alternatively uploaded to cloud
server running equality test. Here, the cloud server legitimately
executes the equality test, to determine whether two ciphertexts
conclude the same message without unsigncryption. With this, the
design HBSC-ET is advanced in terms of information utilization
ratio. Finally, the rigorous experiment as well as performance
analysis elaborate that our proposed scheme is more suitable for
charging services in IoVs.

Index Terms—Broadcast signcryption, equality test, Internet of
Vehicles, electric vehicles, heterogeneity.

I. INTRODUCTION

HE rapid development of Internet of vehicles (IoVs) has
T the possibility to improve the quality of individuals and
organizations [1]. With the popularity of Electric Vehicles (EVs)
and its environmental friendly benefits for the IoVs in future,
the charging service or battery swap service have attracted the
attention of researchers [2], [3]. Here, a typical communication
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system enabling the charging service in practice requires the
charging station (CS) to disseminate its operation information
to EVs using reliable and secure channels. (e.g., 5G with cer-
tain level of security mechanism to protect the confidentiality,
integrity and unforgeability of information). Nowadays, leading
manufacturers, e.g., NIO and Tesla have been already built their
own secure operation cycle [4], [5].

Despite the charging service that brings a lot of conveniences
for EV users and potential in achieving global trend to promote
E-Mobility ecosystem, the security of information exchanged
for making charging service decisions is still a critical prob-
lem [6]. In order to avoid the information disclosure between
CS and EVs particularly under the information dissemination
manner with “One-to-Many” feature, the broadcast encryption
primitive is introduced accordingly [7]. Based on this idea, the
CS is regarded as a broadcast center, to encrypt the information
so that the authorized receiver has the ability to restore the
ciphertext with the corresponding private key. Meanwhile, the
non-authorized receiver cannot restore the information, even if
the broadcast information is intercepted inadvertently. There-
fore, the introduced protocol ensures the CS (as one broadcaster)
distributes broadcast information to large-scale authorized EVs
(as multiple receivers) simultaneously, which greatly reduces
the cost of previous one-to-one delivery. After this mechanism,
numerous schemes originating from broadcast encryption are
presented successively [8], [9], [10], [11], [12].

Nevertheless, the broadcast encryption can only guarantee the
confidentiality of messages, while the authenticity of messages
cannot be preserved. Fortunately, the primitive of signcryption
is also considered as a desirable solution to guarantee the
confidentiality, unforgeability of messages simultaneously [13],
[14], [15]. In this manner, the encryption and signature function
are both implemented in a single operation, rather than the
traditional signature-then-encryption mode, and this can reduce
the computing overhead greatly. Thus, Li et al. [16] established
the first broadcast signcryption scheme. In their scheme, the
identity-based cryptography (IBC) and broadcast signcryption
are merged. The former IBC solves the management problem
of certificate during traditional public key infrastructure (PKI),
while the latter broadcast signcryption ensures the security re-
quirement. Then, Zhao et al. [17] formulated an efficient broad-
cast signcryption scheme for platoon communication, which can
achieve the same security level with low overhead. Nevertheless,
the schemes of [16] and [17] are constructed under a single
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and pure IBC system, and thus the communication devices in
heterogeneous systems are not applicable apparently.

Since IoVs involve a number of network entities in supporting
communications under dynamic and heterogeneous scenario,
how to adapt to a heterogeneous environment rather than a single
system has been studied in [ 18]. The heterogeneous signcryption
primitive is constructed by Huang et al. [19]. In their scheme, the
sender is assigned in the IBC system and the receiver is assigned
in the PKI system. Based on [19], two heterogeneous signcryp-
tion protocols are proposed in [20]. The first protocol delivers
the message from PKI to IBC and the second protocol delivers
the message from IBC to PKI. Therefore, the two-way trans-
mission of messages can be guaranteed concurrently. However,
a heterogeneous broadcast signcryption towards one-to-many
state has not been investigated in the literature.

In IoVs, we can observe that it is infeasible to store a large
number of signcryption ciphertext on vehicle itself, due to
limited storage and computation capability of vehicle on-board-
unit [21]. To address this problem, the device generally chooses
to upload the ciphertext to the cloud server, which has access
to store and handle the ciphertext with the powerful process-
ing ability [22]. Nonetheless, it suffers from inconvenience in
searching ciphertext in terms of signcryption [23]. During the
traditional scheme, if one user intends to search the required
information from the cloud server, it must download all the
stored ciphertext and decrypt them, which results in numerous
computational redundancy. Thankfully, the primitive of keyword
search is introduced to improve searching efficiency of cipher-
text [24]. In this mechanism, the cloud server only can perform
the search process with different ciphertexts encrypted by the
same public key. Following this, the first equality test scheme is
introduced by Yang et al. [25], which can support the equality
test under ciphertexts encrypted by the same or different public
keys.

Integrating the equality test with the heterogeneous signcryp-
tion, Xiong et al. [26] proposed the heterogeneous signcryption
scheme supporting equality test. Whereas, above schemes are
constructed for “One-to-One” manner that does not support
broadcasting communication nature. Considering the above
comprehensive reasons, we construct a heterogeneous broadcast
signcryption protocol supporting the function of equality test
(HBSC-ET). The system model of concrete scene is elaborated
in Fig. 1. The CS serves as a broadcaster and signcrypts the con-
dition information to EVs, then the authorized EVs unsigncrypt
the ciphertext and obtain the information. Besides, they also can
back up the ciphertext to the cloud server for improving the
searchability. In this HBSC-ET scheme, the retrieval operation
is performed by the cloud server. It only needs to execute
the equality test on two ciphertexts from different public key
encryption. If the test result is true, which indicates that the
retrieval is successful; otherwise, the test result is false, which
indicates that the retrieval failed. Finally, the cloud server returns
the test results to the required EV, and then EV only needs to
decrypt the ciphertext that matches successfully. Therefore, it
greatly reduces the retrieval cost and improves the utilization of
the ciphertext. The concrete contributions are demonstrated as
follows:
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Fig. 1. The charging service system model of HBSC-ET.

® Aiming to the “One-to-Many” communication nature un-
der the E-Mobility service, our HBSC-ET scheme enables
CS to distribute the same signcryption information to mul-
tiple EVs. By this means, the times of message delivery is
diminished by broadcast mechanism and the transmission
delay is significantly reduced. Meanwhile, the constant
signcrypted ciphertext is generated, and thus the ciphertext
redundancy is reduced accordingly.

® The proposed HBSC-ET scheme is based on heterogeneous
broadcast signcryption. In this manner, the confidential-
ity, integrity and unforgeability of message are preserved
simultaneously. Besides, the construction is proven to
achieve the security of selective indistinguishability chosen
plaintext attacks (IND-CPA), one way chosen plaintext
attacks (OW-CPA) and existential unforgeability against
adaptive chosen messages attacks (EUF-CMA).

e This paper allows the cloud server to execute equality test
to facilitate the search of ciphertext signcrypted with the
same or different public keys. Compared with the system
that does not apply the cloud server for equality testing, this
is the advantage of improving the utilization of ciphertext
apparently. The analysis of performance elaborates that our
HBSC-ET is more suitable for the secure charging services.

II. RELATED WORKS
A. Equality Test

The first public key encryption with equality test (PKEET)
protocol is constructed in [25]. During this scheme, anyone can
perform the equality test on ciphertexts encrypted by the same
or different public keys. Then, Tang [27] proposed the fine-
grained authorization scheme (FG-PKEET), via a trusted proxy
to authorize two users who possess their own public/private
key pairs to perform equality test on ciphertexts. Following
this, the all-or-nothing PKEET (AoN-PKEET) is introduced
in [28]. This scheme can specify a user to execute the equality
test on ciphertext. Furthermore, Tang [29] extended the scheme
presented in [27] to a two-agent model, where the agent performs
the equality test. Then, a public key encryption with delegated
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equality test (PKE-DET) is formulated [30], this scheme enables
the delegated organization to execute this operation. Huang
et al. [31] introduced a public key encryption supporting autho-
rized equality test (PKE-AET), to allow a receiver to authorize
a specific ciphertext. After the development of PKE-AET, nu-
merous schemes based on PKEET are constructed sequentially.
Notably, the encryption mechanism only guarantees the confi-
dentiality of message, while the concept of signcryption is in-
troduced to guarantee the confidentiality and authenticity simul-
taneously. The first heterogeneous signcryption protocol with
equality test is demonstrated in [26]. The first heterogeneous
signcryption scheme attempting to address the heterogeneous
devices problem by supporting equality test is demonstrated
in [26]. In a recent work, Xiong et al. [32] also presented a het-
erogeneous signcryption protocol from IBC to PKI supporting
equality test towards wireless body area networks (WBANS).

B. Signcryption

The research based on encryption scheme can guarantee the
confidentiality of the message, but cannot guarantee the authen-
ticity [33], [34]. The first signcryption scheme is constructed by
Zheng et al. [13], which inherits the advantages of signature and
encryption. Inspired by [13], some efficient schemes based on
signcryption are published in [15], [35]. Malone-Lee [36] used
the bilinear pairings to construct the identity-based signcryp-
tion scheme (IBSC), to provide a concrete security model and
guarantee the unforgeability and privacy. However, the authors
in [37] point out that the message’s signature is visible, and
the scheme in [37] can not achieve semantic security. Chow
et al. [38] then introduced a new identity-based signcryption
scheme. In this manner, the forward security and public verifia-
bility are both supported. Their scheme requires two private keys
and thus the communication overhead is increased. The scheme
in [36] is extended by Boyen [39], in which the unlinkability,
authentication and anonymity of ciphertext are added. Finally,
Chen and Malone-Lee [40] improved the scheme presented
in [39] and constructed a most efficient IBSC protocol.

The above schemes are generally arranged in the same cryp-
tosystem. The real scenario is complex and changeable, the
security requirements of the devices involved are different. Thus,
the information exchange between different devices belongs to
a heterogeneous condition. Huang et al. [19] introduced a new
primitive named heterogeneous signcryption, which addresses a
practical scenario from an identity-based user to a server with a
certificate environment. Subsequently, Pan et al. [41] suggested
a heterogeneous signcryption protocol between the unmanned
aerial vehicle (UAV) and the ground station (GS), in which the
UAV is assigned in IBC environment, while the GS is assigned
in PKI environment. Following this, two heterogeneous sign-
cryption protocols are introduced in Li [20], the first message
transmission direction is from IBC to PKI, and the second trans-
mission direction is PKI to IBC. The heterogeneous signcryption
scheme supporting equality test (HSC-ET) is constructed in [26],
in which a sensor in PKI can deliver the message to a user in
IBC.

Obviously, the aforesaid schemes are only suitable for the
communication manner between one sender and one receiver.
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TABLE I

NOTIONS AND SYMBOLS
Notations Explanation
G1,G2 Two multiplicative groups
g The generator of Gy
u The element in G
P The prime order of G1
msk The master secret key
sp The system parameter
H;(1<:<6) The hash function
sks The sender’s private key (CS)
pks The sender’s public key (CS)
ID; The identity of receivers (EVs)
S The authorization ID; list
SKrp, The private key of receivers (EVs)
td The receiver’s trapdoor
M The transmission message
C The broadcast signcryption ciphertext
1L The returned result is empty
1 The equality test result is true
0 The equality test result is false
[ The Charging Station
EV The Electric Vehicle
PKG Private Key Generation
1Z,] The length of one element in Z7
G The length of one element in G
Go The length of one element in Gg

If there exist multiple receivers in environment, the concept of
broadcast signcryption inheriting the advantages of broadcast
encryption is advocated to address this challenge [42]. Zhong et
al. [43] introduced a broadcast encryption protocol for vehicles
communication in IoVs. In this primitive, one sender delivers
the information to several receivers, and just the authorized
objects could recover the plaintext, while the other users cannot
decrypt the ciphertext. Li et al. [16] described the identity-
based broadcast signcryption protocol (IBBSC). Through this
cryptosystem, the authentication and nonrepudiation defects are
resolved currently. However, none of above works apply to the
case of distributing the broadcast message in heterogeneous
environment from PKI to IBC and guaranteeing the searchability
of ciphertext at the same time.

III. PRELIMINARIES

The mathematical background, the definition, the security and
system model, the algorithm flow of HBSC-ET are demonstrated
as follows. The concrete significance of symbols are showed in
Table I.

A. Mathematical Problems and Bilinear Maps

Bilinear Maps: Given two cyclic groups G and G;, where
the generator and prime order of G| are g and p, respectively.
Define the bilinear pairing e : G; X G; — G, and satisfy the
following properties:

1) Bilinearity: Given E,I € Gy, a,b€ Z, e(E, 1Y) =

e(E,I1)%.

2) Non-degeneracy: e(E, 1)® # 1.

(f,g,F)-General Decisional Diffie-Hellman  Expo-
nent problem ((f,g,F)-GDDHEP) [44]: Input go,gg,
s skt s f(h -s-f(s s &2 2 (s
9,08 ],gof( ),gg 1) g, ug, uy .. uf ,ugg( ),

judge  w = e(go,up)?*) is the target of C, where
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w, 9o, up € G1, k,n,s € Z;. Besides, the unitary polynomials
f and g are described:

k+n
g(@) = ] @+w)
i=k+1
f(=)
i = , 1,k
file) = i € (1,
gi(z) = 9() i€lk+1,k+n]
T + T ) 9
g-strong Diffie-Hellman Problem (q-SDHP) [20]: Input (g +
1) instances (v,v%,v%,...,v%"), the target is to find a pair

(y, vﬁ/) where y,a € Z,,.

B. Definitions

Our HBSC-ET scheme includes seven algorithms. The algo-

rithms and their functions are described as follows.

e Setup: Input the security parameter k, then PKG outputs
msk and the system parameters sp.

® PKI-KG: Input sp, then the sender during PKI system
generates the private and public key pairs (sks, pks).

® IBC-KG: Input msk, sp, a group of receivers’ identities
S ={ID;}!_, in IBC system, then PKG generates the
corresponding private key SKrp,.

e Trapdoor: Input sp and SKp,, and the receiver gener-
ates its trapdoor td.

e Signcrypt: Input sp, the plaintext M, the sender’s
private key sks, a group of receivers’ identities S =
{ID;}?_,, and the sender generates the ciphertext C'.

e UnSigncrypt: Input sp, the ciphetetxt C', the sender’s
public key pk; and the private key of receiver SKrp,, the
receiver generates M or L.

® Test: Input two ciphertexts C,, Cs and the trapdoor td,
tdg, the cloud server generates the result “1” (which means
that the equality test is held, and the compared ciphertexts
contain the same message) or “0” (which means that the
equality test is not valid, and the compared ciphertexts
contain different messages).

C. System Model

The system model is expounded in Fig. 1. There exist four

entities which are CS, EV, PKG and Cloud Server.

1) CS: It refers to the Charging Station, which is considered
as a fully-trusted entity. It is allocated in PKI system and
delivered the transmitted information to required EVs.

2) EV: It is named the Electric Vehicle, which requires to
obtain the charging information from CS. It is allocated in
IBC system and divided into two types. If EV belongs to an
authorized group receiver, suchas ID; € {0, 1,...,n},it
have the access to decrypt the ciphertext and get the real
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Fig. 2. The algorithm flow of HBSC-ET in IoVs.

information. If it does not belong to an authorized group
receiver, it will try its best to attack the authorized user to
get more information.

3) PKG: It refers to the Private Key Generation, which is
also considered as a fully-trusted entity, it is employed to
generate the private key of each EV.

4) Cloud Server: This entity is a semi-trusted third party,
which is utilized to perform the equality test and return
the outcome to the corresponding EV.

Algorithm Flow: The algorithm flow of HBSC-ET is illus-
trated in Fig. 2 and the flow is explained as follows in steps.
(1) The PKG performs the Setup step and outputs sp, msk to
CS and EVs; (2) The CS performs the PKI-KG operation to
output the public and private key pair; (3) The PKG performs
the IBC-KG operation and generates the private key to required
EVs; (4) The EVs performs the trapdoor generation operation to
output the corresponding trapdoor; (5) The CS in PKI executes
the signcryption step to generate the ciphertext C'; (6) After
receiving the ciphertext, the EVs in IBC executes the unsign-
cryption step to recover the plaintext M; (7) The EVs can upload
the ciphertext and trapdoor to cloud server; (8) When an EV
intends to query some message, it will upload the signcrypted
keywords and its trapdoor to cloud server; (9) The cloud server
performs the equality test operation on ciphertext encrypted by
the same or different public keys; (10) Finally, the cloud server
returns the equality test’s result to the corresponding EV.

D. Security Models

Definition 1: Assuming that there is no adversary .A; wins this
game with a non-negligible advantage, the HBSC-ET scheme
can achieve the IND-CPA secure.

Game 1. Wedefineachallenger C and an adversary A, they
interact with each other as well as execute operations as below.

e [nitial: The I* = {ID7,IDj, ... ,ID;,.}issetasthe chal-
lenge list by A;.

e Setup: The Setup operation is executed by C. Then the
system parameters sp, the private and public key of sender
(sk*,pk?) are delivered to A, .

® Phase 1: A, adaptively executes queries as below:
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-Private key query: when this query is issued, C executes
IBC-KG operation and delivers SKp, to Aj.

® Challenge: A, picks two same length messages M, M
and regards I D} as the challenge. C will choose p € {0, 1}.
Besides, the challenge ciphertext is delivered from C to A;.

® Phase 2: This operation is the same as Phasel. The
restriction is that the private key of I D; cannot be asked,
in which ID; € I*.

o Guess: A, generates p'. A; wins if p = p.

Definition 2: Assuming that there is no adversary A, wins this
game with a non-negligible advantage, the HBSC-ET scheme
can achieve the OW-CPA secure.

Game 2. We define a challenger C and an adversary .4,,
they interact with each other and execute operations as below.

e Initial: The I* = {ID;,1Dj,...,ID% .} issetasthe chal-
lenge list by A,.

e Setup: The Setup operation is executed by C. Then the
system parameters sp, the public key of sender pk} are
delivered to A,.

® Phase 1: A, adaptively executes queries as below:

— Private key query: when this query is issued, C executes
IBC-KG operation and delivers SKp, to A,.
— Trapdoor query: when this query is issued, C executes
the Private key query and delivers SK D;, tO A,.
® Challenge: A, picks the plaintext M * and I D as the chal-
lenge identity. Then, the challenge ciphertext is delivered
from C to A,.
® Phase 2: This operation is the same as Phasel. The
restriction is that the private key of ID; cannot be asked,
in which ID; € I*.
® Guess: Ay generates M'. Ay wins if M’ = M*.
Definition 3: Assuming that there is no adversary A3 wins this
game with a non-negligible advantage, the HBSC-ET scheme
can achieve the EUF-CMA secure.
Game 3. We define a challenger C and an adversary .43,
they interact with each other and execute operations as below.
e Setup: The Setup operation is executed by C. Then the
system parameters sp, the master secret key msk, the
public key of sender pk} are delivered to As.
e Phase 1: Aj; adaptively executes queries as below:

— Private key query: when this query is issued, C delivers
SKID,, and sk, to Aj.

— Signcryption query: when this query is issued with M,
the sender’s private key sk, the identity lists {1 D, }I"_,,
C executes the Signcrypt operation and delivers C' to
As.

o Forgery: Az produces the identity of receiver
ID;, the new ciphertext C*. If the result of
Unsigncrypt(C*,pk;, SK;p:) is not L, that is to
say, Az wins this game.

IV. CONSTRUCTION

In this section, we elaborate the detailed construction as
below.

Fig. 3.

Fig. 4.

Fig. 5.

Fig. 6.

)

2)

3)

4)

5)
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Setup: Define two cyclic groups G| and G5, where
the prime order and the generator of G are p and g,
the bilinear map is described as e: Gy X G| — Gj.
After receiving the security parameter k, PKG selects
51,82 € Zy, u € G, and computes t = e(g,u). Then it
calculates g1 = ¢g°', ¢» = g2, u”"', uS%, ot us,
u5§7 ...,u®, in which n represents the number of
vehicles receiving broadcast messages. Choose six
hash functions, H, : {0,1}* — Z*, H, : {0,1}* — Z%,
H3 : G2 — {0, 1}*, H4 : {0, 1}" — Z;, H5 : G2 — Z*,
He : {0, 1}" x Gy x Gy x {0, 1}* x Z; — Z;. Besides,
msk = (s1,s2) is defined as the master secret
key. The system public parameter is sp = (Gy,
Gg,q,gl,gz,u,t,usl,us%,...,usln, u®?, us%,...,usg, e,
H,,H,, Hs,H,, Hs, Hs). The corresponding system
model is shown in Fig. 3.

PKI-KG: After receiving sp, the sender in PKI system
randomly picks z5 € Z, then it computes the private key

sk = gw]T, the public key pks = u”<. The system model
of this step is elaborated in Fig. 4.

IBC-KG: After receiving sp, a group of receivers’ iden-
tities S = {ID;}}, in IBC system, PKG computes
the private key SK;p, = (SKip,,,SKip,,), where

SKID“ = 951+H|](1Di> s SKIDM — gserHzl(ID,i) .The sys-
tem model of this step is elaborated in Fig. 5.
Trapdoor: Given the private key SKp,, the receiver
generates td = SKip,, as the trapdoor. The system
model of this step is elaborated in Fig. 6.

Signcrypt: Given the message M, the private key of
sender sk, a group of receivers’ identities S = {ID;}1_ |,
the system model of this step is elaborated in Fig. 7. The
sender picks 1,72 € Z, and calculates



HOU et al.: HETEROGENEOUS BROADCAST SIGNCRYPTION SCHEME WITH EQUALITY TEST FOR IOVS

Fig. 7.

Fig. 8.

Fig. 9.
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Iy=tn, T, ="

Ci = (M||r2) © H3(Ty).

Cy = (72 - Ho(M)) © Hs(T2).
f=He(M,T,T,Cy,Ch).

03 — 9;71’ C4 — g;’yzl

C5 = Sk'gm—i_f).

Cy = un Ilimi(si+Hi(IDy))

Cy = urllizi(s2+Ha(IDy))

Generate the ciphertext C' = (C}, Cy, C5, Cy, Cs, Cs, C7).

6) UnSigncrypt: Given sp, the ciphetetxt C, and the

public key of sender pk. The identity of receiver I D; with
its private key SK;p, = (SKp, ,,SKrp,,) calculates
the following operations, where ID; € S.

Iy = [e(Cy,ue) .e(SKIDM,06)]Hi:1,7¢¢r1"<”“_
I, = [6(04, U,ASZ) . e(SKIDi)m 07)] Hi:],i#r HaDi)
Ay = ([T e (51 + Hi(IDy)) —

[T e Hi(ID;)).

Ay, = £ ([T ier (52 + Ha(IDy)) —

M| = Cr @ Hy(T)).
"= He(M,T'1,T5,C,Ch).

Check whether Cs & (7, - H4(M)) < Hs(T2), e(Cs, pks)
1L I';. The system model is elaborated in Fig. 8.

7) Test: Given two ciphertexts Co = (Cq,1,Cq2,Ca 3,

Ca,47 Ca,Sa Ca,6a Ca,7), Cﬁ = (Cﬁ,lv CB,27 CB,37 Cﬂ,47
Cs,5,Cs6,Cp,7), two trapdoor td,, tdg, the cloud server
executes the following operations. This system model is
elaborated in Fig. 9.

- 1
H(IDy)

Tas = [6(Cau, ud) - e(tda, Coq)] Liminr
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Hy(ID;)

FB,Z = [6(0574’ uAsz) . e(tdg, 0577)] Hi:l,i#r
706,2 . H4(MO¢) = COL,Z fan HS(]-—‘Q72),
V8.2 Ha(Mp) = Cp o © Hs(L'p ).
e Check [y 1) — o),

Correctness:

1
H(IDy)

Fl = [6(03, UAS] ) . e(SK[Di,l s 06)} Hi:l,i#r
= [e(g,u)’”‘(H?:u#r(lerHl(IDi))*H?zl,i#r H\(ID;))
1

- e(g, ) limimr (st i (D) T Tz i a0

1
— [6(97 u)Vl | G- HI(IDi)] Hi:],'i#:rHl(IDi)
— 6(97 u)’Yl
=N

1
Hy(ID;)

I, = [6(04, uAsz) . e('SKIDi,z’ 07)] Hi:l,i;&r
= [e(g, 'U')_%(H?ZI@tr(‘92+H2(1Di))—r[?£1,i;tr H,(IDy))
i

. 6(9, u)’YZ(H?:l,i#T(SZ‘f‘HZ(IDi))} H;;l,i#r,» Hy(IDy)

|
— [e(g’ u)’yz | - HZ(ID'i)] Hi;],i#7- Hy(ID3)
=e(g,u)”
6(05,pk3)t7f/ = e(sk(g”“Jrf),pks)t*f’
= e(g7= TN gz )T

= e(g, u)(’YlJrf)t*f'

— tn+H=f
_ g
= Fl

Fvgz,z~H4(M5) — Ya2¥p2-Hi(Mpg)
«,

Fgaz,z'HA(Ma) _ t'Y[f,Z'Ya,Z‘HAl(M(Y)

V. SECURITY ANALYSIS

Theorem 1: 1f the adversary 4, can against HBSC-ET with
the advantage e, there exits a challenger C can solve the
(f,9,F)-GDDHEP with advantage ¢ = %5, the formulated
scheme HBSC-ET will reach the security of IND-CPA.

Proof: Given the following instance, 4, interacts with C to

conduct this game.

s _s? sk=l s f(h) v f(s)
90,90-90 5---590 s 90 » 90
s , 8% s y-g(s)
Uy Uy Uy 5+ -5 UG U

The target of C is to decide w = e(go, uo)"(*), where w €
G, the number query of A; is k, the input of C and A, is n.
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Besides, the unitary polynomials f and g is set:

k

k+n
g@) =[] (@+)
i=kt1
filz) = %,z € [1,k]
gi(z) = xgj—xa):i’z €lk+1,k+n]

Initial: Set I* = {ID7,IDj, ...,
in which m* < n.
Setup: C sets g = g;

ID;,.} as the challenge list,

I (s ),plcks (1,( € ZF,and computes s| =

G -k‘i,sz (CRER gl—g‘:f(‘s)fg s 7gézf(5 A
ot +x; i o
u(l)_[l:kﬁn ke “(1)_[1_1”7" #1788 o refore, we can ob-
tain
t= e(go7u0)f( )Hb ’»+7n +1(51+Ii)

= e(QOvUO)f(S) I k+m*+1(82+y1)

= e(g,u)
Finauyz’csendStheSp:(Gl,G27q,91,gz,u,t7us7usz, cout”
u®,u, ... u e, Hy, Hy, Hs, Hy, Hs, Hg), the private and

public key of sender (sk¥, pkl) to A;.

Phase 1: The six initial empty lists £y, £, L3, L4, L5, Lg are
maintained by C, which are employed to simulate the oracles.
The challenge identity of receiver I D;. is delivered to /1 at some
point. Besides, other query on /D, is based on H; query.

e M, query: After receiving the identity I D;, C first searches
the item (ID;, x;, SKp, ) from L. If it exists, C deliv-
ers z; to A;. Otherwise, C chooses z; € Z7, then inserts
(ID;, x;,*) into L;. Finally, C delivers z; to A;.

® H, query: After receiving the identity I D;, C first searches
the item (1D, y;, SK1p, ,) from L,. If it exists, C deliv-
ers y; to A;. Otherwise, C chooses y; € Z,, then inserts
(ID;,y;,*) into L,. Finally, C delivers y; to A;.

e H; query: When obtaining this query, C searches the item
(T'1, ha) from Ls. If it exists, C delivers hj to A;. Other-
wise, C chooses hs € {0, 1}*, theninserts (I'y, h3) into 3.
Finally, C delivers h3 to A;.

® M, query: When obtaining this query, C searches the item
(M, hy) from Ly. If itexists, C delivers hq to A, . Otherwise,
C chooses hy € Z, then inserts (M, hy) into L. Finally,
C delivers hy4 to A;.

® Hs query: When obtaining this query, C searches the item
(T2, hs) from Ls. If itexists, C delivers hs to A;. Otherwise,
C chooses hs € Z, then inserts (T'y, hs) into Ls. Finally,
C delivers hs to A;.

® H¢ query: When obtaining this query, C searches the
item (M,T"},T,,C},C) from Lg. If it exists, C delivers
he to A;. Otherwise, C chooses hg € Z*, then inserts
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(M,T,T,, Cy,Cy, he) into L. Finally, C delivers hg to
A

e Private key query: When obtaining this query with
ID,. If ID; =1D;, C aborts. Otherwise, C searches
(ID“ T, SKIDi,l)’ (ID“ Yis SKIDi,z) from £1, LQ and
delivers SK;p, = (SKip,,,SKip,,) to A;. Else, C
computes

i,17

1
SKID,i = g 1D

1
= gserHz(«’Dq‘,)

SKIDM

Then, C updates (IDl‘, Z;, SKIDM ), (IDZ‘, Yis SKIDM)
and delivers SK;p, to A;.
® Trapdoor query: When obtaining this query, if I D; = I Dy,
C aborts; Otherwise, C searches £, and delivers td =
SK']D?:’2 to Aj.
Challenge: After finished the above-mentioned queries, if
1D, # 1Dy, C aborts. Otherwise, C performs the Signcrypt
step, C picks 71,72 € Z,, and computes

Ci = (M||v2) © H3(Ty)
C; = (72- Hy(M)) & Hs(I'5)

Ci = 9671'51'f(5)

90

CG ugl 9(s)

Cp = —72:82-f(8)

07 — ugz ‘7( )
where

ktn g, Yi-s1-f(s)  As
= Qliziime e(ge g ),

ktn . 5 A
o B Y2-82-f(8) s
Iy = QI v e(gy Uy ),

1 k+n k+n

Ay, =— ( H (s1 + H(ID;) H H,(ID; ))
1 i=k+m*+1 i=k+m*+1
1 k+n k+n

A,=— ( [l (2+mHUD)- [ HAID; ))
§2 i1=k+m*+1 1=k+m*+1

Finally, C delivers C* = (C},C5,C5,C;, C:,C¢, C5) as the
challenge ciphertext to .A;. The following equations are verified:
C; — 9;71
Ci=9,"

k+n k4+m*
Cp = u” quik+m*+](Sl+w1)'n1,ik+l(sl+wi)

uni‘i;’;mswm(w:))
0

k
CF = U'VZ Hii}?+nﬁ+1(52+yi)‘ l+1z7jrl(52+yl)

7 %0

k4+m* *
— uHi;rk-H (52+H2(ID7:))
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Suppose if v = (1 -y, 72
obtain

wi = e(go, o)) = e(go, ug) T =
wy = e(go, 1)) = e(go, ug) T = w®

and thus the equations I'y = t7', I, = 72 are held. The correct-
ness is demonstrated as follows:

k+n )
Lo s ™

T =w ce(gg " uy ™)
k+n
= e(go, ug) T OTIE e 71 (g /() [y Bory

= e(g()’ uo)’er(s)»Hf::er*“ a3
-s1-f(s) us! (H'];:’::r?n“rl(S‘+xi)7nlf+l?+m*+1 i)
-e(go ug :
= e(go, ug) " Tt @

)(Hz ktm* +1(S‘+11)7H5+1:+m T ;)

~e(go, uo)™"

6(90, UO)’Yl‘f(S)'HfI;%—m*M (s1+zi)

(g gl ety

Hfil;zrm“rl Yi Y2s2-f(s) | Asy
2 ~e(9p S Up ?)

= e(go, up) > R arem T e(ggz‘sz'f(s),qusz)

= e(go, uo)™ T v

k+n k+n
'yz~52<f(s) é (Hi=k+m*+l (52+yi)7nri=k+m*+1 le)
~e(gg » Ug )

F(s) TR .
e(go,uo)™ POk v

- elgo, o) O UL ey (o) TIEEL ey w)

= e(go, uo)'n'f(s)'l_[?;:;mmrl(sz+yi)

— 6(97 u)’)’z

="

6(9({(3), u(l)_[i‘ci:;%—m*+l(52+y’i))'\/2

C chooses p € {0, 1}, defines I, = I'; and computes M, ||y, =
Ci @ H3(T)).

Phase 2: In this section, .4, makes the same query as Phase
1. Nonetheless, the restriction is I D; ¢ I*.

Guess: A, generates 0/, if p = p, we say that A; wins this
game.

Analysis: Thus, we can obtain

e' = Pr[p’ = p|real] — Pr[p’ = p|rand]

= x (Pr[p' =1|p=1Areal] — Pr[p' = 1|p = 0 Areal])

=Gy, w = e(go,up) '), we can
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~ x (Pr[p = 1|p =1 Arand]
— Pr[p’ = 1|p = 0 Arand])

In the random oracle [rand], as respect to the adversary
view, the distribution of p is independent. Therefore,

Prlp’ = 1|p =1 Arand] = Pr[p’ = 1|p = 0 A rand].

In the real environment [real], the emulations executed by C
are perfect due to their constructions satisfy the semantic security
game. Therefore,

e=Pr[p)=1|p=1Areall — Pr[p’ = 1|p = 0 A real].

According to the above equations, we can get &’ ;5

Theorem 2: 1f the adversary A, can against HBSC-ET with
the advantage ¢, there exits C can solve the (f, g, F')-GDDHEP
with advantage ¢’ = é zn , the formulated scheme HBSC-ET
will reach the security of OW-CPA.

Proof: Given the following instance, A, interacts with C to

conduct this section.

s s skl s f(h)  vs-f(s)
90,90,90 5---590 » 90 » 9o
s 8 ¥ vg(s)
UQ, Ugs UG - -5 UG 5 Ug

The target of C is to decide w = e(go, uo)"¥(*), where w €
G, the number query of A; is k, the input of C and A, is n.
Besides, the unitary polynomials f and g is set:

k

f@) = [ +=)

f(z)
T4z

fi(z) =

Initial: Set I* = {ID},IDj, ...,
where m* < n.

€ [1,k]

€k+1,k+n]

ID;,.} as the challenge list,

Setup: C sets g = g({( ), picks ¢; € Z;, and computes s; =
s1-f(s) Hf:]:lm*“(s]+zi)

G- s, g1 =9 =g%, u=u1y, . Therefore,

we can obtain

t = e(g0, uo)f(s)'nfilllmm(sﬁri)

= e(g7u)

Finally, C sends the sp=(G1, G2, q, 91, g2, u, t, u®, ut o ul
u,u, ... u® e, Hy, Hy, Hs, Hy, Hs, Hg), the private and
public key of sender (sk¥, pkZ) to A,.
Phase 1: The six initial empty lists £y, £, L3, L4, Ls, L¢ are
maintained by C, which are employed to simulate the oracles.
e H, query (1 <i<6): These queries are the similar as
Theorem 1 except H, query.



19558

® M, query: When obtaining the identity /D;, C searches
the item (/D;,y;, SKrp,,) from Ly. If it exists, C de-
livers y; to Aj,. Otherwise, C chooses y; € Z;’ calculates

SKip,, = gﬁ then inserts (ID;,y;, SKip,,) into
L. Finally, C delivers y; to A,. '

e Private key query: When obtaining this query with
ID,. If ID; =1D;}, C aborts. Otherwise, C searches
(IDZ‘, i, SKIDM ), (ID,', Yi, SKIDz‘,z) from El, Ez, and
delivers SKp, = (SKip,,,SKrp,,) to As. Else, C
computes

i1

1
SKIDi = g e1tHUD:)

Then, C updates (ID;,z;, SKrp,,) in £; and delivers
SK[Di = (SKIDM , SK]DM) to A,.

e Trapdoor query: When obtaining this query, C searches £,
and delivers td = SKip,, to A;.

Challenge: After finished the above-mentioned queries, if
1D, # 1D}, C aborts. Otherwise, C performs the Signcrypt
step, C picks 71,72 € Z, and chooses C3 € Z,,Cy, 5,07 €
G1. Then C computes

Cy = (M||y2) & Hs(I'1)
C; _ 9571'3140(3)

Cr = w9

where

F] = an;r{vlmr*ﬁ-l Ti . e(g(’)Yl‘Sl'f(S)v uO . )

1 k+n
A81:< I s+ H(UID)) -~

S
U Nk tme 1 =k 41

Finally, C delivers the challenge ciphertext C* =
(C},C5,C5,C,C%,C¢,C5) to A,. The following equations
are verified:

Cék — g;“n

k k+m*
Ci=u" T e (1) TIEE (s14a)

T (si+HU(ID)))
= U

If vy = (1 -7, w = e(g0, ug)?7®), we can obtain

wi = e(go,u0) ™) = e(go, ug) ) = W

and thus the equation I'; = ¢ is held. The correctness is demon-
strated as follows:

k+n X
H1,:k+7n*+l Ti

5 A,
J— 7181f(5)7u0-1)

: e(go

’Yl'f(S)'Hf;r,:'_,_m*_*_l x| e ’Yrsl»f(s)7 UOASI )

= e(go,uo) Y90

— (g0, o)™ Iy

! ket ket
Yi-s1-f(s) ;(Hi:&mm (S]+xi)7ni:kl+7n*+l ;)
~e(9o » Ug )
ktn

— e(go7 uo)%'f(s)-]’Ii:kerMrl -,
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- e(9o, uo)’y"f(s)(mif?%m*ﬂ(5'“71')*1_[?3:47,1*“ i)

. TRt )
= e(go, uo)" )T e (s1+30)
k+n

(s) Hi:k+m*+l(sl+xi))m

= 6(9({ 7u0

= e(g,u)"

C chooses M* € {0,1}", defines T'p;» =T and computes
M*||y, = Cf @ H3(I'ng-).

Phase 2: In this section, .4, makes the same query as Phase
1. Nonetheless, the constraint is ID; ¢ I*.

Guess: A, generates M', if M' = M*, we say that A, wins
this game.

Analysis: From the aforementioned game, we can obtain

¢ = Pr[M’ = M*|real] — Pr[M’ = M*|rand]

In the random oracle [rand], since M* € {0, 1}", and thus,
Ay has the ability of 5= x & to guess M’ = M*.

In the real environment [real], A; has the ability of % to
guess M’ = M*.

According to the above analyses, we can compute &' =
£

omn

L_
2

Theorem 3: 1f the adversary .43 can against HBSC-ET with
the advantage ¢, there has C can solve the q-SDHP with ad-
vantage ' > %, the proposed scheme will achieve EUF-CMA
security.

Proof: Given (v, v%, v“z, ...,v%"), the challenger C interacts
with adversary A5 to find a pair (y, vty ), where y € Z5.

Setup: C chooses 7%, 7y, 7,...,7T4-1 € Z, and the polyno-
mial is expanded as follows:

q—1 q—1
F) =Tk +m) = rw.
i=1 7=0

Then, we define that
Siserial _ (@)

g="v
g1 = pSimi@  gaf(e) _ ga
)
fR) N~
fi(k) = P + ij"f]
=0

and thus C can compute

f(a)
q-2 J o s 1
Qi = 2= Pit — vif( ) — vi””

=gt .

Finally, C can access the pairs (75,Q; = gﬁn)
C chooses u®, u“z, e ,u“t €7, and computes
t =e(g,u). Then, the system parameter is sp=
(G1,Ga, 4, 91, oy s tyu u® L u® us s, ut e, Hy,

H,,Hs, Hy, Hs, Hg), the master secret key is msk =
(g,51,52) and delivered to A;. The six initial empty lists
Ly, Ly, L3, Ly, Ls, Le are maintained by C. Besides, C delivers
the public key of sender pk* = u®*"™ to A;, where a = 5.
Queries: In this section, A3 makes the following queries:
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e H, query: After receiving the identity I D;, C first searches
that if £; contains I D;. If it exists, C delivers H,(ID;) =
I; to Aj;. Else, C chooses I; € Z; and inserts (1 D;, I;) into
L. Finally, C delivers I; to Aj.

® [, query: After receiving the identity I D;, C first searches
the item (I D;, h,) from L,. If it exists, C delivers h; to Aj.
Otherwise, C chooses hy € Z;, then inserts (ID;, hy) into
L,. Finally, C delivers h, to Aj.

e Hj query: After receiving this query, C first searches the
item (I'y, h3) from Ls. If it exists, C delivers hj to Aj.
Otherwise, C chooses h3 € {0, 1}*, then inserts (I';, h3)
into £3. Finally, C delivers hj to Aj.

e H, query: After receiving this query, C first searches the
item (M, hy) from Ly4. If it exists, C delivers hy to Asj.
Otherwise, C chooses hy € Z,, then inserts (M, hy) into
L4. Finally, C delivers hy to Aj.

e Hs query: After receiving this query, C first searches the
item (I'y, hs) from Ls. If it exists, C delivers hs to Asj.
Otherwise, C chooses hs € Z*, then inserts (I',, hs) into
Ls. Finally, C delivers hs to Aj.

® Hg query: After receiving this query, C first searches the
item (M, T'},T,C},Cy) from Lg. If it exists, C delivers
hg to As. Otherwise, C chooses hg € Z,, then inserts
(M,T,T,,Cy,Cy, he) into L. Then, C sends hg to Aj.

e Private key query: After receiving this query on sender.
C picks Is € Z, and computes sks = gﬁ% as the pri-
vate key of sender. Towards the challenge sender, C picks
I; € Z, and computes ski = gﬁ, in which I} = 7*.
However, C keeps sk’ and cannot deliver to .A3. When
receiving this query on the identity of receiver ID;, C

will compute Q; = gﬁ to Aj. Please obtain that in this
section, A3z has the knowledge msk and obtains all the
private key of receiver.

e Signcryption query: At any moment, A3 could execute the
signcryption query with the message M and the identity of
receiver I D;. C obtains the receiver’s private key SKrp,; =

(SKip,,,SKip,,) = (Qj,gszjrh: ). Then C performs the
following operations:

1) Pick Ly, 72, f € Z;

2) Compute C5 = (g1g77)% g, *.

3) Compute Cy = g, .

4) Compute C's = SK}”DJ_’I.

5) Compute Cy = v ILi=1(s15705),

6) Compute Cy = u2I1j=i(s24h2),

7) Compute Iy = [e(Cyg s, uBsr) - e(SKip,

1

J

i

Cﬁ)]njzl,i;trlj’ in which As] =

(s1+ 1) = =1 jer Ij)-
8) Compute Iy = [e(Cy,uP=2) - e(SKip, ,,
1

1 n
s U=

™

C7)] Hi:l'i#T " , in which Asz = i(H?:Lj#r
(s2+h2) =T jur ho)-
9) patch the hash function He(M, Ty, T, Cy,Ch) to f. If
Hg is already set, C fails.
10) Compute  C) = (M||y2) ® H3(I'y),
Hy(M)) & Hs(I).

Cr=(7-
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Finally, C delivers C' = (C}, Cs, C5, Cy, Cs, Cs, C7) to Az. In

this manner, C sets v; = (—:i% )x — f. Therefore, we can pass
J
the verification e(Cs, pks )t~/ =T'.

1 s1+15
Cs = SKip,, = (g5 ) awr = st
e(Cs,pks)t ™ = e(SKip, ,pko)t ™!

— e(g .31]-:—1]; 7ua—‘—ls)t*f

= e(g:]]TJrIfs?uSl-ﬁ‘Is)t*f
_ t(’YH‘f)t*f =t =T,

1
k0

Fl = [6(03971512 UASI) : e(SKIDjJ ’ 06)] H.J'Zl,i#rlj
= [e(C’SglﬂcgfISns7 uﬁ(H_?:l,j#r(81+Ij)*1_[?:17j#r Ij))
IS T
) e(gﬁ ,u™ H.?ZI(S‘JFIJ'))] Hj:l,i#r T
= [e(g_’Yl(sl+Ij)’uﬁ(H}L:l,j;’:r(sl+Ij)_H‘;'l:1,j#T Ij))
1

. e(g’ u)’)’l H}l=l.j#r(sl+lj)] H:;],i#r T

1
T

= le(g,u)" |V 1] |

— t’Yl

1
T

T, = [e(Cy, =) - e(SKrp, ,, Cy)| imser
— [6(97 u)*’Yz(n_;'l:],j#r(52+h2)*n_?':1,j#r ha)
1

- e(g, w) P U= e (ortha Ly a2

1
- [e(g, u)” |V hz] H;‘:u;ﬂ "2
= e(g,u)™
— ¢

*

Forgery: According to the forking lemma, if 1D, # ID3,
C aborts. Else, C can forge two signed ciphertexts on ID;
via the polynomial responds of Ajz, such as (I'y, I, Cy, Cy,
C3,C4,C5,C6,Cq, M*, f,v1) and (T'1,1', Cy, C, C3, Cy, C,
Cs,C7, M*, f',m), where f = Heg(M*,T,T2,Cy,C), f' =
He(M*,T1,T,,Cy,C,), f # f'. Hence, we have

e(Cs, pky)t 7 = e(Cs, pki)t 7
Thus,
e(Cs, pk3)e(g,u) = e(C3, pky)e(g,u)
e(Cs — G5, k) = e(g,u)’ 7

e((Cs — CHY=I" pk7)

e(g,u)

Since pk’ = u*™, and thus

7" = (C5 — CHYU=I" = g
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Fig. 10.  The algorithm flow of HBSC-ET in [45].
fla) e R
— + c.a’
a—+ 7" a-+rT1* Z I
7=0
Therefore,

1

1 zZ* ©
Yottt = =
’UZ?:O cja’

C can obtain the pair (7%, Uﬁ), which is the solution of g-
SDHP.

Analysis: We define Pr[—Aborts] = é, where ¢ represents the
forgery times of Aj3. Therefore, the advantage of challenger C
to solve q-SDHP is £’ > % .

Framework analysis: Based on the scheme [45], the pub-
lication/services structure is described in Fig. 10. Comparing
Figs. 2 and 10, we can observe that HBSC-ET is designed
specifically for broadcasting CSs’ information exchange, where
EVs passively receive encryption information to support its
charging service decision made locally. We herein illustrate
another paradigm where the charging decision making relies
on EVs to proactively trigger CSs information under a point-
to-point communication mode. In latter case, the Road Side
Unit (RSU) will further oversee the EVs service requests and
make charging service. In case there is single failure on RSU
service, the charging service will be unavailable for all EVs. In
summary, the proposed HBSC-ET decouples the vulnerability
of charging decision and security verification, deemed as much
reliable system. Of course, the advantage of broadcasting over
that publish/subscribe system with infrastructure as assistance, is
that ensures the security of information exchange while improv-
ing its efficiency. The proposed HBSC-ET is more inclined to
enhance the secure transmission and belongs to a heterogeneous
broadcast mechanism, while the scheme in [45] pays more
attention to the actual efficiency of transmission and belongs
to a single system unicast.
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TABLE II
THE EXECUTION COST OF CRYPTOGRAPHIC OPERATIONS

Explanation || Symbols || Time
The bilinear pairing operation Ty 0.5417
The hash to G1 operation Ty 2.2039
The exponentiation on GG operation Eq 0.9670
The exponentiation on G2 operation E> 0.0901

300 Time cost increasing trend with the number of messages
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Fig. 11.  SC/EC overhead.

VI. PERFORMANCE ANALYSIS

In this section, the comparison between the introduced
scheme, the most efficient identity-based broadcast signcryption
scheme [17], the identity-based encryption with outsourced
equality test solution [22], the first heterogeneous signcryption
with equality test protocol [26], the existing broadcast encryp-
tion scheme [43], the identity-based signcryption protocol [46],
and the certificateless broadcast signcryption scheme supporting
equality test [47] in terms of efficiency and security properties
are demonstrated. For evaluating the computation overhead
of our solution and the schemes based on bilinear pairing,
we employ the Pairing Based Cryptography (PBC) library to
quantify the concrete time of cryptographic operations. In order
to achieve 1024-bit Rivest-Shamir-Adleman (RSA) security,
the supersingular curve E/F), : y* = 2 + z is matched, where
2 is the embedding degree, ¢ = 2'% 4 2!7 41 refers to the
160-bit Solinas prime and p = 12gr — 1 is the 512-bit prime.
Through the repeated simulation experiments, the running time
of cryptographic operations and the corresponding meanings are
described in Table II. In addition, the size of | Z; | is 20 bytes and
|G| = |G2] is 128 bytes. The features of different protocols are
summarized in Table III, in which the symbol “v"” represents
satisfied and “x” indicates not satisfied. From the observation of
Table I1I, the proposed scheme can satisfy all the listed function
requirements with efficient performance.

A. Computation Overhead

The computation overhead of competitive schemes is listed
in Table IV. Fig. 11 refers to the signcryption or encryption
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TABLE III
COMPARISON THE FUNCTIONALITY OF COMPETITIVE SCHEMES

Scheme CF UF AE Broadcast Signcryption  Heterogeneous  Equality Test Security Assumption
Zhao 17 v v v v v x x (,9, F)-GDDHEP& q-SDIHP
Ma [22] v X v X X X v BDHP
Xiong [26] v v v X v v v BDHIP&CDHIP
Zhong [43] v X v v X X X CDHP
Karati [46] v v ¢ x v x x DMBDHIP& MBSDHP
Niu [47 v v X v v X v DDHP& BDHP& CDHP& DBDHP
Our scheme v v v v v v v (f,9, F)-GDDHEP&q-SDHP

* Legends: CF: Confidentiality, UF: Unforgeability, AE: Asymmetric Encryption, BDHP: Bilinear Diffie-Hellman problem, BDHIP:
Bilinear Diffie-Hellman Inversion Problem, CDHIP: Computational Diffie-Hellman Inversion Problem, CDHP: Computational Diffie-
Hellman, DMBDHIP: Decisional Modified Bilinear Diffie-Hellman Inversion Problem, MBSDHP: Modified Bilinear Strong Diffie-
Hellman Problem.

TABLE IV
COMPARISON THE COMPUTATION OVERHEAD OF COMPETITIVE SCHEMES

Protocol  Encryption or Signcryption overhead  Decryption or Unsignceryption overhead — Equality Test overhead
BSPC [17] (n+2)E1+E> (n+1)E14+2E2+3Tp —
IBEET [22] n(4E1+2E2+Ty+2Ty) n(4E1+Ty+2Tp) 2E1+2T4+4Tp
HSCET [26] n(65,+2E5) n(E1+Ea+3T}) 4FE+AT,
IBBE [43] (n+1)E1+E2+Tp (n-1)E1+E2+2T), —
IBSC [46] n(3E1+E2) n(2E1+E2+2Tp) —
CLBSC [47] (0+6) E1+2E2+Ty+4T, (n+3) E1+2Ty+2T) Eo+T,
Our scheme (2n+3)E1+2E> (2n-2) E1+3E2+5T) 4E>+4T),

Time cost increasing trend with the number of messages
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Fig. 12.  USC/DC overhead.

cost with the increased number of messages. For example, in
scheme [17], (n + 2) exponentiations on G; and one expo-
nentiation on (G, are required in signcryption phase. There-
fore, the computation overhead of [17] is (n +2)E; + E, =
0.9670n + 2.0241ms. We can discover that our protocol is more
efficient than [22], [26], [46]. In addition, Fig. 12 is the trend
of unsigncryption or decryption overhead. There exist (n + 1)
exponentiations on G, two exponentiations on G, and three
bilinear pairs during the unsigncryption step of scheme [17].
The unsigncryption speed of our construction is slightly lower
than [17], [43], [47]. Furthermore, the time cost of equality test
is demonstrated in Fig. 13. Our scheme has a smaller overhead
supporting the equality test than [22] and the same overhead
as [26].

Time cost increasing trend with the number of messages
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Fig. 13.  Test overhead.

B. Communication Overhead

Table V and Fig. 14 describe the communication overhead
of competitive schemes, we can observe that the schemes
based on broadcast mechanism keep the length of the ci-
phertext unchanged, such as [17], [43], [47] and our proto-
col. This enables the transmission of multiple messages to
maintain a constant communication overhead, to reduce the
overall cost tremendously. While, the communication cost in
schemes [22], [26], [46] increases with the number of messages
increases, it does not apply to lightweight equipment require-
ments. Besides, the communication overhead of proposed pro-
tocol is slightly expensive than [17], [43], [47]. It is forgivable
since our solution supports heterogeneous broadcast encryption
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TABLE V
COMPARISON THE COMMUNICATION COST OF COMPETITIVE PROTOCOLS
Protocol  The size of ciphertext |CL|  The size of private key |SK| The size of trapdoor |T'D|
Zhao [17] 4|G1|+|G2|+|Z;] teN -
Ma [22] n(5|G1|+|Z,]) 2|G1| |G1]
Xiong [26] n(4|G1]+2|Z3]) 2|G1| |G1]
Zhong [43] 2|G1|+|Ga| 2|G1| -
Karati [46] n(2|G1|+2|Gal+ 22 ) 2/G4 | -
Niu [47] 4G [4+2|Gal+ 2] 2/2;| 2]
Our scheme 6/G1]+2|Z,| 2|G1| |G1]
" Legends: we set |G| = |Gal.
TABLE VI
COMPARISON WITH AND WITHOUT PROPOSED SCHEME IN CHARGING SERVICE
The Average Waiting Time Overhead For Switch (s) | Total Switched Batteries (n)
The number of EVs No Delay Delay No Delay Delay
200 EVs 426.4 407.9 809 813
300 EVs 1106.3 1141.7 1134 1135
500 EVs 3857.9 4115.2 1257 1260
Communication overhead with the number of messages 5000 . - T
6000 I T T T T T P Il Service Waiting Time (No Delay)
[ IService Waiting Time (Delay)
5000 4000 |- ] 1
1] —_
e © '
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Fig. 15. The comparison of average waiting time for switch.
Fig. 14. Communication overhead.
1500
) ) ) ) Il Number of Batteries Switched (No Delay)
with equality test operation, while the other schemes cannot N [_INumber of Batteries Switched (Delay)
conform to all these functions. % 1200 - P ] 7
L e
5 "
C. Experimental Analysis @ 900 - / ]
kel o
We simulate the charging services experiment in ONE envi- %
ronment with proposed scheme, the underlying charging service & 600 |
is based on our previous work [45], by estimating the service T
availability of CS and then broadcasting to EVs. Considering P
. . [0] = 4
security aspect, we have added on the delay at CS and EVs into = 300
the service system. The comparison result is elaborated in Ta-
ble VI. The average waiting time for switch refers to the average 0 w s w
200 EVs 300 EVs 500 EVs

period between the EVs arriving at the selected CS time and the
battery switch completion time, which is the performance metric
of EVs. The intuitive description is shown in Fig. 15. The total
switched batteries are employed to describe the total number
of EVs that have been switched with batteries at CSs, which is
the performance metric of CSs. The corresponding comparison
result is shown in Fig. 16. We divide the experiment into three

Different number of EVs

Fig. 16.  The comparison of total switched batteries.

groups: 200EVs, 300EVs and 500EVs, respectively. According
to Fig. 15, itis evidently to find that towards the average waiting
time in 200EVs, the consumption time with delay is shorter
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than that without delay. As for the other comparison groups,
the cost of delay is slightly higher than those without delay, but
the difference is small. Besides, the total switched batteries are
almost the same times with the delay or not from Fig. 16. In
summary, we demonstrate that the constructed heterogeneous
broadcast signcryption protocol is able to secure the system
without degrading the application performance.

VII. CONCLUSION

This paper proposed a heterogeneous broadcast signcryption
scheme with equality test for [oVs, to provide a feasible solution
for heterogeneous mechanisms between PKI and IBC via the
broadcast mechanism. By using broadcasting, the same message
is employed to send to multiple recipients simultaneously, which
greatly reduces the time of message transmissions and improves
the efficiency. The cloud server can perform the equality test
and determine whether different signcrypted ciphertexts have
the same message. Subsequently, the proposed construction is
proven to achieve the security of IND-CPA, OW-CPA and EUF-
CMA. The performance analysis demonstrated that HBSC-ET is
feasible for IoVs. If the private key of a sender is compromised,
all message signcryption participated by that sender will no
longer be secure. The future work will consider the application
of parallel key-insulated heterogeneous signcryption scheme
towards IoVs, which updates the private key at different periods
and reduces the key disclosure threat during the transmission
process greatly.
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